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FortiGuard=<2ik=1T 1R

REAENE IR&E P
b | f— =i HER
5P| BRI |BEBMRSIR | (RERERSS
(EP) | (UTP) | (ATP) |( Premium )
W653 (Antivirus): ForiiGate AUBETSLH B SE BTN, BTORRECHERITE, HUBRNSE. SRk SENmRE .
=& (ForiSandbox Cloud): MERBNFRESE, BISEAZERLRCE, LA AEDESAERNFNanET ClEDSE
HBES, FHEES THE FortiGate #TIHEE.
S ——— ;Egzamu {Anti-botnet); FortiGate ARAXH ENMEF RESSHERT P BER, SCESNERANESH P REN, HEx
Advanced Malware - v v
Protection- AMP EBEigEES (Mabile Security), FAEREE Android. i0S SHBTE&HBIRME.
SEMEME (Virus Outbreak Protection). A& MBIBEEE, MBS B S S5 BS I HSEN 2 ENEk0, RN
-n MAF# FortiGate 5 BT H B> SR TASREEED, 5 e EEm S R bt .
o) AERRRER (Content Disarm & Reconstruction): KM IE+HEREEDAS, URTERAE. ENAB RS —BEERL
i EHORSE, BSTESIATEENE.
o ABEEESR FortiGate ABTXBERMNEHFHER, URETENAT, THSLORNGNAE, SHENNSEENRNRY, HULTRS |/ Vv
c IPS HIRRAD.
o Webidi# SCHEMASER URL, 3 FotiGuard LB URL BBH. ForiGuard WML IORILAGS%, SRARRENTRS| |/ v
a web filter I UATEME, Sl UE LR S E T SR T T B R T R iR
BB R - . : . .
anti-epam TR AR |P (SR SRR RS SRR, LR PEEMITE URL, BEREIHTRBEHER v v
RLER BIEFT Securly Fabric i, LITMERERITX@IE/ RLIEFOTS, BRACTRAGRSS), BOEPRL 20 |/
Security Rating MRS PES HE v eion,
Tu%e . R . .
Inchusilal Securly N T ST, RIS S (CS/ISCADA( MITISERTE ) MK, LULTIR EEaT AR, v
loT MRS FortiGate # FortiGuard i WA @ ESIERF O UNMAINGE. SESBEW, ForiGate TLUA ForiGuard REREES. Stamm |/
IoT Detection Service — 2@l , ForiiGate il ForiGuard EMMNESR, LEEXTEEENEEER
rimEs . . . o . .
Aepomn st FortiGate FIEAY 4000+ BIFSHER, 36 24 Mok, SRATLREMR. BRSNS S A .
InternetESHERE ﬂﬁgml&m?éﬁigfﬂiﬁ\ SaaS ISR IP Wi RIEE %5, |SDB oL AR X MERE RS, tuEacdl internet IBSMEI AR
ISDB nEEE
IPERSIERE W& RE Fortinet. MGHHENHEMLSH ERNLNRNHYE, m@ﬁ@sﬁtﬁfWMmeﬁaﬂﬁp MiEkE E NS SR A N
IP Reputation database DDoS B, LIRESAEMGHE. il SHhE P F, okl thiEskmmaEs
BENE RN . - ) —__
- DenoIo8 Dotention | [EISWER, TRNEFHEETMERGLDONN, FEBLAE LETRT
o] IP RS ) .
3 P Geolocation Service [T IR IP Wk, BT Fortinet @ RN ET B BARBBITIR.
= loT MACHEHEFE — . I
Q IOT Mac Database T MAC #ihbE, RIS 10T eE R v v
o REEE SR HRBEEEEAIER, TLE ForiGate LIl SSL AR, SARESHIEEENELNEEES
1 Trusted Certificate Database = ' 7 : v A =
WEDNS o
it EF =45 DNS BS
BARIE ( Advanced HW ) |BERERES | B Forinel BA SRS FB AT TCERAREREEE SENERE, BrolEEEeENEF—ARREE. B
VMR R TS G 24 T B E R S S ET R S Ham SR ELBIT Fortinet BRI EEREE = RSB,
BEFHEES s o R . .
Fimmware & Goneral Update |FOTINet SAEHRIPRAF ISR BUMHEPRIES, LIRSPEATARIES. MATHEFHRIUINE, RN T
oA A [Forinetilitisy @iE ERSSHATMNELORANE, BUQEHE, BIRAEHRASEIITRESRE, SENREHEAER,
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BESFEZEGE— Mortinett =, a0 T MLk
https://support. fortinet.com

12K S A SN IO e -

R R e N o
v FTicket (FARSZ ;. B4EfEZcase)

v FortiOSE{H/FortiGuardiRSSE &
EINEERITER 1L mpE ,
RIFER—SLETEE.

Fortinet Security Fabric

hkfortinetlik SIS, FMRFEER/FEUN TR
F—: W T, IEEEHEEIZKS T, — MNEKSAIHEZ ST,
F_5, REHE, IREFEFRFSUUPDFXXEHEZEI (ARMSEUTMARSS, It EER] ZHE)
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https://support.fortinet.com/

VMERlicenseX {4 T &

VM License;¥i5e 2 [FRILA RaEklicenseS {4, 7AlG E&
ZFortiGatel 8%

A\
FortiCloud

8 Services w @5L||:-:|D’t 4

View Products > FGVMO02TM22005444

AS5ET MANAGEMENT

Dashboard & Product Information &

Products Product Mode FortiGate WM0O2
Serial Mumber FGVYMO2TM22005444
License Mumber FGVM4714048088
Regiztration Date 2022-03-13

¥ My Assets Description N/A
Partner Unknown

= More Views

L License File License File Download
Type Evaluation

Account Services o ! uw_n::- I
Expiration Date 2022-05-12

m = © Fortinet Inc. All Rights Reserved. 6



Ba18Flicenselk®E

A LLTE dashboard"ITstatusﬁJ?,%
System/FortiguardiX
licenselR7S

@ Dashboard
Status
Security
Network
Users & Devi
WiFi
+
FortiView Sources

FortiView Destinations

FortiView Applications

FortiView Web Si
FortiView Policies
FortiView Sess

+
Network
Policy & Objects

Security Profiles

+ Add Widget

System Information

1%
D
Z
il

Administrators

e
]

FGT-HK
FGVMO02TM22005444
v7.0.5build0304 (GA)
NAT

2022/03/17 10:08:31

o HTTPS @ FortiExplorer

admin supe

XEEH

Dashboard FortiGuard Distribution Network
Network

Policy & Objects & License Information
Security Profiles

VPN

Entitlement Status

FortiCare Support @ Registered i Actions~

User & Authentication

Virtual Machine @ Valid (Expiration Date: 2022/05/14) & FortiGate VM License
WiFi Controller

Firmware & General Updates = @ Licensed (Expiration Date: 2022/05/14)

System

T e s Intrusion Prevention @ Licensed (Expiration Date: 2022/05/14)
Admin Profiles AntiVirus @ Licensed (Expiration Date: 2022/05/14)
Firmware Web Filtering @ Licensed (Expiration Date: 2022/05/14)
Fabric Management QOutbreak Prevention @ Licensed (Expiration Date: 2022/05/14)
Ll SD-WAN Network Monitor | @ Licensed (Expiration Date: 2022/05/14)
HA Security Rating @ Licensed (Expiration Date: 2022/05/14)
SNMP
Industrial DB @ Licensed (Expiration Date: 2022/05/14)

Replacement Messages

FortilPAM @ Licensed (Expiration Date: 2022/05/14)
FortiGuard
Feature Visibility loT Detection Service @ Licensed (Expiration Date: 2022/05/14)

FortiGate Cloud @ Activated = Logout

Certificates

FortiGate Cloud Log Retention = @ Free License i Upgrade~

N¥X Security Fabric

v | og & Report

@ 1ps

FortiCare support contracts can be activated here and applied directly to
i) this FortiGate.

# Enter Registration Code

0/0
Virtual Machine i | |Memor
& FGYMO2License o
Allocated vCPUs 2/2 75%
100% . _
50% © Fortinet Inc. All Rights Reserved. 7
Allocated RAM 2GB
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FortiGateEfEA U

FortiGateB] LUB I M F N EHEIR
1WEBZRHEME 2 {72 (Bi%Telnet, SSH, Console BfE)
> (Kimis &

a. ESEEOMNLANEO (portl1? );

b. EGAEIEIP: 192.168.1.99/24, &1 FRadmin, ZB AT,

c. Consoleif#5%9600, HEEHMY: http/https/ssh/telnet/ping
> PSR &

a. HBMYEREEO (MGMT1/MGMT2) ;

b. MGMTIEIAEIEIP: 192.168.1.99/24, &I Radmin, ZEAZT,;

C. MGMT2EMAEIEIP: 192.168.2.99/24;

d. Consolejff5Z 59600, HEEMEMYE L

> I
a.  ERAPORT1iEMIP#3192.168.1.99/24, &IERadmin, HEAZ

EEEBRL AMIPEIRIRE, 80F1443ix O ERIIER T, AIEESSHakconsolef&E&
httpsBI E IR um 148443, 12z BEEEwebitbiit+#= 0 EinOS &0
https://192.168.1.99:8443

config system global
amn Set admln'sport 8443
1 end

User Name

Password

FGT-G1-1 login:
FGT-G1-1 login:

FGT-G1-1 login: admin

Password: ®®eses

No entry for terminal type "wvtl00",
using dumb terminal settings.

wWelcome !

FGT-G1-1 # ||

© Fortinet Inc. All Rights Reserved.
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https://192.168.1.99:8443/

REh

HE—MHEIV: EAGSTT, HiTexecute factoryrestan<, BIFEFRIERIIRIFRSIREH] E
B, EAMER, BATEY W

FortiGate # execute factoryreset

This operation will reset the system to factory default!

Do you want to continue? (y/n) Y

FTMHEI BUIRE bresetEfiiE ((SHFPHES)
resetZIR(FIKIERFIEREole (ALpingBEEREE M) 30SKW, KIR10SERA, &%
BEMER, BITRBKENRLIRE;

REH FMEEEERS, REH FEEHS.

-nw © Fortinet Inc. All Rights Reserved.

10




EHFRR R -web 5

iz RIEETE R Isupport.fortinet.com

BETRIER, F

o LAfEsystem/firmwarelX B & HEHEESUSF

Network

Policy & Objects

VPN

Dashboard Firmware Management

RPEFTR

Currentversion FortiOSv7.0.3 build0237 (GA)

Security Profiles @ FortiOS v7.0.5 available

Upload Firmware
Usei thentication

d e DB 4 B

WiFi Controller

Selectfile = @ Browse

o

Systs FortiGuard Firmware
Admi ators

Admin Profiles

Replacement Mess

FortiGuard

Feature Visibility

Certificates

oA

X Security Fabric

Latest gEOEWETEIS)

FortiOS v7.0.5 build0304

Backup config and upgrade Upgrade

support.fortinet.com/Download/Firmwarelmages.aspx

Firmware

Fortinet Firmware Images And Software Releases

Images

Welcome to the Firmware Images download center for Fortinet's extensive line of security solutions.

Select Product

FortiGate

Release Notes

Download

FortiOS Version Upgrade Path

Current Product:

FortiGate-40F

Current FortiOS Version:

6.45

Upgrade Path FortiGate Support Tool

Upgrade To FortiOS Version:

v 723

Upgrade information for older FortiOS versions (before 5.2.9) can be found here.

Recommended Upgrade Path

Version

6.4.

n

6.4

Following is the recommended FortiOS migration path for your product.

Build Number

1828
828

1911

© Fortinet Inc. All Rights Reserved.
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R RAHR-titpF T

FHconsoleZEfhHig s
RBREREREESEF T
IHCECETFTPSE]
TFTP Serverflix&ZWANEMGMTO (IREIEE
T) ipANA
SR e IR TFH AR TFTPHHES Y

ConsoleZ;
Com[]/USB$#E L] Console[d
L -
3 ¢. g wan _ o2 J®
N 2
192.168.1.99 4
A B
192.168.1.1 1
-

FortiGate-48F (18:55-07.27.2821)

Ver: 05000021

Serial number: FGT48FTK218SADL1

CPU: 1200MHz

Total RAM: 2 GB

Initializing boot device...

Initializing MAC... NPEXLITE#O

Please walt for 0S5 to boot. or press any key to display configuration menu..

[C]: Configure TFTP parameters.

[R]: Review TFTP parameters.

[T]: Initiate TFTP firmware transfer.

[F1: Format boot device.

[I]: System information.

[B]l: Boot with backup firmware and set as default.
[Q]: Quit menu and continue to boot.

[H]: Display this list of options.

Enter C,R,T.F,I.B.Q.or H:|j

[C]: Configure TFTP parameters.

[R]: Review TFTP parameters.

[T]: Initiate TFTP firmware transfer.

[F1: Format boot device.

[I]1: System information.

[Bl: Boot with backup firmware and set as default.
[Q]: Quit menu and continue to boot.

[HI: Display this list of options.

Enter C,R,T.F,I,B,Q,0r H:
Flease connect TFTP server to Ethernet port “wAN'
MAC: 94:ff:3c:03:9b:5e

Connect to tftp server 192.168.101.100 ...

Image Received.

Checking image... OK

This firmware image is certified!

Save as Default fimware/Backup fimware/Run image without saving: [D/B/RI?d

Programming the boot device now.The system must re-layout the boot device to install this firmware.
The default and backup firmware will be lost.
Continue: [Y/N]?}]




o ) somin-
EEE%{Q&' 'E FortiGate VM64-KVM
A v7.0.3 build0237 (GA)
T

; :::n‘: S 3
1. SAWEEHARCoE, FNFHHRT. e L
2. ENREBEEEESA2EH, - O Backup e D
3. EHBMBIRBSHFENIED, INESNTSESAKS, O Restore & Change Password
4. (REEE i= Revisions & Logout

WEB: WEBLEEEET, MITEX, BEMRFES, THFEFLRT. SXENEREHAZHRE, BE 2 Scripts
BRI,

CLI: <17 B next, end/SEEEE5HRF.

VPN

User & Authentication

WIE] Controller “ Cancel

& Dashboard > Backup System Configuration
< Network
-~ Backup to Local PC BL
B Policy & Objects
Encryption (B
& Security Profiles
0O VPN
2 User & Authentication “ Cancel
& Dashboard Restore Systern Configuration
+ Network
_ Restorefrom [EEe=Nzol |ISE Dzl
B Policy & Objects
File o Upload
& Security Profiles
Password e
a
[
[ ]

2 System
- om © Fortinet Inc. All Rights Reserved. | 13




REBMEE

@ Dashboard
+ Network
& Security Profiles
% WiFi Controller
& System
VDOM
Global Re
Administrators
Admin Profiles
Firmware
Fabric Management
Settings
HA
SNMP
Replacement Messages
FortiGuard
Feature Visibility

Certificates

NX Security Fabric

Ll | og & Report

System Settings

Hostname | FGT-1

System Time

Current system time
Time zone
Set Time

Select server

Syncinterval

a

2022/12/15 15:30:00

(GMT+8:00) Beijing, ChongQing, HongKong, Urumgi, Irkutsk =~ + <

PTP | Manual settings

40 Minutes (1 - 1440)

Setup device as local NTP server ©

Listen on Interfaces

Administration Settings
HTTP port
Redirect to HTTPS

HTTPS port

HTTPS server certificate

SSH port
Telnet port
Idle timeout

ACME interface @

Fo fortilink x

80

Port conflicts with the SSL-WVPN port setting

Q 55 Fortinet_Factory -

You are using a default built-in certificate, which will not be able to verify
your server's domain name (your users will see a warning). Let's Encrypt
can be used to easily generate a trusted certificate if you do not have

one.
Create Certificate
22
23
60 Minutes (1 - 480«

wEhostname

IRERX

IREHTTPSEfim O

REE T AT

© Fortinet Inc. All Rights Reserved. ‘ 14




Dashboard
Network

Policy & Objects
Security Profiles
VPN

User & Authentication
WiFi Controller
System
Administrators
Admin Profiles
Firmware

Fabric Management
Settings

HA

SNMP

Replacement Messages

FortiGuard
Feature Visibility
Certificates

b5 Security Fabric
LM | og & Report

Feature Visibility

Core Features

Security Features

Additional Features

[ D Advanced Routing ] [ L Application Control B Allow Unnamed Policies

[ T IPvé 0 ] [ @) Email Filter L) Certificates

[ O VPN ] [ C Endpoint Control D) DNS Database

[ e 0 ] [ O AntiVirus ) DoS Policy

[ ) WiFi Controller ] [ O DNS Filter B Advanced Endpoint Control

[ @ Explicit Prosy

@) Email Collection

[ & FileFilter

[ O Intrusion Prevention

B ICAP

[ L Video Filter

@ Implicit Firewall Policies

[ (T Web Application Firewall

(O Load Balance

[ @ Web Filter

[ (O Zero Trust Network Access

Qe|o|jo|o|oo||o||a|o||a|o

S S— S S— W— . SE— i N— W— W— ) N— S— i N—

D Local Qut Routing

(B Local Reparts

(O Multicast Policy

@ Multiple Interface Policies

(B Policy Advanced Options

(" Policy Disclaimer

D SD-WAN Interface

(® Policy-based IPsec VPN

® Replacement Message Groups

|
|
|
|
|
|
|
|
|
|
[ (B Local In Policy
|
|
|
|
|
|
|
|
|

[+]
[+]
+]
[+]
+]
[+]
[+]
[+]
+]
[+]
Q
[+]
Q
[+]
[+]
[+]
+]
Q
[+]
Q

] nc. All Rights Reserved.
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Dashboard

% Network
Interfaces
DNS
Packet Capture
FortiExtenders
SD-WAN
Static Routes
Policy & Objects
Security Profiles
VPN
User & Authentication

Wil witch
Controller

em

¢ Security Fabric

Loy port

Edit Interface

Name B wan

Alias

Type M Physical Interface

Role €@ WAN -

Estimated bandwidth € 0 kbhps Upstream

0 kbps Downstream

Address

Addressing mode 20 oHee | prroE

IP/Metmask 192.168.1.61/255.255.255.0

Secondary |P address (B

Administrative Access

IPv4 HTTPS HTTP © PING
FMG-Access [J S5H [J SNMP
O FTM () RADIUS Accounting ([ 25Curity Fabric

Connection @
[] Speed Test

Receive LLDP @ (AN e =iy -8l Enable | Disable

Transmit LLDP € (VAN e =il -l Enable | Disable

Traffic Shaping

Outbound shaping profile O

Miscellaneous

Comments £ 0/955
Status [+ N ELTENE © Disabled

Dashboard

% Network
Interfaces
DNS
Pacl Capture
FortiExtenders
SD-WAN
Static Routes
Policy & Objects
Security Profiles
VPN
User & Authentication

WIiFi & Switch
Controller

System

NN Security Fabric

Edit Interface

Name B wan
Alias
Type ™ Physical Interface
Role & WAN -
Estimated bandwidth @ 0 kbps Upstream
0 kbps Downstream

Address
Addressing mode Manual | DHCP [Zgais
Status @ Connected

Obtained IP/Netmask 192.168.1.61/255.255.255.0 | Renew

Expiry Date 2022/03/19 07:31:10

Acquired DNS 192.168.1.1

Default gateway 192.168.1.1

Username

Password @
Unnumbered IP 0.0.0.0

Initial Disc Timeout 1

Initial PADT Timeout 1

Retrieve default gateway from server @O
Distance 5

Override internal DNS O

Administrative Access

P HTTPS HTTP © PING
FMG-Access [ ssH ] SNMP
. Security Fabric
O FT™ (] RADIUS Accounting O Connection @
[ Speed Test

Receive LLOP €@ LAY 0Nyl Enable | Disable

Traffic Shaping

© Fortinet Inc. All Rights Reserved. 17
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@ Dashboard

4 Network
Interfaces
DNS
IPAM
Local Out Routing
SD-WAN
Static Routes
Policy Routes
RIP
OSPF
BGP
Routing Objects
Multicast

Diagnostics

%, Policy & Objects

Security Profiles

VPN

User & Authentication
WiFi Controller
System

Security Fabric

Log & Report

@ Dashboard

i2% FortiGate VM64

[ e
o [# [ w

i b Network
Interfaces

DNS

+ Create New~

Interface

Zone
Virtual Wire Pair
e fortilink

[E ¢ Loopback Interface @
@2 loopl
[E] | Physical Interface

IPAM
Local Out Routing
SD-WAN
Static Routes
Policy Routes
RIP
OSPF
BGP
Routing Objects
Multicast
Diagnostics

Y Policy & Objects
Security Profiles
VPN
User & Authentication
WiFi Controller
System
Security Fabric

Log & Report

New Interface

Gifelf:szdmliabasick
JE VLAN -

QEEEl'-:h

Name

Alias

Type 28 VLAN :
WLAN protocol 802.1AD

Interface v
VLANID 0

VRFID € 0

Role @ LAN hd
Address

Addressing mode
IP/Netmask

0.0.0.0/0.0.0.0

Create address object matching subnet @

Name
Destination

Secondary |P address

Administrative Access

IPv4 0 HTTPS
[J FMG-Access

O FT™
[J Speed Test

(O DHCP Server

Network

Device detection @ @

Security mode @ J

0.0.0.0/0.0.0.0
>

HTTP @
O ssH

(J RADIUS Accounting

Auto-managed by IPAM

[J PING
[J SNMP

Security Fabric
Connection €@

v

Je 302.3ad Aggregate
=8 EMAC VLAN

9 Loopback Interface
Je Redundant Interface
=2 Software Switch

() SSL-VPN Tunnel

28 VLAN

= WIFi SSID

Je 302.3ad Aggregate
28 EMAC VLAN
5 FortiExtender WAN Extension
@2 Loopback Interface
(2} PPPoE Interface
J¢ Redundant Interface
=2 Software Switch
(=) SSL-VPN Tunnel
8 VLAN
=2 VLAN Switch
= WIFi SSID
© Fortinet Inc. All Rights Reserved. 18




rotic] [ =

Local Out Routing
SD-WAN
Static Routes

Policy Routes

& Dashboard Edit Static Route
< Network
) Destination € Ll Internet Service
Interfaces
0.0.0.0/0.0.0.0
DNS
Gateway Address 10.1.1.1
IPAM
Interface ™ port2 x
Local Out Routing +
SD-WAN Administrative Distance @ 10
Static Routes Comments Write a comment... £ 0/255
Policy Routes Status (+ RGN O Disabled
RIP
OSPF & Advanced Options
Routing Objects
Multicast
Diagnostics
@ Dashboard Delete Search Q
+ Network
) Destination * Gateway IP = Interface = Status =
Interfaces
T 100.65.0.0/24 100.64.3.1 B port1 © Enabled
IPAM 0.0.0.0/0 10.1.1.1 ™ port2 @ Enabled

c. All Rights Reserved.
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@ Dashboard

% Network
Interfaces
DNS
IPAM
Local Out Routing
SD-WAN
Static Routes
Policy Routes
RIP
OSPF
BGP
Routing Objects
Multicast

Diagnostics

b Policy & Objects

Security Profiles
VPN
User & Authentication
WiFi Controller
System

W Security Fabric
Log & Report

» Router id

-> Areafit B

OSPF
i 1
Router ID | 172.16.2.1 |
Areas
| +CreateNew || # Edit | @ Delete
ArealD Type Authentication
0.0.0.0 Regular None :
[ 1]
Networks
Network Area
10.1.1.0/30 0.0.0.0
192.168.10.0/24 0.0.0.0
(2]
Interfaces
| +CreateNew || # Edit | @ Delete
Name Interfaces Cost Apply To IP Authentication Passive
I port2 ™ port2 0 Any IP None @ Disabled |

—{EH RN

@ Dashboard
«» Network

Interfaces

DNS

IPAM

Local Out Routing
SD-WAN

Static Routes
Policy Routes
RIP

OSPF

BGP

Routing Objects
Multicast
Diagnostics
Policy & Objects
Security Profiles
VPN

User & Authentication
WiFi Controller
System

Security Fabric
Log & Report

OSPF

Summary Addresses

+ Create New & Edit Delete

Prefix Advertise Tag

b{BSS: L8!S

Mo results

Default Settings

Inject default route €@ Regular Areas = Always

Metric type IV Type 2
Metric value 10
Route map m Filter

Redistribute Connected

Redistribute Static (B

Redistribute RIP (B

Redistribute BGP (B

Redistribute ISIS (B

Advanced Settings

ABR type Cisco  IBM | Shortcut
Default metric | 10

Restart mode m LLS | Graceful Restart

BFD 0 ]

Distance Settings

Distance 110

Distance external 110

Distanceinterarea 110

Distanceintraarea 110

Qverflow Settings
Database overflow @
Overflow max LSAs 10000

Overflow time to recover | 300

Metric.
route-map

FRE

ERATR

Hekd

lights Reserved. 20
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@ Dashboard
& Network

Interfaces

DNS

IPAM

Local Out Routing
SD-WAN

Static Routes
Policy Routes
RIP

OSPF

BGP

Routing Objects
Multicast
Diagnostics

% Policy & Objects
Security Profiles
VPN

User & Authentication

= WiFi Controller

System

V) Security Fabric

Log & Report

>

Local BGP Options

Local AS 65010 > A
> ASN K router id
RouterID  172.16.1.253
Neighbors _
» BGP4LJE
IP< Remote AS &
No results

(0]
Meighbor Groups
S B > BGP4ARE A
Name Remote AS
VPN1 65010
[ 1)

Meighbor Ranges

+ Create New # Edit Delete

Prefix = Neighbor Group

198.192.1.0255.255.255.192 VPN1

A 4
&
o
5
i

Maximum Neighbor Number %

0

Networks

IP/Netmask | 198.19.1.0 255.255.255.192

[+]

|Pv6 Networks

|Pv4 Redistribute

Connected ®©

Filter
RIP >
OSPF ©
D Filter
Static >
SIS >

— > ESARE

(® Dampening

& Graceful Restart

Restart timer 120
Stale pathtimer | 360
Update delay 120

MEED, H

> FortiGate:%&1]]
¥ & E B I )
2% B AR HF

Advanced Options

Best Path Selection

© Fortinet Inc. All Rights Reserved. 21
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@ Dashboard

< Network
Interfaces
DNS
IPAM
Local Out Routing
SD-WAN
Static Routes
Policy Routes
RIP
OSPF
BGP
Routing Objects
Multicast

Diagnostics

M Policy & Objects

Security Profiles

VPN

User & Authentication
WiFi Controller
System

Security Fabric

Log & Report

Local BGP Options

& Advanced Options
Cluster ID

Default Local Preference
Distance external
Distance internal
Distance local

Keepalive

Holdtime

Background scan

© 130
O 50

0.0.0.0
100
20
200
200
60

BGPE LW HE

& Best Path Selection

Always compare med

AS path ignore

Compare confederation AS path

Compare router ID
Med confederation
Med missing AS worst
Synchronization
Deterministic med
Client to client reflection
EBGP multi path

IBGP multi path
Additional path
Enforce first AS

Fast external failover
Log neighbor changes
Network import check

lgnore optional capahility

mERRRE

BOBBBBAUBUVEIVEUEY
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B SR ——RigISH

@ Dashboard
b Network

@ Dashboard
& Network
Interfaces
DNS
IPAM

Local Out Routing

SD-WAN

Static Routes

Policy Routes

RIP

Interfaces

DNS

IPAM

Local Out Routing
SD-WAN

Static Routes
Policy Routes
RIP

OSPF

BGP

Routing Objects
Multicast

Diagnostics

2 Policy & Objects

Security Profiles
VPN

User & Authentication

= WiFi Controller

New Routing Policy

If incoming traffic matches:

— WEEE O

Protocol

Type of service

Incoming interface +
Source Address

IP/Metmask

Addresses +
Destination Address

IP/Netmask

Addresses +

Internet service +

TCP  UDP | SCTP Specify

0x00 Bit Mask | Ox00

_ ZEHKHEE
. ISDBR %

Then:

Action

Outgoing interface (B

RAVEIGRIEI Stop Policy Routing

e WEIME. MO
AR SR bk

Gateway address 0.0.0.0
System —
R Comments Write a comment... £ 0/255
Security Fabric .
Status (RS ELIEGYN © Disabled
Log & Report
F Delete Search Q
Seq.# Incoming Interface Qutgoing Interface Source Destination Hit Count
1 ™ port5 ™ porté & 192.168.20.0/24 B 192.168.30.0/24
2 ™ port5 ™ port7 & 192.168.20.0/24 = all

SR % B A L S IR
Fr M EETHAT

s Reserved. 23



Link-monitor

7£ % FZwanik g aYE
R PETRIE T,

config system link-monitor
edit "monitor1”

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

addr-mode ipv4

srcintf *°

server-config default
server-type static
protocol ping

gateway-ip 6.8.8.8
source-ip 8.8.8.8

interval 588

probe-timeout 568

failtime 5

recoverytime 5

probe-count 38

ha-priority 1
update-cascade-interface enable
update-static-route enable
update-policy-route enable
status enable

diffservcode 866866

unset class-id

set

service-detection disable

AT, BiU&Elink-monitorsi & {5 A SD-WANRISLAK Mwan i BS IR 7S,
INZEERAES RS, FERERHEIETHERK.

ping
tcp-echo
udp-echo
http
twamp

addr-mode

srcintf
server-config
server-type

*server

protocol

gateway-ip

route

source-1ip

interval
probe-timeout
failtime
recoverytime
probe-count
ha-priority
update-cascade-interface
update-static-route
update-policy-route
status

diffservcode
class-id
service-detection

fREH S —

wan

PING 1ink monitor.
TCP echo link monitor.
UDP echo link monitor.
HTTP-GET 1ink monitor.
TWAMP 1ink monitor.

Address mode (IPv4 or IPv6).
Interface that receives the traffic to be monitored.
Mode of server configuration.
Server type (static or dynamic).
IP address of the server(s) to be monitored.
Protocols used to monitor the server.
Gateway IP address used to probe the server.
Subnet to monitor.
Source IP address used 1n packet to the server.
Detection interval in milliseconds (588 - 3688 * 1888 msec, default = 588).
Time to wait before a probe packet is considered lost (568 - 5888 msec, default = 588).
Number of retry attempts before the server i1s considered down (1 - 3688, default = 5).
Number of successful responses received before server is considered recovered (1 - 3688, default = 5).
Number of most recent probes that should be used to calculate latency and jitter (5 - 38, default = 38).
HA election priority (1 - 58).
Enable/disable update cascade interface.
Enable/disable updating the static route.
Enable/disable updating the policy route.
Enable/disable this link monitor.
Differentiated services code point (DSCP) in the IP header of the probe packet.
Traffic class ID.
Only use monitor to read quality wvalues. If enabled, static routes and cascade interfaces will not be updated.



Link-monitor

A] LUBE Link-monitorgZ N g5 75 B8 R FISREG BE F, RAILURE Z MG

MEBrrikEeE, SEMENBRRENE, KINERERMEL
link-monitor dead

¥ Detect server
ﬂ.l:. 10.1.100.22/24

=

/\\\ dagg! 17216203024
§

172.16.202.0/24
FortiGate Router 1

232.3.2./32
T~ 47216 204.0/24

Router 3

config system link-monitor
edit "zz"

(=

il

t srcintf "aggl"

set server "10.1.100.22"
st gateway-ip 172.16.203.2
set route "23.2.2.2/32" "172.16.202.0/24"
next
=nd

r 1 1

H B

umw

Detect server 1) 5. . o7 ’I-
10.1.100.22 \§‘ o0

Router
172.16.202.1

FortiGate

Detect server 2
10.1.100.55|

config system link-monitor
edit "test-1"

end

=2t srcintf "portii™
set server-config individual
ateway-ip 172.16.202.1
zet failtims 2
set fail-weight 40
config server-list
edit 1
set dst "10.1.100.22"
set weight 60

0
1
o i

next
edit 2
set dst "10.1.100.55"
set weight 30
next
end
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SD-WAN

. ﬂﬂhl:xj‘%: Ip SUbnet\ Ip range\ FQDN\ i&@{jﬁ\ Interfaces Name

DNS

dynamic (fabric connector@3)[F) . MACHEL; NS Servers o .
Local Out Routing
. User group +

® SD-WANQMFHiRH]: Internet ServiceE (4Z) FIAPPJE Bxplct Proxy

Packet Capture Destination

( 7)%' ) %4000"‘&% : SDHLT Address a

Static Routes )
Internet Service +

o SD-WANi#: T, Bebiit. ffcost. ki BESEE :

RIP

%*f{iﬁ%jﬁ‘ﬁ, é:élrél\SLA\ éﬁﬁ%%ﬁ\ DSCP Tag u&%%% OS’_PF Outgoing Interfaces

BGP
Select a strategy for how outgoing interfaces will be chosen.

B E (EE. 2. B, HwE) , LULMTER GGG 5 Manusl

Manually assign outgoing interfaces.

B Policy & Objects

f:j] ,j\l_E J‘i E% 2 & Security Profiles

® Best Quality
The interface with the best measured performance is selected.

0 VPN

® SD-WANZHRM: ri#idping. http. dnsZEip il ERIIEE PR

= WiFi Controller

BT ik 2 25 SO R, i 2 SD-WANZ A5 1 o

O Lowest Cost (SLA)
The interface that meets SLA targets is selected. When there is a tie, the interface with the lowest assigned cost is selected.

O Maximize Bandwidth (SLA)
Trafficis load balanced among interfaces that meet SLA targets.

WOW W W W W W v

¥X Security Fabric Interface preference *

SD-WAN%BE&E4: FECHT M2 4. 5 H lt LogéRepor -
Measured SLA A
Quality criteria Latency -

i 2%: FortiManager (option)
® T E

Forward DSCP B
Reverse DSCP (B
Status A RSEVEN © Disable

- © Fortinet Inc. All Rights Reserved. | 26



SD-WAN{Ec&

BCE BN, AT port Bl e Rk

FGVMO04TM21012323 = Q
Dashboard Edit Static Route
Network:
et Destination Named Address _Internet Service
nterfaces
0.0.0.0/0.0.00
Gateway Address 10.247.0.1
Interface x
+
Administrative Distance & 1
Static Routes Comments Write acomment... £ 0/255
Policy Routes Status RSN © Disabled
RIP
o € Advanced Options
BGP
Routing Obj
Multicast
Policy & Objects
Security Profiles
VPN
User & Authentication
WiFi Controller
AN |
| sdwanz ik vi: port1
N °
FGVM04TM21012327 Q
@ Dashboard New SD-WAN Member
“} Network
) intsrface [# portl -
Interfaces
SD-WAN Zone virtual-wan-link -
DNS
Gateway 10.24
DNS Servers
Cost 0
Packet Capture
& Priority @ o]

SDWAN Status [t RSEEEY © Disabled

Static Routes
Policy Routes
RIP

OSPF

BGP

Routing Obje
Multicast

® Policy & Objects

Security Profiles

VPN
User & Authentication
WiFi Controller
System

&R X Security Fabric

st o |

Bl @ sdwaniz 1 i 7

FGVM04TM2101.

Dashboard SD-WANZones  SD-WAN Rules Performance SLAs

Network Volume | Sessions

Interfaces

Download Upload
DNS
DN
Packet Capture Noresults Noresults

SD-WAN

Static Routes

Interfaces = Gateway + C

& Policy & Objects

Security Profiles
VPN

User & Authen
WiFi Controller
System

Security Fabric

Log &Report

= Q
@ Dashboard New SD-WAN Member
@ Network
Interface @ ipsecO1 -
Interfaces
SD-WAN Zone virtual-wan-link M
Gateway 0.00.0
Cost 0o

Priority @ 0

Status [tRZEWELY © Disabled

Policy Routes
RIP

OSPF

BGP

Routing Ob

Multicast

WiFi Controller

System

Security Fal

3served. 27

Log & Report




SD-WANFIE —

Il sdwan zone filidtsdwan zone: vpn, JfikFFipsec vpnfE Iy M A

GVMO04TM210! FGVYM04TM2101232¢

@ Dashboard SD-WAN Zones ~ SD-WANRules  Performance SLAs @ Dashboard New SD-WAN Zone

+$+ Network + Network
T Name vpn
Interfaces nterfaces
Download Upload ~ Interface members (2 ipsecO1 x
W port1 MW port1 NS +
@ ipsecO1 MipsecOl DNS Serve
Capture Packet Capture
SD-WAN SD-WAN
Static Routes Static Routes
Policy Routes D Policy Routes
RIP
Gateway = Cost = K2
OSPF OSPF

BGP BGP

Rout Routing Obji
Multicast
® Policy & Objects

Security Profiles

& Authentication

Controller

Log & Report

s (oK |
: adminf

@ Dashboard SD-WANZones  SD-WAN Rules Performance SLAs

& Network

(=T EEES Download ‘ Upload

W port1 M portl

M ipsecO1 [ ipsecO1

o
Policy Routes 2 Edit Delete
RIP
Interfaces & Gateway & Cost & Download % Upload %
OSPF
BGP
10.247.01 0 1.92 kbps 8.42 kbps I
2 ipsecO1 00.0.0 0 Obps Obps

© Fortinet Inc. All Rights Reserved. 28
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gUEESD-WAN#L

BRI &5

Jrin e Eport1

Source

Source sddress B x

L ®

.
User groups +
Diestiration
Address & chinx-internet x
.
Frotocctmmber | 10P U5% IR Sy

Outgaing Interfaces

Select a stratesy for how

Intortace profererce | @ portl x

Zone preference +

Marme Source

china-internst B:

o _ -
oversea =

-
sd-wan = al

AUEEREN2: ERIA

\

D)

1

ray

[

=
H

User group +

Destination

|A.H-»n °F

Proweoinumber 0P UDP [EEER

chasen,

Destination Criteria

& china-internet

B al
Ea

=l Source IP

Eipsec vpn

Members

= port1®@

2 ipsec01 @

T o

> @- 0-

Hit Count

© Fortinet Inc. All Rights Reserved.
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ECERAER —

GVMO4TM21012323 = Q
@& Dashboard Edit Static Route
+ Network
_ Destination Named Address  Internet Service
Interfaces
0.0.0.0/0.0.0.0
DNS -
e Interface @ virtual-wan-link x .

DNS Servers  von x| Eport1EH K sdwan zone

Packet Capture *

SD-WAN Comments Write a comment... £ 0/255

Static Routes Status [+ RS ELEE O Disabled

Policy Routes

RIP

OSPF

BGP

Routing Objects
Multicast

Policy & Objects
Security Profiles

VPN

Usi uthentication

WiFi Controller

System

¢ Security Fabric

eport
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SSL VPNI)JgE

® [FNfIEIrZAEN;

® [RiE/rE:. =M
1. TR AP B 2 SSLVPNRRIE, BRES HhAE % F i A b
2. R KEEFEEE S E Rt ESSLVPNREE (H bk Xt 5 nr LUZFQDNHIEE) |, BRI RE B E 2 i A 1
3. NRBAIPH Bk tHE % A, BRIAEE B E SSLVPNEEiE

® Portal: 1] HJH% B dns server & Split DNS
® \il: LDAP. RADIUS. WA, SSO. iEfi+LDAPHIXUA T, EitFACK 5615 MK
® FortiOS 7.03 #FortiGatefE JySSL VPN Client, 7] 45 SD-WANSAT R EEES, [FI S FESplit-DNST)fE
® ELfHE: 4HEMS
b Network
) Name  test
B Policy & Objects
& Security Profiles Limit Users to One SSL-WVPN Connectionat a Time (B
0 vPN
Overlay Controller VPN @ Tunnel Mode
IPsec Tunnels Split tunneling O Disabled
IPsec Wizard All client traffic will be directed over the S5L-VPN tunnel.
IPsec Tunnel Template 2 @ Enabled Based on Policy Destination
Only client traffic in which the destination matches the destination of the configured firewall policies will be
SSL-VPN Portals directed over the SSL-VPN tunnel.
531-VPN Settings 3 O Enabled for Trusted Destinations
SSIVPN Personal Only client traffic which does not match explicitly trusted destinations will be directed over the SSLVPN
Bookmarks tunnel.
SSL-VPN Realms Routing Address Override 1 +
SSL-VPN Clients Source IP Pools = sslvpn-test ®
-amR e . +
H VPN Location Map rtinet Inc. All Rights Reserved. | 32

& User & Authentication

Tunnel Mode Client Options



SSL VPNECE

® FLEM,. A LMhbx 4%

@ Dashboard Users/Groups Creation Wizard @ Dashboard Users/Groups Creation Wizard Dashboard New Liser Group
) Network
% Network @ UserType % Network 9 Login Credentials Policy & Objects Name sslvpn-group
& Policy & Objects & Policy & Objects ’ l Type
Username  sslvpntest Security Pr A . ’
Security Profiles Security Profiles B Fortinet Single Sign-On (FSSO)
voN Remote RADIUS User Password | sesccene VPN RADIUS Single Sign-On (RSSO)
Remote TACACS+ User VPN User & Authentication Guest
User & Authentication User & Authenticati
Remote LDAP User ser & Authentication ser Definition Members | & sslvpntest
SEE AL FS50 User Definition *
User Groups cr
FortiNAC User User Groups G : ;
Guest Management Guest Management
Guest Management LDAP Servers
& Dashboard + Create N . @ Dashboard New Address
o= “ reate New ¢ aIt one
y « Network
b Network Address I . : _ . Name sslvpn-pool-1
- Name % & Policy & Objects . -
: " . olor ] Change
&, Policy & Objects Address Group Firewall Policy 8
: X Type Subnet hd
Firewall Policy 1Pv4 Do$ Policy
IP/Netmask 10.101.1.0/24
/ c e 0 0 0w PADRIL LEVILLE Addresses
IPv4 DoS Pol Iy — Interface ] any -
Addresses & FIREWALL_AUTH_PORTAL_ADDF ::r)];:;lr]:;:en < Static route configuration (B
Internet Service I SSLVPN_TUNNEL_ADDR1 e Comments Write a comment... £ 0/255
Database B all Schedules
ervices Virtual IPs
Services E metardata-carnier
amn
m = © Fortinet Inc. All Rights Reserved. 86



SSL VPNElE

® [ii 5SSL VPN Portal

New SSL-VPN Portal

CLI Console (1) +

Dashboard FGT-HK # config vpn ssl web portal

Network

Name | sslvpntest FGT-HK (portal) # edit sslvpntest

" Policy & Objects
FGT-HK (sslvpntest) # set dns-server1 8.8.8.8

Security Profiles

VPN

Limit Users to One SSLI-VPN Connection at a Time (B

FGT-HK (sslvpntest) # set dns-server2 8.8.4.4

Ovwerlay Controller VPN @ Tunnel Mode

FGT-HK (sslvpntest) # sh
config vpn ssl web portal
edit "sslvpntest”
set tunnel-mode enable

IPsec Tunnels @® Disabled

All client traffic will be directed over the SSLVPN tunnel.

Split tunneling
IPsec Wizard

IPsec Tunnel Template Enabled Based on Policy Destination

Only client traffic in which the destination matches the destination of the configured firewall policies will be directed over

SSLVPN Portals

VPN tunnel.

set web-mode enable

SSL-VPN Settings
SS5L-VPN Clients

VPN Location Map Source IPPools & sslvpn-poal-1

User & Authentication +

WiFi Controller

System Tunnel Mode Client Options

Allow client to save password

X Security Fabric

Allow client to connect automatically @

Log & Report
Allow client to keep connections alive @
DNS Split Tunneling ©
Split DNS

Domains

Primary DNS Server

baidu.com 114114114114

Enabled for Trusted Destinations
Only client traffic which does not match explicitly trusted destinations will be directed over the SSL-VPN tunnel.

set auto-connect enable
set keep-alive enable
set save-password enable
x set ip-pools "sslvpn-pool-1"
set split-tunneling disable
set dns-server1 8.8.8.8
set dns-server? 8.8.4.4
config bookmark-group
edit "qui-bookmarks”

next
end
config split-dns
edit 1
set domains “"baidu.com”
Search Q set dns-server1l 114.114.114.114
next
Secondary DNS Server end
next
0.0.0.0

end

FGT-HK (sslvpntest) # end
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SSL VPNEc&

® [it & SSL VPN Setting

® Vit & By Kk b g

 Network

Connection Settings @

) Dashboard New Policy
B Policy & Objects Enable SSL-VPN o)
@ Security Profiles Listen on Interface(s) ® portl x Network
+ A -
2 veN _ Policy & Objects Name @ sslvpn
Overlay Controller VPN Listen on Port 10443 . .
AP Firewall Policy Incoming Interface 2 SSL-VPN tunnel interface (ssl.roo »
Sec funneis Web mode access will be listening at
IPsecWizard e Blilllileel IPv4 DoS Policy Outgoing Interface | [ portl -
IPsec Tunnel Template _ ;
Server Certificate ¥ Fortinet_Factory hd Addresses Source E all x
SSL-VPN Portals a sslvpnitest ®
SS5L-VPN Settings You are using a default built-in certificate, which will not be able to verify Internet Service
. your server's domain name (your users will see a warning). Let's Encrypt Database +
SSLVPN Clients can be used to easily generate a trusted certificate if you do not have Destinati E I x
VPN Location Map S Services estination =]
Create Certificate +
Jser & Authentication .
Schedules
WiFi Controller Redirect HTTP to SSLVEN (B Schedule T always -
System . o . Virtual IPs - Gl
- Restrict Access A VENeE T EN I el Limit access to specific hosts Service g ALL x
ST Idle Logout © IP Pools +
Log & Report . .
Inactive For 300 Seconds Protocol Options Action A leeaul @ DENY

Require Client Certificate

Tunnel Mode Client Settings @

Automatically assign addresses BRI=siy el il M ez

Address Range

VPN . .
IP Ranges x Firewall / Network Options
+* - -
User & Authentication
O Server cpacty NAT ©
Specify WINS Servers (B WiFi Controller ) - -
IP Paol Configuration Use Qutgoing Interface Address RSN GEITT 2]
System
Authentication/Portal Mapping @ Preserve Source Port O
* Security Fabric . .
# Edit | 1 Delete | % SendSSLVPN Configuration Protocol Options default v &
Log & Report
Users/Groups & Portal &
I'. sslvpn-group sslvpntest Security Profiles
All Other Users/Groups full-access

Traffi ping

Security Profiles

Inspection Mode RELIEELEHE Proxy-based

© Fortinet Inc. All Rights Reserved.

35



SSL VPN Clienti#fii S

HRIEVPNEEIE

VPN

e | HK-test |

Fapik | |

AT 18.163.78.239 | HCPve 2238 DUTD
+Add Remote Gateway I T . . . .
SR (10443 | 1) NetBIOS
|:| Enable Single Sign On (550) for VPN Tunnel
PRI Ez v

S O =EsEs O FFERs 5 WLt i3t
| S eo00 o o el

2] = | sslvpntest i
[ ] Enable Dual-stack IPv4/IPvé address 0. .0 _ ) .2 10. 101. 1.

b b b ek b b b e = [ [0
— S S T I S S S |

A © Fortinet Inc. All Rights Reserved. 36



IPSEC VPNEIE

Dashboard
Network
Policy & Objects
rity Profiles
VPN
Overlay Controller VPN
|Psec Tunnels

|Psec Wizard

IPsec Tunnel Template

Authentication

b /PN Creation Wizard

& VPN Setup

Name | ipsec
Templatetype | Site to Site

Hub-and-Spoke  Remote Access

Phase 2 Selectors

Dashboard

Network

Policy & Obji

Security Profiles

VPN

Overlay Controller VPN
IPsec Tunnels

IPsec Wizard

|Psec Tunnel Template
SSLVPN Portals
SSL-VPN Settings
SSLVPN Clients

VPN Location Map

WiFi Controller

System

s Security Fabric

Method Pre-shared Key

Pre-shared Key sesevene @

IKE

Version 2

Mode Il Main (1D protection)

Phase 1 Proposal @ Add

Encryption AES128 w | Authentication  SHA256 -
32 31 30 29 28 27

Diffie-Hellman Group 21 20 19 18 17 16
15 14 5 2 1

Key Lifetime {seconds) 86400

Local ID

XAUTH

Type Disabled

AR

o

-.w

Name Local Address Remote Address
ipsec 0.0.0.0/0.0.00 0.0.0.0/0.0.0.0 I
New Phase 2 e 9
Name ipsec
Comments Comments
Local Address Subnet v 0.0.0.0/0.0.0.0
Remote Address Subnet + | 0.0.0.0/0.0.00
& Advanced...
Phase 2 Proposal = @ Add
Encryption AES128 « Authentication  SHA256 -
Enable Replay Detection
IEnabIe Perfect Forward Secrecy (PFS)
32 31 30 29 28 27
Diffie-Hellman Group 21 )20 19 18 17 16
15 14 5 2 1
Local Port All
Remote Port All
Protocol All
Auto-negotiate
Autokey Keep Alive
Key Lifetime Seconds
Seconds 43200

b New VPN Tunnel

Name

Comments

ipsec

Comments £0/255
Network
IP Version m IPvé
Remote Gateway Static IP Address -
| IP Address 71.132.6.151 |
| Interface ™ port1 |
Local Gateway >
Mode Config
NAT Traversal m Disable Forced
Keepalive Frequency 10
Dead Peer Detection Disable | Onldle I
DPD retry count 3
DPD retry interval 20 5
Forward Error Correction ~ Egress Ingress

& Advanced...
Add route
Auto discovery sender
Auto discovery receiver
Exchange interface IP
Device creation €@

Aggregate member

[ NZELESN © Disabled

@ Enabled
@ Enabled
© Enabled
@ Enabled
@ Enabled
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IPSEC VPNEIE

® FortiGate™] LL%;Ipsec vpniz Iy BtipHihik, =] LLF|Hipsec vpni Z.BGP % H

& Dashboard
< Network

Interfaces

DNS

Packet Capture
SD-WAN

Static Routes
Policy Routes
RIP

OSPF

BGP

Routing Objects
Multicast

Policy & Objects

Security Profiles

VPN
User &
Authentication
= WiFi Controller
ANER
H .

Edit Interface

Name 12 ipsec

Alias

Type (=) Tunnel Interface
Interface  ® _portl

VRFID @ 0

Role © Undefined

Address

Addressing mode Manual

P 0.0.00
Remote IP/Netmask  0.0.0.0 0.0.0.0

Administrative Access

ipva [ HTTPS
(] FMG-Access

(O FTM
() Speed Test

HTTP O
(] sSH

(] RADIUS Accounting

O
O

O

PING
SNMP

Security Fabric
Connection €@

© Fortinet Inc. All Rights Reserved.

38




5. RIERZEIE]




B K IE SRS

HREREIE “RFRWRRI” & “BEORE”

Dashboard
Network

b Policy & Objects

Security Profiles
VPN

User & Authentication
WiFi Controller
System
Administrators
Admin Profiles
Fabric Management
Settings

HA

SNMP

Replacement Messages

FortiGuard

Feature Visibility

Certificates

Security Fabric
LM | og & Report

Fi*RTINET

Feature Visibility

Core Features

Security Features

Additional Features

[ @ Advanced Routing [ @ Application Control | @ Allow Unnamed Policies |
[ B IPv6 [ (® Email Filter @ Certificates
[ O VPN [ @ Endpoint Control ( DNS Database

|

[ @ AntiVirus

[+]

@ DoS Policy

(4]

[ @ WiFi Controller

o|ae||a

[ @ DNS Filter

[+]

(O Advanced Endpoint Control

4}

[ (B Explicit Proxy

1]

(B Advanced Wireless Features

4]

[ & File Filter

1]

[ & Intrusion Prevention

[+]

[ @ Video Filter

[+]

[ O Web Application Firewall

[+]

[ @ Web Filter

1]

[ (B Zero Trust Network Access

1]

(O Application Detection-Based SD-

WAN

4]

(B Email Collection

4]

O ICAP

(4]

(4]

(B Load Balance

4]

(B Local In Policy

4]

@ Local Out Routing

4]

(D Local Reports

(4]

B Multicast Policy

(4]

@ Multiple Interface Policies

4]

(B Operational Technology (OT)

4]

(@ Policy Advanced Options

4]

{
|
|
|
|
{
|
|
{ @ Implicit Firewall Policies
|
|
|
|
|
|
|
|
{

(® Policy Disclaimer
Apply

(4]
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B K IE SRS

FortiGateER I\ K A3 % i & FH 1,
Schedule (A[i%&) .

bk (EKISDBRIAD .
SNAT)

Firewall Policy
IPv4 Do$ Policy

Schedules
Virtual IPs

IP Pools

Protocol Options
Traffic Shaping

Security Profiles

Log & Report

@ Dashboard

« Network

B Policy & Objects
Firewall Policy
|Pv4 DoS Policy
ZTNA

Authentication Rules

Addresses

Internet Service Data
AR -
H = Services
umw

Schedules

Virtual IPs

EE -0 blii

AT DAARSE 75 BT i BT 75 [ security profile .

@ Dashboard
< Network
B Policy & Objects

AR5 (M I

i B R El’J‘u B, T RS R A B K e

fRHG, TWEREANEZO. MO, JEHhhE (S0SDBR A,
, SRESHIBhVERT LA 2 sk 1L,  Inspection mode®kil f&flow-based, TUI@T%%F‘TZ?%PHNAT (X

G Iap,

New Policy @ Dashboard Edit Policy
& Network
B Policy & Objects N
Name © Y ) ame @ 17
Firewall Policy Incoming Interface ™ port2 -
Incoming Interface + S . =
1Pv4 DoS Policy Qutgoing Interface @ WAN -
Qutgoing Interface + ZTNA Source an x
Source s Authentication Rules *
P IP/MAC Based Access Control € +
Destination +
Destination Bal x
Schedule e always v Internet Service Datal +
Service + Services Schedule 6 always -
Action Peaal @ DENY Sz Service T AL x
Virtual IPs *
1P Pools Action U \wasyl @ DENY
Inspection Mode WEMUREELN Proxy-based 00is
Protocol Options
e O Inspection Mode Proxy-based
Firewall/Network Options > LT ESEEEE
NAT © Security Profiles Firewall/Network Options
) - - Ve NAT ©
IP Pool Configuration Use Outgoing Interface Address [RUERVIEN T 1212]] I
% Authentication IP Pool Configuration Use Dynamic IP Paol
Preserve Source Port (B Tls Preserve Source Port (B
Protocol Options default s Passive Health Check (B
Protocol Options default M
Security Profiles Log & Report
AntiVirus I ) Security Profiles
Antivi © v &
Weh Filter (@ ] ntivirus m default &
Web Filter © [ detaurt M4
DNS Filter >
DNS Filter © mdefault M4
Application Control (B Application Control @© [ default - &
IPS > 1PS © default M4
File Filter > File Filter [e ]
+ Create N # Edit Delete Lookup || Search Q [ Export~ nterf By Sequence
Name From To Source Destination Schedule Service Action NAT Security Profiles Log Bytes
1 [ port2 Bal Bal 1S always m ALL + ACCEPT © Enabled IEA default @ Al 11.62MB
m default
default
m default
default
certificate-inspection
@ VPN @ VPN = all = all [ always I ALL + ACCEPT © Disabled no-inspection @ All 189.30kB
™ port2 ™ port2
Implicit Deny O any O any = all = all IS always m ALL @ DENY © Disabled 2.53kB 5 Reserved. 41




SNATECE

FEBT K i SR HL S FINAT
AT VAR H R R NAT sl —
W A] PLEE L — NP POOLE ENATHbE

@ Dashboard
b Network

New Dynamic IP Pool

@ Dashboard

&+ Network

& Policy & Objects
Firewall Policy
Addre

Internet Service
Database

Services
Schedules
Virtual IPs

IP Pools

Protocol Options
Tra ping

Security Profiles

User & Authentication

Controller

Write a comment...

One-to-One | Fixed Port Range = Port Block Allocation

' _ . Name pool-1
& Policy & Objects
Comments
Firewall Policy
Type
Addresses
External IP address/rangs €@
Internet Service
Database NAT64 >
ARP Reply [ @]

Services
Schedules
Virtual IPs

IP Pools

Protocol Options

Traffic Shaping

New Paolicy

Name €

Incoming Interface -
Qutgoing Interface -
Source +

Destination +

Schedule e always -
Service +

Action U leesul @ DENY

Inspection Mode WEBREERGE Proxy-based

Firewall / Network Options

NAT | 9 I

Use Dynamic IP Pool

IP Pool Configuration | Use Outgoing Interface Address

Preserve Source Port (I

Protocol Options default v &

b Network

B Policy & Objects
Firewall Policy
Addresses

; Internet Service
s
0/255 Database

192.168.1.10-192.168.1.10 Schedules

Virtual IPs

IP Pools
Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication

WiFi & Switch
Controller

& Security Fabric

Log & Report

Name @ 1

Incoming Interface 22 lan -

Qutgoing Interface | M wan -

Source 2al x
+

Destination = all x
+

Schedule [o always -

Service m AL x
+

Action eyl @ DENY

Inspection Mode QELNEELENE Proxy-based

Firewall / Network Options

NAT ©

IP Pool Configuration Use Outgoing Interface Address |RUEIRELITE RN |
® pool-1 x
+

Preserve Source Port () 42




DNATHECES

Gz Virtual IP, 38 1 Bip P iip K 11, 7R K35 SnE 1 FH Virtual IPXT %

@ Dashboard

& Network

B Policy & Objects
Firewall Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication

WiFi & Switch
Controller

System

NX Security Fabric

Log & Report

New Virtual IP

VIP type 1Pva4

Name vip-1

Comments Nrite a comment...

Color &  Change

Network

Interface # wan

Type el FQDN

External IPaddress/range @ | 192.165.1.10
Mapto

IPv4 address/range 192.168.2.2
O Optional Filters

@ Port Forwarding

Protocol UDP | scTp | IcMp
Port Mapping Type Many to many

External service port @ | 3389
Mapto |Pv4 port 3389

config firewall vip
edit "1”
set id @

set uuld e5f1bd16-7f8b-51ed-1¢c36-11cT6649399¢c

set comment
type static-nat
extip 0.0.8.08
nat44 enable
nat46 disable

PRvEE e

t_arp-replv_enable

nat-source-vip disable

portforward disable

gratuitous-arp-interval @
ssl-client-rekey-count @

color @

4 0f255

& Network
¥ Policy & Objects

Firewall Policy

Addre:

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication

WiFi & Switch
Controller

System
X Security Fabric
Log & Report

Name € 1
Incoming Interface [® wan

Qutgoing Interface = 22 lan

Source = all

+
Destination

+
Schedule [o always
Service AL

+
Action L \ea=ul @ DENY

Inspection Mode Proxy-based

Firewall / Network Options
NAT >

Protocol Options default

Security Profiles

AntiVirus >

BWE TVIPZJG, W THERSNAT AL S FIBF T -

1. WERVIP T HE T nat-source-vip, MVIPIIR [Fl3i & FISNATHE G UL HCVIP X B 28 £ 5

2. Bk BE SR A i B AP Pools;

3. #HOIP
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T2 HKR——web filter

@ Dashboard Edit Web Filter Profile
+ Network
X ~ Name default
B Policy & Objects
Comments Default web filtering. ;
& Security Profiles & #122/255
Featureset QELIVEEEEVE Proxy-based
AntiVirus
LoElA L @ FortiGuard Category Based Filter > gﬂ:‘Fortig uardﬁ*%ﬁﬁ%‘}?
Video Filter
DN Filter - Honter o 2 RUMENIRES
Application Control Name Action

Intrusion Prevention

[E] Potentially Liable €&

File Filter

@ Monitor
SSL/SSH Inspection Hacking @ Monitor
Application Signatures
AL o Illegal or Unethical @ Monitor
IPS Signatures
Discrimination @& Monitor
Web Rating Overrides
Explicit Violence @ Monitor
Web Profile Overrides
Extremist Groups @& Monitor
VPN
Proxy Avoid @ Monit
User & Authentication roxy Aveidance ontor
Plagiarism @& Monitor

WiFi Controller

——m PN

System ' 0% €

Security Fabric

] RV P SR B R

v

Log & Report @ Allow users to override blocked categories

B Static URL Filter

Block invalid URLs »

[ URLFitter > > AR ERZTEABOSZE
Block malicious URLs discovered by FortiSandbox (B
Content Filter »

- © Fortinet Inc. All Rights Reserved. | 44



T2 HKR——web filter

SEUTHEXE:
https://community.fortinet.com/t5/FortiGate/Technical-Tip-URL-Filter-

expressions-for-the-FortiGate/ta-p/1927467?externallD=FD37057

@ Dashboard
+b Network

M Policy & Objects

& Security Profiles
AntiVirus
Web Filter
Video Filter
DNS Filter
Application Control
Intrusion Prevention
File Filter
SSL/SSH Inspection
Application Signatures
IPS Signatures
Web Rating Overrides
Web Profile Overrides
VPN
User & Authentication

= WiFi Controller
System

/s Security Fabric
Log & Report

Edit Web Filter Profile

Simple:
Ebtng# Anet.com, ¥ ILHcfortinet.com

ttfiinet.com/prod, ¥ ULEcwww.fortinet.com/products/next-generation-firewall

Wildcard:

for*guard, J4ItEcfortiguard.com

* Fortinet.com¥JLAEZwww.Fortinet.comil & support.Fortinet.com

Regular Expression

ENFRIERH TEE—NEE A5 L Perl {872 AAH BN ICH) URL, il

CRET RN ILECIZAT S HT B T AT 0IR B IR, Biltn -

ANULHL 'fortinetsupport.com’s

'fortinet*.com' ¥ LA 'fortinettttttt.com' {H

N FF SRR HERX S KNS, -fFlul: YFORTINET/' ¥ 'fortinet’ ANULEL
W F SRS R EREITL. - . Mo' B IULHED fortinet.com' {EANULHL

'support.fortinet.com' 5% 'notfortinet.com‘.
B £ 775 F2: 7] 2 7 https://perldoc.perl.org/perire

New URL Filter

URL ||
Type Regular Expression = Wildcard
Action Block Allow = Monitor

Status m Disable

Malicious Websites @ Block

Phishing @ Block

Spam URLs @ Block

Dvnamic DNS @ Blnck

37% €Y

B Allow users to override blocked categories
B Static URL Filter
Block invalid URLs (I
URL Filter O

o LCUITL LICICLE 20al LT Q :

URL Type Action Status
No results
L0}

Block malicious URLs discovered by FortiSandbox C
Content Filter »

& Rating Options
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http://www.fortinet.com/products/next-generation-firewall
http://www.fortinet.com/products/next-generation-firewall
http://www.fortinet.com/products/next-generation-firewall
http://www.fortinet.com/products/next-generation-firewall
http://www.fortinet.com/products/next-generation-firewall
http://www.fortinet.com/products/next-generation-firewall
http://www.fortinet.com/products/next-generation-firewall
http://www.fortinet.com/products/next-generation-firewall
http://www.fortinet.com或者support.fortinet.com/
http://www.fortinet.com或者support.fortinet.com/
http://www.fortinet.com或者support.fortinet.com/
http://www.fortinet.com或者support.fortinet.com/
http://www.fortinet.com或者support.fortinet.com/

T2 RIE——dns filter

@ Dashboard Edit DNS Filter Profile
« Network
. MName default
B Policy & Objects
Comments Default dns filtering. ;
& Security Profiles #22/255 .
|Redirect botnet C&C requests to Block Portal @ | » E 5 [Mbonet C&CIH K E| —AMHIE T
AntiVirus
Web Filter Io 49790 domains in botnet package |—> )ﬁﬁ%ﬂﬁiﬁjbonetiﬁzfé FH%
Video Filter
DNS Filter Enforce 'Safe Search' on Google, Bing, YouTube (B
Application Control = ™ R ]
| © FrortiGuard Category Based Filter | > gﬂ:Foruguardﬁ;sﬁ%ﬁ,
Intrusion Prevention = . \
' - _ 5 : o FEHweb filteriF ol
File Filter Allow onitor Redirect to Block Porta
SSL/S5H Inspection Name 2 Action 2
Application Signatures = . ] . . .
1P Sienat L G @il | % Fdns filter, FortiGateZHDNSHEE X B HFortiGard
S Signatures y
& Alternative Beliefs @ Monitor DNS (FIZEERN)

Web Rating Overrides

Abortion @ Monitor & Network

Web Profile Overrides M DNS servers Use FortiGuard Servers [Jaesiig
Other Adult Materials @ Monitor = PrimaryDNSserver 96454545
. Advocacy Organizations @ Monitor |PAM Secondary DNSserver 76454645 ==
User & Authentication Local domain name
WiFi Controller Gambling @& Monitor Local Qut Routing °
- ' SD-WAN
. Nudity and Risgue & Monitor
System Y q Static Routes DNS Protocols
Security Fabric Pornography @ Monitor Policy Routes DNS(UDP/S3) @ ©
Log & Report Dating @ Monitor RIP TLs(TCR/853) @ OB

OSPF HTTPS (TCP/443) ©

0% €

Static Domain Filter

Domain Filter D | > A R B AT IR B AL, BB PN FE _E—TTfweb filter
| External IP Block Lists B | > 1] 5] NAMEBIPRELLEE B
| DNS Translation € Qi > 0] % B S AT R IPHHE

= © Fortinet Inc. All Rights Reserved. | 46




BEFEIgR——application control

@ Dashboard

< Network

B, Policy & Objects
& Security Profiles

AntiVirus

Web Filter

Video Filter

DNS Filter
Application Control
Intrusion Prevention
File Filter

SSL/SSH Inspection
Application Signatures
IPS Signatures

Web Rating Overrides
Web Profile Overrides
VPN

User & Authentication

WiFi Controller

Security Fabric
Log & Report

Edit Application Sensor

Categories

~ All Categories

@~ Business (153, & 6) @~ Cloud.IT (67, & 1)
@~ Email (77, & 12) @~ Game (86)

@~ 10T (1219) @~ Mobile (3)

@~ P2P (58) @~ Proxy (180)

@~ Social.Media (117, & 30) @~ Storage.Backup (161,
@~ Video/Audio (153, & 17) @~ VolP (23)

@ ~ Unknown Applications
(O Network Protocol Enforcement

Application and Filter Overrides

+ Create New | L& _Edit Delate

. TR AR B,
B HIBh1E

@ Allow
@ Block
a" Quarantine

Add New Override

Type Fite

_ Action | @ Block~

= View Signatures (24)

Priority Details Type Action

No results

Options

Block applications detected on non-default ports @ B
Allow and Log DNS Traffic O
qQuic ©

Replacement Messages for HTTP-based Applications @O

niow [EIY

55 Add All Results Search

iRENARALZE .

Category =

e BHIE.

Q Selected (I m Clou

Technology Popularity + Risk &

[E] Application Signature

@ 1lown B8 Video/Audio
B 1und1.Mail & Email

[s1 2N.Intercom 8 loT

[51 2Wire.Gateway o7

% 2ch 8 Social.Media

% 2ch_Post 8 Social.Media

[21 2flex.Router 0T

[21 3COM.Access.Point 8 loT

[s1 3COM.Baseline 0T

[ 3COM.Device 0T

[ 3COM.OfficeConnect 0T

[s1 3COM.Router 0T

[51 3COM.Superstack o7

[ 3Com.Switch 0T

[ 3PC B Network.Service
[# 3xlogic.DVR o7

[#1 3xlogic.Devices o7

4 4shared B Storage.Backup

4 4shared_File.Download & W Storage.Backup

Client-Server

Browser-Based

Client-Server u
Client-Server u
Browser-Based [ L]
Browser-Based [ L]
Client-Server u
Network-Protacol u
Client-Server u
Network-Protacol u
Network-Protacol u
Network-Protacol u
Client-Server u
Network-Protacol u
Network-Protacol [ L]
Client-Server u
Client-Server u

Browser-Based
Client-Server

Browser-Based
Client-Server




TEHR X ifE

SR FF: — Bl Rt SO 28RBS I HFile Filter, 53 —FhR4Hx SCAER/ANISCHF N 5 HIDLP

@ Dashboard Edit File Filter Profile | Create New File Filter Rule Select Entries x
< Network | ‘Qbea"m
) Name
B Policy & Objects Name .net
Comments File type inspection. 4 aCE Write -
a rity Profiles F P 421/255 Comments Write a comment... 7z
Antivi Scan archive contents £ 0/255 activemime
ntiVirus . ,
Feature set Proxy-based Protocols @ | CIFS x arj
Web Filter FTP x aspack
Video Filter e HTTP x avi
e IMAP x base64
DNS Filter | POP3 x ase
bat
Application Control Q SMTP x )
| " binhex
Intrusion Prevention Rule Comments Traffic Protocols Match Files Action File Types bmp
Traffic Incoming = Outgoin,
File Filter & & m bzip
. : bzip2
/! )
SSL/SSH Inspection No results Match Files cab
Application Signatures -
o . Password-protected only e ] chm
IPS Signatures " File types | A class
. i srride | cod
Web Rating Overrides Action @ Monitor K-l
Web Profile Overrides e
dmg
VPN
elf
User & Authentication Cancel exe
WiFi Controller flac
System fsg
gif
Security Fabric )
| gzip
Log & Report hip
hta
html
iso
jad
javascript
ipeg
Izh
mach-o
mime

Close
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TR

DLP: #izEfpittiR

DLPRXZ#rar&ATHCE, EEXH]. HigxEs

Configure the DLP dictionary:

config dlp dictionary

Ieiit "dic-casel-keyword-:

config entries

=dit

1

2. Configure the DLP sensor:

config dlp sensor

Ieiit "sensor-casel-keyword-regex-hex"
config entries
edit 1

t dictionary "dic-casel-keyword-regex—hex"

set count 5

3. Configure the DLP profile:

config dlp profile
Ieiit "profile-cazsel-keyword-ragex-hax"

config rule
edit 1

config firew
edit 1

4. Addthe DLP profile to a firewall policy:

"all"
"all"
"always"
vice "ALL"

utm-status enabls

tion-mode proxy

sh-profils "custom-—ds

p-inspection"”

dlp-profile "profile—caseZ-keyword—regex—hex"I

ogtraffic all
nat =nable

© Fortinet Inc. All Rights Reserved.
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TR

DLPRXZ#rar&ATHECE, EEZH: FHIET Rexe XXM IHLFK AT 500k exe 3 fHHE

Configure the DLP file pattern:

config dlp filepattern
edit 3

st

config entries

nams "cassi-sx="

[
exe

=dit

set filter-type typ

set

il

file-type
next
nd

i

&

it

=

2. Configure the DLP profile:

config dlp profi

1=

DLP: #izEfpittiR

3. Add the DLP profile to a firewall policy:

config firew

|eiit "p:Lfile—caaeE—type—Ei:e”|

edit 1

config
edit

uls

1

Nnexc

nexc

i set
set proto http-get set
set filter-by nons set
set file-type 3 set
set action block st

z=t

= ) set
set proto http-get st
set filter-by nons sat
e 500 set

i
ih
ot

i
M

all policy

srcintf "portlZ"
dstintf "portl"”
action accept
"all"
"all"
"all™
"all®
"always"
"ALL"
utm-status

sroaddr
dstaddr

sroadc

dre
dstaddre

servics
enalble
inspection—mods proxy

ssl-ssh-profils "custom-dssp-inspsction”

dlp-profile "profile—caseB-type—size"|

logtraffic all

nat snabls

© Fortinet Inc. All Rights Reserved.
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QoS

QoSEFM T R: —&Htraffic shaper4s& shaping policyXH i E#fRE, —&Hshaping profileXt% QoS4 H4k 55 % A1 kL 45 R &

shaper + shaping policy

& Dashboard

«b Network

B Policy & Objects
Firewall Policy

1Pv4 DoS Policy

Traffic Shapers

Traffic S

haping Policies

Traffic Shaping Profiles

Add| guarantee-100kbps

Internet Service Database

Virtual

IP Pools

Protocol Options

Traffic Shaping

Security Profiles

VPN

User & Authentication
= WiFi Controller

System

¥ Security Fabric

Log & Report

& Dashboard
 Network
B Policy & Objects

Firewall Policy

|Pv4 DaoS Policy
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication
WiFi Controller
System

Security Fabric

Log & Report

low-priority

high-priority

medium-priority

Bl my

Guaranteed Bandwidth =

100.00 kbps

Meax Bandwidth =

1.05 Gbps
1.05 Gbps
1.05 Gbps
1.05 Gbps
1.02 Mbps

fllE# shaper

Traffic Shapers

Traffic Shaping Policies

& impiicit @

Traffic Shaping Profiles

Source

Destination To

fll##&shaping polic§l

@ Dashboard
b Network
B Policy & Objects

Firewall Policy
IPv4 DoS Policy
Addresses
Internet Ser
Services
Schedules
Virtual IPs
IP Pools
Protocol Options
Traffic Shaping
= Security Profiles
2 VPN

@ Dashboard
+ Network
B Policy & Objects

Firewall Policy
IPv4 DoS Policy
Add
Internet Service Database
Services
Schedules
Virtual IPs
IP Pools
Protocol Options
Traffic Shaping
Security Profiles
VPN
User & Authentication
= WIiFiController
System
4 Security Fabric

Log & Report

New Traffic Shaper

Shaperfiy&147:

config firewall shaper traffic-shaper

Type Per IP Shaper
Name | 10M edit
set
Quality of Service set
Traffic priority High - set
Bandwidth unit Mbps - set
: ' " set
Maximum bandwidth @ | 10 Mbps
set
Guaranteed bandwidth @ 10 Mbps
set
DSCP @
New Traffic Shaping Policy
Name
Status © Disabled
Comments Nrite a comment... 4 0/255

If Traffic Matches:
Source interface
Outgoing interface
Source

Destination
Schedule e ]
Service

Application €
URL Category

— WE LKA

Then:

Apply shaper

Shared shaper

Per-1P shaper

> Flshaper

[ o]
[ o]
Reverse shaper [ @]
[ o]
>

Assign shaping class 1D

“18M"

guaranteed-bandwidth 10
maximum-bandwidth 18
bandwidth-unit mbps
priority high
per-policy disable
diffserv disable
overhead @

Per-policy#tildisable,
i1 % >shaping
policyifi H []—“>shaper
HITEGL, T 5 R L =iX
“~shaper(], enable 5
|2 4> policyJ# ==
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Proxy

IJHE

AI7EThRE RN WIS+ IT 2 Explicit ProxyZf¢

Dashboard
Network

% Policy & Objects

Security Profiles
VPN

er & Authentication
WiFi Controller
System
Administrators
Admin Profiles
Fabric Management
Settings
HA
SNMP
Replacement Messages
FortiGuard
Feature Visibility
Certificates

Security Fabric

Lt | og & Report

F::RATINET

Feature Visibility

Core Features

Security Features

Additional Features

@ Advanced Routing

4]

[ @ Application Control

4]

[ @© Allow Unnamed Policies

4]

D 1Pv6

4

[ B Email Filter

+H

[ @ Certificates

+H

4]

[ @ Endpoint Control

+]

[ (B DNS Database

+]

4]

[ @ AntiVirus

+]

[ @ DoS Palicy

+]

{ O VPN
{ @ WiFi Controller

4]

[ @ DNSFilter

4]

[ (O Advanced Endpoint Control

4]

[ @ Explicit Proxy

4]

[ (O Advanced Wireless Features

4]

[ @ File Filter

+

[ @ Intrusion Prevention

+]

[ @ Video Filter

+]

[ O Web Application Firewall

4]

[ @© Web Filter

4]

[ @ Zero Trust Network Access

+

(B Application Detection-Based SD-

WAN

+

[ (® Email Collection

+]

[ O ICAP

4]

[ @ Implicit Firewall Policies

4]

[ (® Load Balance

+H

[ (O Local In Policy

+]

[ @ Local Out Routing

+]

[ (O Local Reports

4]

[ (O Multicast Policy

4]

[ @ Multiple Interface Policies

+H

[ (O Operational Technology (OT)

+]

[ (O Policy Advanced Options

+]

[ (O Policy Disclaimer

Apply

4]
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@ Dashboard Explicit Proxy
4+ Network

DNS Listen on Interfaces M portl x > BB LrED
IPAM b

HTTP Port 8080 - | 8080 x
Local Out Routing > BB B E O

[+)

Explicit Proxy =

HTTPS Part Use HTTP Port gRJleia%
SD-WAN

FTP over HTTP @ )
Static Routes

Proxy auto-config (PAC) O
Policy Routes PAC Port Use HTTP Port [ENa > ﬁEPACY#’ EHABE, WP httpR A HAE
I PAC File Content © Upload Y. Download =UE T PAC)‘C'ﬁ:’ }ﬂﬂ)‘(ﬁ‘ﬂﬁiﬂ:jﬂ

T
i http://port1_IP:8080/3C 4445 .pac
2ehF Proxy FQDN default fqdn
BGP Max HTTP request length 8 KB
Routing Objects Max HTTP message length 32 KB
Multicast Unknown HTTP version Best Effort
Diagnostics Realm default
Policy & Objects Default Firewall Policy Action Accept
Security Profiles Qutgoing IP Same as Interface IP jEleiYy
VPN
User & Authentication Web Proxy Forwarding Servers > AR EFEURLEIY
=R . —
WiFi Controller URL Match List E‘%k%T &ﬁﬁ
System
. . . ) ® Explicit FTP Proxy
F:¢ Security Fabric
Log & Report
AR
= © Fortinet Inc. All Rights Reserved. 53


http://port1_ip:8080/

Proxy—iAIES &

# Dashboard
& Network
M Policy & Objects

Firewall Policy

1Pv4 DoS Policy

Proxy Policy

ZTNA

Authentication Rules
Addresses

Internet Service Database

Services

Dashboard
Network

Policy & Objects
Firewall Policy

IPv4 DoS Policy

Proxy Policy

ZTNA

Authentication Rules
Addresses

Internet Service Database

+CreateNew ~ | &

@ Dashboard

2, :&Eﬁ/}\ﬁﬂﬁlﬂ < Network

IAuthent‘lcationRuIe i
Authentication Scheme

Implicit

|10 BIBNER%

Mew Authentication Scheme

MName scheme-1

B Policy & Objects
Firewall Policy
IPv4 Do5 Policy
Proxy Policy

ZTNA

Authentication Rules

Addresses

Internet Service Database

Services

Schedules

Method Basic

User database Other
FSSC guest OB

Edit Rule
Name auth_rule_1
Source Address = al

Incoming interface
Protocol HTTP

© scheme-1

NSV & Disable

Write a comment...

(+ N ELEN © Disable

Authentication Scheme
IP-based Authentication
5SSO Authentication Scheme (B
Comments

Enable This Rule

3. WEBH §

#0/1023

@ Dashboard
¢ Network
& Policy & Objects

+ Create New ~

Seq #

Firewall Policy

IPv4 DoS Policy

Proxy Policy

ZTNA

Authentication Rules

Addre:

%,
m
¥
T
T
T

Delete Search
Name Source Address

auth_rule_1 B all

Implicit

Q
Protocol

HTTP

Authentication Scheme

scheme-1




Proxy——i&EProxy Policy

Dashboard New Prascy Policy
« Network

B Policy & Objects Name © ProxyZR R ER A N EmwebE, WHRAER P indETF ik BREMNR,

Firewall Policy

| |
Prosey Type Explicit Web [RIENeE A 0C Rl |

IPv4 Do Policy Enabled On @ ® portl B FEEE A& Firewall Policy
Proscy Policy QOutgoing Interface | ™ port2 x
+
ZTNA
L Source & 192.148.0.0/16 x
Authentication Rules +
Destination = all ®
+
S Schedule o always v
Schedules Service fa] webproxy x > BRI
. NN
Wirtual IPs
Action . easul @ DENY
IP Pools
VLI LT Firewall/Network QOptions
. - Chapine
Traffic Shaping Protocol Options default - &
S rity Profiles
ecurity Profile Web Proxy Forwarding Server O
f N K =N .
L Outgoing source IP @ Original Source IP | IP Pools #ﬁﬁﬁﬂﬁfiMFomGateuﬁ‘/AﬁlPtﬂi

Usel thentication

WiFi Controller

Disclaimer Options

Display Disclaimer J¥i=LIE8 By Domain | By Policy By User

Security Profiles

Logsing Options
Log Allowed Traffic @  Security Events

AntiVirus © A deraut 4

Web Filter © [E] default v &

Video Filter o) » 1 B¢ B security profile
Application Control @D m default M

IPS 0 ]

File Filter & )

S5L Inspection certificate-inspection MR

> FEFEERAE, FFmMKIERFortiGate, NN L&, EHR
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ZTNA

A EThRE T WFFE )5 Zero Trust Network AccessTjfig

Dashboard
Network

b Policy & Objects

Security Profiles
VPN
User & Authentication
WiFi Controller
System
Administrators
Admin Profiles
Fabric Management
Settings
HA
SNMP
Replacement Messages
FortiGuard
Feature Visibility
Certificates
Security Fabric

L Log & Report

F::ATINET

Feature Visibility

Core Features

Security Features

Additional Features

@ Advanced Routing @ Application Contral @ Allow Unnamed Policies
IPvé C Email Filter @ Certificates
© VPN @ Endpaint Control (B DNS Database

[+

@© AntiVirus

+]

@ DoS Policy

4]

|
E)
|
(o
|

@ WiFi Controller

4]

@ DNS Filter

L+

(O Advanced Endpoint Control

L+

@ Explicit Proxy

4]

(B Advanced Wireless Features

4]

4]

@ Intrusion Prevention

4]

© Video Filter

+]

O Web Application Firewall

4]

@ Web Filter

4]

@ Zero Trust Network Access

|
|
|
|
|
|
[ @ FileFilter
|
|
|
|
|

L+

(B Application Detection-Based SD-

WAN

o

C® Email Collection

4]

B ICAP

+]

4]

(I Load Balance

4

(O Local In Palicy

+]

@ Local Qut Routing

4]

(B Local Reports

+]

(O Multicast Policy

4]

@ Multiple Interface Policies

L+

(O Operational Technology (OT)

4]

(® Policy Advanced Options

o

(® Policy Disclaimer

|
|
|
|
|
|
|
|
|
[ @ Implicit Firewall Policies
|
|
|
|
|
|
|
|
[

Apply

+]
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ZTNARNIi& 7T

BT EZTNA Server RZTNARN, B FIREAEEHXRVPNRIERLT, BAIREREREWATBNA ;
EMS£ 4 & FortiClient#&if T & —3k M AIEB, ZIEBE S TFortiClient UID, & iR & #£ZTNAISEET, FortiGatel$iGiEZE FimiE
FERMEMSHKEMEEARIRESR, FHIRTFERIHER IR ;

® ZTNA ServerGLA T ifhsEsy .

v HTTP/HTTPSAR: #EFortiGateft EHTTP/HTTPS/A T AIZTNA Server &N, FortiGatefE AHTTPARS RBAIR [ERIE, B FiRih
[TJwebBR 528182, 182 R4 AFortiGatei% ERUKIRIPHL, FortiGate RIBEIZEH RINLS BB PHITEMIIE, ERETRAFE
ST EE ERABIIAESR, FHIGUEM EMS EISH ZTNA Limidsg, MREE, WAREREETE ZTNA AN LM TTRE %= -
i o

v' TCP Forwarding/5 =, : fEFortiGatefic  TCP Forwarding/5 TNAYZTNA Server &N, BiZEMSIEFZTNARIN T & ZFortiClient, 1%
MNIEE T ERERZNES HIrENUARIEEKIEMN X (FortiGate) , #EZE FPimifa)ESLBFrENLET, FortiClients BoiILE
ZimEH SFortiGate I HTTPSiE#:, FortiGateliiE® FPimiE P FiRH1E ZTNA MNIFFIHEIPR; AT RDFHE, ERTUIERAE
EFImFERIEMES, EREL TCP 7 (21 RDP) BEZ2 %2,
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ZRIRIEPESR

g FortiClient -- Zero Trust Fabric Agent
% EEED

3] FortiClient - SiEE
Zero Trust Fabric Agent

lib
:=-1 Centrally Managed by EMS
S %e o CEE (MwmeE =

Wi

\,/\ ZERO TRUST TELEMETRY

IP: ems.barrypoc.com
Site Name: Customerl

I SN FCTEMS8822008020 I

Telemetry Next Sync 3 sec

& Internet EiE ? >

= =2 B RE EE BF =R

I
S R EENFERARETS.
iEke SSLRE(S) |l 0 Il EWEER)
Sxlmak I
__% EREAIEE ST aEL AT A AT =11
= AE, HE{FERN TN,
TEFIR TR,
E IR R EATE Intghnet EE(N)
0 Explorer MIEMRET SRS
M.
s
FEAERI(N): =fra=

A EftA PEREBERETE %ﬁﬁﬁﬂlﬁﬁ%m FetewE FEEMNERE

Fae FEE 1 EILEE  EFER
| 1BDASAACEAET... AirWatchCa
SA3CI13652ACC4... FCTEMSB822008020 2023/11.. ==
5/ 63f99dd9-Bee2-... 2032/3/...
51919§7639-a71e-... MS-Organization-Access  2032/5/8 <%=

MS5-Organization-Access
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FortiGate FZTNAINEE R RFFE

Dashboard

Network

Policy & Objects
Security Profiles

VPN

User & Authentication

WiFi & Switch
Controller

System
Administrators
Admin Profiles
Firmware

Fabric Management
Settings

HA

SNMP
Replacement Messages
FortiGuard

Feature Visibility

Certificates

NN Security Fabric

Lt | og & Report

Feature Visibility

Core Features

Security Features

Additional Features

[ @ Advanced Routing ] [ @ AntiVirus ] [ (O Advanced Endpoint Contral
[ © IPvé ] [ @ Application Control ] [ @ Allow Unnamed Policies
[ © VPN ] [ @ DNSFilter ] [ @ Certificates
[ @ Switch Controller ] [ (® Email Filter ] [ @ DNS Database
[ @ WiFi Controller ] [ @ Endpoint Control ] [ ( DoS Policy
[ @ Explicit Proxy ] [ (® Email Collection

[ @ FileFilter ] [ @ FortiExtender

[ @ Intrusion Prevention ] [ (O FortiGate Cloud Sandbox

[ @ Video Filter ] [ O ICAP

[ (B Web Application Firewall ] [ @ Implicit Firewall Policies

[ @ Web Filter ] [ @ Load Balance

[ @ Zero Trust Network Access ] [ @ Local In Policy

[ @ Local Out Routing

[ @ Multicast Policy

[ @ Multiple Interface Policies

[ (@ Policy Advanced Options

[ (B Policy Disclaimer

[ @ SD-WAN Interface

[ (B Policy-based IPsec VPN
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FortiGatefig&5ZTNA HTTP/HTTPS G ,Server

@ Dashboard Edit ZTNA Server Edit Service/Server Mapping
< Network | Type |Pv4
% Policy & Objects Type®  1Pv4 Service HTTP TCP Forwarding
. - Name
Firewall Policy : Virtual Host Specify
icas i Comments
Multicast Policy I Match pathby REIEGL 8 Wildcard =Regular Expression
IPv6 Multicast Policy .
X Network Path /
Local In Policy
Proxy Policy External interface —
External IP 103.192.215.34
ZTNA . - Load balancing @ O New Server
Authentication Rules External port 11443
Internet Service L | N - . Address | & web.test.com -
; ; Address = Port = Status =
Database
Frtres Services and Servers | I web.test.com 443 Active [—————- Port 443
Schedules Default certificate &% Fortinet_Factory - Status standby | Disable
Virtual IPs Service/server mapping 1
IP Pools & Edit | T Delete
Protocol Options
. Service URL Type # Real Servers
Traffic Shaping
Virtual Servers I o o . >
Health Check
& Security Profiles
amn
= © Fortinet Inc. All Rights Reserved. 60



FortiGateftEZTNA TCP Forwarding5{, Server

@ Dashboard Edit ZTNA Server Edit Service/Server Mapping
« Network | Type IPva
B Policy & Objects Type®  IPv4 Service HTTP | HTTPS
. - Name
Firewall Policy b Virtual Host Specify
Multicast Policy Comments
IPv6 Multicast Policy Servers
X Network
Local In Policy
Proxy Policy External interface # Edit| T Delete Edit Server
External IP 103.192.215.34 o - ;
AL : = Address Ports Address | & 100.64.4.10
Authentication Rules External port 2222 & 100.64.4.10 99 | ————ly
Addresses Ports 22
SAM
Internet Service e
Database -r .
. ﬁ O Enable Additional SSH Options @
i Services and Servers
Schedules Default certificate & Fortinet_Factory hd
Virtual IPs Service/server mapping
IP Pools & Edit || [ Delete
Protocol Options
N Service URL Type # Real Servers
Traffic Shaping -
G TCP Forwarding /tcp IPv4 1
Health Check
& Security Profiles
amn
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FortiGatefit &5

@ Dashboard ZTNA Rules ZTNA Servers ZTNATags
&+ Network .
_ & Edit | U Delete © Q Search

B Policy & Objects
Firewall Policy Name % External IP = External Port = Server Service Mappings = Comments = Ref. =
Multicast Policy = v @
IPv6 Multicast Policy Q2 rdp-3.15 103.192.215.34 33387 TCP Forwarding € 1
Local In Policy 2 rdp-4.100 103.192.215.34 33388 TCP Forwarding € 1
Proxy Policy 2 rdp-5.100 103.192.215.34 33389 TCP Forwarding € 1
2 28 O ssh-4.10 103.192.215.34 2222 TCP Forwarding €) 1
HTEIENL T e O web-4.100 103.192.215.34 11443 HTTPS @ 1
Addr 2 web-fgt0 103.192.215.34 12443 HTTPS @ 1
Internet Service
Database
Dashboard ZTNARules  ZTNA Servers ZTNATags
Network

: #" Edit Delete Search Q [2 Export~
Policy & Objects
Firewall Policy Name From Source ZTNATag ZTNA Server Action Security Profiles Log Bytes
Multicast Policy & virtual-wan-link Hal s win fw_on & rdp-5.100 ¥ ACCEPT no-inspection o AN 8.11MB
IPv6 Multicast Policy & ssh-4.10
& web-4.100
Local In Policy 3 rdp-3.15
Proxy Policy & rdp-4.100
— & web-fgt0
Authentication Rules
r 1 1
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ERimiBIRZTNA HTTP/HTTPS Server

JﬂalﬁlﬁlForthateE’JPﬁEﬂtiﬂ: (R BIEEEIEFDNS Al Rig[EIFortiGate L FYKIBIP) , BHEH R, &FEIEMIIER I EEE S IEEIGIEE
B A x |+

5://103.192,215.34:11443

AT SHASIEASIE S

(im}) D 1S Windows Server x |+
< (&) A F=2 | bitps//103.192.215.34:11443

=R Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

&£3c# Benvenuto #0

‘ 5 ". Bienvenido Hos geldiniz | oxan o'na

Bem-vindo L
KoAwg Jobpo
Vitejte OploOTE Valkommen noxanosate | UdvOZOljuk

o) [

Microsoft Willkommen [Melkommen - " =—a ;i




EMS_EECEZTNA TCP Forwardingiiill, BniT4&iSFortiClient

=_& FortiClient Endpoint Management Server

@& Dashboard

ZTNA Destinations Profile @)

LG Endpeints.
&, Deployment & Installers >
Name
[ Endpoint Policy & Components ¥
[8 Endpoint Profiles v Rules

D Remote Access

ZTNA Destinations
Name

& Web Filter

ztna-1

Destination Host

&7 SSL Certificate is not secure £ Inwitations customerl v @ + Q& admin v

« Expand All = Collapse All

=+ Add Destination

Proxy Gateway

ssh-4.10 100.64.4.10:22 103.192.215.34:2222
@ Vulnerability Scan rdp-5.100 100.64.5.100:3369 103.192.215.34:33389
Ak Malware Protection rdp-4.100 100.64.4.100:3389 103.192.215.34:33388
o Sandbox rdp-3.15 100643153389 103.192 215 34-33387
&2 Firewall
@ FortiClient -- Zero Trust Fabric Agent * - *

i EEED

ZTNA DESTINATION

@ FortiZTNA Connection

© 7TNA Destination
g

rdp-3.15
Destination Host
Proxy Gateway 103.19
mE =

rdp-4.100
Destination Host 10
Proxy Gateway 103

mE =

19

rdp-5.100
Destination Host 10
Proxy Gateway 103.1922
mE =

ssh-4.10
Destination Host
Proxy Gateway 103.19

mE =

EMS

EMS
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ZRimiBIEZTNA TCP Forwarding Server

#&imif 8] Destination Host (100.64.1.10) , izt Tl AR, TR imaTFoM,

1811 FortiGate£1100.64.1.103& 3 SSHiE ¢

100.64. 4108

- TELMET

- RLOGIN

- SERIAL

- SRR
i

=W

- &0

- e

L=

f_;f'_rl‘

- B&iER

S XSS

- XYMODEM
- ZMODEM

=

ERN): ‘100.54.4.10

HE): SSH

=HH): ‘100.54.4.10

BsOso 22 =

READ)

s

(e snEs=simsEi)
B 0 o

TCPiEI

[ &=EANagleEsEU)

FRAEIL): (¢

b

FortiClientifiZ ZTNA N 5 Proxy Gateway#E 3z fFEHTTPSEk% &,

1 100.64.4.10

¥shell 6 (Build 0095)
Copyright (c) 2082 NetSarang Computer, Inc. ALl rights reserved.

Type "help' to learn how to use Xshell prompt.
[C:h~1%

Connecting to 100.64.4.10:22...
Connection established.
To escape to local shell, press 'Ctril+Alt+]".

The remote SSH server rejected X11 forwarding request.
FGT-1 #

FGT-1 #

FGT-1 #

FGT-1 # I




ZRimiBIEIZTNA TCP Forwarding Server

#RimifilalDestination Host (100.64.4.100) , izhitfrF MM, M&maTF5MM, FortiClienti@iZZTNAKIN 5Proxy Gateway sz B iEHTTPSh4 &
i it FortiGate#1100.64.4. 10052 7 it F2 2 /1 i1

%5 100.64.4.100 - TREEEE
€ Intern
< & » WIN-IGVDH3CF3SI » Wi » L2
MiEE WMBN  #EH
b mEemEE - X =1 @ Wit
€ %8 4§ M
;‘ hiﬁ  fen B - VG -G EBET | HEKE RaGsE =
v -85 WIN-IGVDH3CF3SI (WIN-I¢ - —
Si =) 5 i i
v :’ [T € Default Web Site 1 2237 (ht.. %80 (http),web.test.com o
& Default Web Site
HEO: 100.64.4.100 v
—
ArE: FORTINET-US\barry
BERREN SRS EY. TGS,
v STERO) EEN FEIH
< >
% 5| [Elvsana | nens
e
> 2 = = L. 1936
= o O € M % '[h B k= 2022/11/19 -
amn
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FortiGate L ZTNAZSEHATES

Dashboard

Network

Policy & Objects
Security Profiles

VPN

User & Authentication

WiFi & Switch
Controller

System

NX Security Fabric

Log & Report
Forward Traffic
Local Traffic
Multicast Traffic
Sniffer Traffic
ZTNA Traffic
Events
AntiVirus

Web Filter

2 & © Add Filter

(B~ @ Details

Date/Time
Minute ago
Minute ago
2 minutes ago
3 minutes ago
6 minutes ago
6 minutes ago
6 minutes ago
8 minutes ago
8 minutes ago
9 minutes ago
9 minutes ago

11 minutes ago

Source
183.192.108.41
183.192.108.41
183.192.108.41
183.192.108.41
183.192.108.41
183.192.108.41
183.192.108.41
183.192.108.41
183.192.108.41
183.192.108.41
183.192.108.41
183.192.108.41

ZTNA Server
2 rdp-4.100
2 rdp-4.100
2 ssh-4.10
2 ssh-4.10
2 web-4.100
2 web-fgt0
2 web-fgt0
J web-4.100
2 web-4.100
2 web-4.100
2 web-4.100
2 web-4.100

Real Server
100.64.4.100 (web.test.com)
100.64.4.100 (web.test.com)
100.64.4.10
100.64.4.10
100.64.4.100 (web.test.com)
100.64.7.20
100.64.7.20
100.64.4.100 (web.test.com)
100.64.4.100 (web.test.com)
100.64.4.100 (web.test.com)
[l 103.192.215.34 (fgtsh.barrypoc.com)

Service

RDP

RDP

SSH

SSH
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
tcp/11443
tcp/11443

Result
~ 214kB/1.51kE
~ 202kB/1.22kE
v 408kB/2.26kE
v 3.87kB/2.05kB
v 247kB/101.84 kB
v 3.84kB/27.27kB
v 377kB/4.51kE
~ 3.18kB/3.15kE
~ 313kB/3.52kE
~ 315kB/3.15kE
@ Deny: policy violation

@ Deny: policy violation

[% FGT-SH100E-Primary ~

Y - Y Y S N - Y - Y N - N N S -9

ZTNA Rule
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HAZE I R iR

" HALJHRIE,
i IR e LA e 1, SEEAFPR (Cdown, BEQEITED)
1 AP ==y =] 2. J@aziEE
2. AR - 3 BRI
3. BMHEEER (cpu iz ERE) 4. WEFEREBIRE—EHE (FERE)
Fnrthate1
= ~ BB R
Internet
- EEEFLERE?
v N
FortiGate-2 FortiSwitch | |
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HAZEF g ny

JEE LR
« Override disabled (Bti\)
o SEHITIHE

« diagnose sys ha reset-uptime

HEEthE

) 4

B Monitored
ports
Hk o I
=X Priority

FortiGate

AR

= Qverride enabled
config system ha
set override enable
end

= SRR
» BARHA priority

Pt
~'

Mcnltu res E_-’_l\

_@ fJ'-.

V

Senal E/h
MNumber

0

] EEFortiGate
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H Mode Active-Passive -
‘ \EEE Device priority €@ | 200

EZvdomBYIER T, AJiR#E

%EEEE :t h Cluster Settings %%1&3%Vd0mﬁ’ﬂﬁ%f%
nti m @ VDOM Partitioning
COSG? gSr)é)SU[e)-id 1a Group name s Virtual cluster 1 | & root x
set group-name "sh" Password sssssses Change _ _ -
set mode a-p sesslonpickup € B i »
set password e Monitor interfaces E F;r;i : +
set hbdev "ha1" 50 "ha2" 50 a + E——
set session-sync-dev "ha2" Heartbeat interfaces | M hal x Device priority ® | 128
set session-pickup enable ™ ha2 . x Monitor interfaces +
set override disable
:2: ﬁ:;Or::;[(})/rzlgng" rwan " Heartbeat Interface Priority © Z_IL%B%H:JEQT%%FHEU
end et 50 BRI OBhRIS
ha? 50 ) Unicast Heartbeat

Peer IP 0.0.0.0

& Management Interface Reservation
config svstem ha
set ha-mgmt—status enable Interface h
config ha-mgmt-interfaces Gateway 0.0.0.0
edit 1
set interface ports : | IPv6 gateway
= =T '1 i I = ® a
set gateway 10.11.101.2 Destination subnet  0.0.0.0/0
next
End c
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HAECS

BHFEN LT A BUTEERED:

log.fortianalyzer.setting
log.fortianalyzer.override-setting
log.fortianalyzer2.setting
log.fortianalyzer2.override-setting
log.fortianalyzer3.setting
log.fortianalyzer3.override-setting
log.fortianalyzer-cloud.setting
log.fortianalyzer-cloud.override-setting
log.syslogd.setting
log.syslogd.override-setting
log.syslogd2.setting
log.syslogd2.override-setting
log.syslogd3.setting
log.syslogd3.override-setting
log.syslogd4.setting
log.syslogd4.override-setting
system.gre-tunnel
system.central-management
system.csf

user.radius

EBIRBEARTFES

A EXRT LR B TEERRED:

system.interface
vpn.ipsec.phase1-interface
vpn.ipsec.phase2-interface
router.bgp
router.route-map
router.prefix-list
firewall.ippool
firewall.ippool6
router.static next
router.static6 edit 2 | _
ﬁrevvaH.vip set object router.static
next
firewall.vip6 end
system.sdwan
system.saml
router.policy
router.policy6

ACE R B:

config system vdom-exception
edit 1
set object system.interface

BEENGSTERSISL:

exe ha manage (id) admin

EFhakSH<L:

get system ha status



HAECS

log.fortianalyzer.setting
log.fortianalyzer.override-setting
log.fortianalyzer2.setting
log.fortianalyzer2.override-setting
log.fortianalyzer3.setting
log.fortianalyzer3.override-setting
log.fortianalyzer-cloud.setting
log.fortianalyzer-cloud.override-setting
log.syslogd.setting
log.syslogd.override-setting
log.syslogd2.setting
log.syslogd2.override-setting
log.syslogd3.setting
log.syslogd3.override-setting
log.syslogd4.setting
log.syslogd4.override-setting
system.gre-tunnel
system.central-management
system.csf

user.radius

IREEBARD

BHFEN LT A BUTEERED: A EXRT LR B TEERRED:

system.interface
vpn.ipsec.phase1-interface
vpn.ipsec.phase2-interface
router.bgp
router.route-map
router.prefix-list
firewall.ippool
firewall.ippool6
router.static

router.static6

firewall.vip

firewall.vip6

system.sdwan
system.saml

router.policy

router.policy6
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VDOM{CE

CLIConsole (1) + @ Dashboard New Virtual Domain
b Network

& Security Profiles

=% FortiGate-40F

@ Dashboard
< Network
& Security Profiles

. WiFi & Switch SHbo
* Controller

& System
VDOM

FortiGate-48F # config sys global

Virtual Domain vdom—]]

NGFW Mode Ol ELW Policy-based
= WiFi & Switch
Controller Central SNAT »

FortiGate-48F (global) # set vdom-mode

no-vdom Disable split/multiple VDOMs mode.
split-vdom Enable split VDOMs mode.
multi-vdom Enable multiple VDOMs mode.

Management VDOM <

£ System WiFi country/region = United States

VDOM Comments
FortiGate-48F (global) # set vdom-mode multi-vdom Global Resources

FortiGate-48F (global) # end Administrators
You will be logged out for the operation to take effect.

Do you want to continue? (y/n)

Global Resou

Administrators Admin Profiles

Admin Profiles

Firmware

> @~ 02~ 1admin'

9 FortiGate-40F VDOM: & Global ~

Dashboard reat Search Q & Global
¢ Network & root

Management VDOM < NGFW Mode Operation Mode % Status & CPUS Memory = Interyd Comments & Ref. =
& Security Profiles
- J 0, ) v

—~ WiFi & Switch & root ] Profile-based NAT @ Enabled 3% 42% [ _wan 29

Controller @ 4
o ™ modem

System 2\ NAT interface (naf.root)

VDOM @

Global Resources & vdom-1 Q Profile-based NAT @ Enabled 0% 0% 2 NAT interface (nafvdom-1) 4

@ 12tvdom-1

Administrators

) SSL-VPN tunnel interface (sslvdom-1)
Admin Profiles

Firmware

Fabric Management
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wHHkEn S

H= FH H= H FH

get system status

get router info routing-table all
get system arp

diagnose 1ip address list

get system performance status

get system performance top

Ping: exe ping-option source X.X.X.X
exe ping X.X.X.X
Traceroute: exe traceroute-option source X.X.X.X

exe traceroute x.x.x.x

BERERER

diagnose system session filter (i€ €4 14)

Diagnose system session list

/ | BERERINES
/ /BEERHEE
/ | BEEDARPER

//BEEOIP list

/ | BERZIGITHRSRS (cPu/MEM/HEE/HER)

/ | BERRITCIFtopHiE

level>

Diagnose debug enable

diagnose debug application <#%/¥><Debug

. Diagnose debug application sslvpn -1

BE 5B UL A OMACHHE

diagnose netlink device list

get hardware nic wan1
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wHHkEn S

Sniffer & H Il 44

diagnose sniffer packet portl “host 172.1€.1.100" ,f’,f Flportl £172.16.1.100874
diagnose sniffer packet any “host 172.16.1.100 and icmp” 4 //3M172.16.1.10087 ICMPE.
diagnose sniffer packet any “host 172.16.1.100 and tcp” 4 //3M172.16.1.1008 TCP&
diagnose sniffer packet any “host 172.16.1.100 and udp” 4 //3M172.16.1.1008YUDPH.
diagnose sniffer packet any “host 172.16.1.100 and tcp port 443" 4 //IM172.16.1. 1DDELhttp5?“ﬂu
diagnose sniffer packet any “host 172.16.1.100 and !tcp port 227 4 //31172.16.1.100H 3Essha74

diagnose sniffer packet any "host 172.1€.1.100 and port 10000™ 4 //7M172.16.1.100E TCP/UDP-PoOrt=1000057 &
diagnose sniffer packet any “host 172.16.1.100 or host 172.16.1.101 and port 1701" 4 //andFor# &
diagnose sniffer packet internal "tcpl[l3]&2!=0 and port 23" 4 //SYNE AL
diagnose sniffer packet internal "tcp[l3]&4!=0" 4 //RSTE L
diagnose sniffer packet internal "net 4.2.2.0/24" S FE— M Eaya
diagnose sniffer packet internal "(ether[6:4]1=0x00090f89) and (ether[10:2]=0xl0ea)"™ //HBEMACEH it
diagnose sniffer packet any "ip[2:2] > 1500" 4 [/ E A T15005] 7

W R Fada T EEEad

BEALE

TR EMER
https://note.youdao.com/ynoteshare/index.html?id=e9d0c97cce36b87069536d819567c789&type=
note& time=1672059461019

HEE K, 7] &7 tepdumpr 4 BT = |
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Fortinet:&iRhsiE

FORTINET4IiREE
FORTINET3Z4das
FORTINET(HRE]) E 75 ik
FORTINET(2EK)#EAR 25
FORTINET (HRE]) S{E{XR{E

FORTINET EEiES
FORTINET{E®

FORTIGUARDH
FORTINETIEZ )| SiAIE
FortiGatesChEt—4N@

https://community.fortinet.com
https://docs.fortinet.com
https://www.fortinet.com/cn

https://support.fortinet.com

https://partnerportal.fortinet.com

https://video.fortinet.com
https://blog.fortinet.com
http://www.fortiguard.com
http://www.fortinet.com/training
https://handbook.fortinet.com.cn/
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