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2.1 E=R
. B EEIZERConsoled

Console INREATLAXS RGEHATHER, RFBIZHES Web EIEFELE NG, NERSF
HIFER, FJLUBEEA Console AFER, WREAHITEER, BKES,

1. FB Console &%z PC HlA11REHY Console [I;

2. 1B{7%2F COM O@EMAYERE (30 PUTTY. SecureCRT &) EEIRE, EHRRS

e B0, RAEERIRE 115200;
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ﬁ PuTTY Configuration ? *
Category:
=8 S,assion Basic options for your PuTTY session
[ Logging _Specify the destination you want to connect to
= Temminal Serial ]
- Keyboard erial line pee
. Bl |com3 | 115200
- Features Connection type:
= Window Os5H | @ Seral |OOther: | Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
-~ Translation Saved Sessions
+1- Selection
i Colours
I Connection Default Settings Load
.. Data
- Proxy Save
- 55H
+ ) Delete
- Seral
- Telnet
- Rlogin
- SUUPDUP Close window on exit:
(O Aways (O MNever  (® Only on clean exit
About Help Open Cancel

3. BEFs#L, =it [Open] i&HHiER, WA udfcon, %5 udfcon, ERAR
g5, HNBSEREVDBRE, WA help FHEEIZFERE G SRR, TXWRSH

178%, BEEFERF. UBRHaSEE, 5% Ctrl+D 1B,

136 on ttyl
MP Debian 4.19.146-1

udfocli » _

4. ¥R ERE P, A show cmiap, EEZRIZRS CMI EXEGRIMEIE,
5. REEEO IP <RI, M set cmi 192.168.1.8 255.255.255.0 192.168.1.1,

RiEr{Ee CMI &2 IP ibhk, SNERT7R,

2.165.1.1

6. IREMLE, NG EEOAMNE, FFabER.
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2.2. EH\EREEINESI S8

MREFLREEINGD, BB EICTFERARNEHISINEE, HA Console EiE

FE, RIBEREARBFS udfcon, &5 udfcon, BRESE, HABSEREWIEFRE. H
A help FHZRIZERGSHEWIRR, INRFHITEES, KEFERF. UFRHGHRE

FRE, 5% Ctrl+D iR,

Last login: Fri Apr 15 16: on ttyl
X udf 4.19.0-11-amdad 4.19.146-1 (2020-09-17) xB6_64

udfcli »

1. #atEIE IP, WA show cmia3<, BEEIRIRS CMI S EHBIL,
2. IREEEO IP 57w, B set cmi 192.168.1.8 255.255.255.0 192.168.1.1,

RiET{Ee CMI &2 IP ibhk, SNERTR.

cmi 192.168.1.8 255.255.255.0 192.1656.1.1

w

REMEE, RN IFEEOGEMIE, FFafER.

3. ST ERSHD

3.1. ConsoleIJgEEER)

R R A S1TIR(F Console Th8E, AILAERAGSMRFHITEEELE, WA help

FHEMIAIRES BN, BRI B EIN FEF7.
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udfoli »

[hut
| Unloc

N EEFR, BHai Console REASLATILIRINAE,

help: E<#5EN

Control-D: jEH Console Ihgg, % Ctrl+D

ifconfig: BRIMAFMREEREE

ping: 1GEMEEEELIEE

route: B RHRIRRKHBRER

reboot: EFRS

shutdown: RFEXH

unlockall: fREIRTEHEIHAY IP

reset nic: EEMNEEOEHRR, ZRMFREMRBINRT, —RAENRE
reset net: EEHEHVIAKNLE, ZRIFSEHRUMNF
reset password: EERIAEERAFPEEB

reset data: EEFEIRFIEAFLEE, R EARAH®

reset engine: EERGS|E, —MRAENURE
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reset fw: BEEFEHREEOBSE

show net: BEEHRINEREERE

show cmi: EELRIRFEIEHEMEIE

show sn: BESRIRANFFI SR 4

set cmi: IREHRIRARRIEED IP Bk, 7~ set cmi 192.168.1.8 255.255.255.0
192.168.1.1

set mgr: IREEBMEZEONRFKEED, 76 set mgr eth0

3.2. EEEEREN

HEERTIC Web STRREZRSNT, ATE@T Console I8E, #IN#E< reset password,

EENAEHERAFKZIE, 8N admin/udfadmin, BEGSUTEFRFR.

3.3. IREHI8E

MEMZRFHTIRE H I8 EI2(E, ai@T Console BIRINEE, MINTGS reset data,

BEEHERATERFAUE. RRASEMEMEERETETHIEGEIRER M T, BFw

LU TER7R.

IE: IHEEATE, BIRREMRAREHSHERIE.
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BFNZIER", INTNERTR.

HIBIASTEMNE : https://192.168.1.8:9443

A

EANER T EFAEIER

A nRE=EEM 192.168.1.12 BEUEHYER (PN 2553, BRRERERRE
B) . TIRHE

NET:ERR_CERT_AUTHORITY_INVALID

BeRirE BRI EEE

RS BBCRIERAER192.168.1.8; EHHENANSMFARSNMSEES SIS, LHIhEER
NREFREREEE RIS T .

R [BERIE (F%R2)], REBTRAERFH. BALHNAFRSNER, _b

(fxE] BTSSRI TIRIE.

BHERA [admin] RAENREFNLZ KSR EN HELFEE, feeTHESITHY
BENESE, FEATUEEER. TEMAF. FHEERKS,
SERRVIAERARERN admin/udfadmin WSHHTER, FIREREKIEXWREE

BHERER, NTERTR.
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4.2. EREIEI

PN SR ERHEEPERNTmFIS, FETA TR TEREFS S,

1. B Web E1EI8EE [RNEE] THE, RETRFHIS.

i
B8

JFHIE: 514231EF-8339E9FC-12671494-12019DB3
Fame

I ]

RiediE - [ ]

2. 8 Console EHINAE, WA showsn 5<%, SRE=mFHIS, FHIIE 43

JEHIFFISER.

udfcli » show sn

AB1FFOET-1AZEZ4C
udfcli »

TS FRiBNTHE, MERBEEIESER, ERIAR HARBRIEEN.

WS, TR ~15 ~



REFREMETFSEERFM

5.1k

HEREEELUMER:
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SBILSER
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1) R
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M-RiftE

O etho
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09 ? i i 1
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3) WMMIRIES

BRI AEE AP HTRIMIRSGES.

e asa=t SEZIE IR

pps
15

19:28:26
® TCP
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09 -
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REFEHHIRS LY 0 =@ | 48 | ey
e A DHCF @
- DNSUDP [
DNSUDP
DHCP
5) ImEEEEEs
AItRIER A E SR TR S,
SFRERBIEY o[=t] 2% 2@ =5 =

-O- FigEmn

SUFREEN
1

190001 190631 191326 19:19:56 556 19:5226 195856 200526 20:11:56 26 202456 203126 20:37:56 204426 20:50:56 2057

6.2. EEMH

1) WESHmGES

ARIENAEENES AR SRMGES.

WESANES 0 B IEC I
-O-TCP =)~ UDP
o
1
0.8
0.6
0.4
0.2

Oo < > @ < - * d
12:35:00 15:25:00 16:06:00 16:47:00 13:04:00 13:4500 14:26:00 15:07:00
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2) WEHFEMDRES

ARENAEENES 4D KBS,

WihEasSEs O | A | 2% | =E | 88 Bxw
-O- WEBESWE -O- ERiTH -O- E5tR -O- hiskE: -O- =3 T EERswE -O- BRWE

AR -O- BERENE
1

0.8
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0o < o < < © @ > < o ©
13:35:00 15:12:00 15:40:00 16:08:00 16:36:00 17:0400 13.08:00 13:36:00 14:0400 14:32:00 15:00:00

3) TOP10 XiIHEMH

AIiRIERTE). HFR/HPETE TOP10 KIBINEEH,

TOP10 KigIRTH=4 O [tF [ FE (%X |FE 45 8=

4) WESMNAEHY AL
AIRIERRIE B EN AY S,

TR AU A O 2% |8 =E 8%
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7.1. &EFEHE
7.1.1.  ERIORGEL

UhRYIZRTTES I T SRIRFRMAIIRINIGER, AIRRRuGES, MubirR, Migs

£, BAL, EinibiFiti, #RRKSERS.

FE i) RS 5% - FEEE FEiPiEE
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> WMMESERY: SZHF http 70 https;

> Wbl HERUESIMRSZIIESSSE, S MAZERRToE;
BtFithi

> WMMEZERY: ZFF http 70 https;

> PPt IESKUAARSSERAVESE IP #hE, SZHF IPv4 0 IPv6 bk,

> im0 ESMuEIRSEAVESTIHR;

7.1.2. RSP E

ERIINIATE, AL (BREE] RMEES X, AL (+5] iF9E, &

BOREM, R ERDR, EEMUGFTED .

SREE
TBUSHTTPHHMARS : HTTP1.0 (8 HTTP1.1
S
S2E 3 7 @) Fimn: | 2hA
ThEEE EE: &8

7.1.3. =Z¥§5IPv6

ERINRLENE, Rf (BREE] AFFBEMUESE IPv6 1A, ZINEERNASRLHE

BE, WTERT.
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SRR
(S =

TEEHTTPHMARAR :

PR

i 7+ @)

BATE: EIEEE

RRYETER

RIUEFCARURL:

HTTP1.0 (@ HTTP1.1

FE: XI5 IPv6 i, BREEEMErORB RN -RECERM IPv6 itkiit, FE DNS

7.1.4. GESE

RN, RE [BRECE] AT EMuSREtIETIE, FRRityEs =R

[SL =

IESEHT TP AR :
RS

V23N 7 @)
RE2 TR
AP REfE
POl -
FIHSTERAURL

HTTPLAHIEIE

7.1.5.

ARSSERARN AAAA KBIRE R BFTICR.

ZEimIRS AL, PRI RIASIFHIE. P 18%. X-Real-IP 157, WNTFERTR.

HTTP1.0 (@ HTTP1.1

s | 8l 1
s | i

ipif

IPISES

X-Real-IPIEFS

aHEE

ERIIMIATE, mE [HTTP SLEMECE] AT HTTP R2fkE, NTERFR.
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HTTPLAHIEE

HitEE

e - ~

¥-Author: B )

X-Powered-By:  [EfE ®
HitfcE

Server: —lRATFEIIRFZR[ER, EINFZE.
X-Author: —RRFBTFEIEEEE, FINEHE.

X-Powered-By: —fRFFRERMEBIRAGER, iR,

=228
X-Xss-Protection: @ ®
Vary:User-Agent: @

Strict-Transport-Security:

Content-Security-Policy: @
X-Frame-Options: | SAMEORIGIN @
mAA.
ZEAM

X-Xss-Protection: BJTEAQIEIRSIRIEESUE BIA XSS KEAIBELETRE NS, XTI
BIRAEEK, HEFERH.

X-Frame-Options: FRIERNIGEEERBMNIZMW I E— A <iframe> AN E2IHE,
HRREABRIANEL NG, STLAERLIRekE S RTINS,

SHFLATOMECE :
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> SiEMub—8: RREAEIREA X-Frame-Options BEEAMHIEA,

> SAMEORIGIN: FR7RZE A LAERRIEE RER <iframe> R, #EER.

> DENY: RRNZTEARUFE <iframe>thfER, BMEEREARESZHNRETHE
BARRLF,

> ALLOW-FROM: T RzZIUEALEEERIEN <iframe>HER,

HTTP{EER

X-Forwarded-For: | ifaip ®

X-Real-1p: Fap ®

ESDIPER: x @

Host FasimO ®

CONEIgaa: ®
HTTP {18

X-Forwarded-For #] X-Real-IP: —fgFFICRELAEEKRIIZ in IP, FEHIR
$2 88 ALAIEIT X-Forwarded-For #] X-Real-IP SFEHRBIEISCSEIE IP i,

SHHAT=MEE:

> hiE IP: RNEKERIERAY IP HAFRE.

> T FANRFEREMIEHEEN,

> HXEPFik IP: RVEESIARF IP HAFRE.

HIL P RiR: HARIERD IP AREL P BY, AJLUSEREM X-Forwarded-For #0 X-
Real-IP EZ, FRENESCRIR IP bk, —REFTRIAE CDN staEioEnias.

Host: 1EEEKIRSSERAVES/IP IFIiROS, EFEALSIRO, SSHFRAR
O, B3EmnkSER0.

CDN B8 ESIHRINERR IP f9fs(Titsht, —ARIES CDN tsht,
WA, R ~ 25~
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7.2. BHECE

BREE—RAFTRIEN, Fins TULUREFEHITEE.
1) HTTPHHNECE, SHF=AFRKERE, 2518 BRAEARKE. WASLEA

KE. LEXHREAKE.

HTTPIMYERS
ERABARE O
SSUMNER ERREAKE: 792K8

BRELREARE @
IR A 598KB

=4
EE HEREFEARE @
AR 13ME

2) SSLMNECE, TS SSLIMURAERS, Z=/DiERE—,

SSLMNEE

SSLiER @
SSLishEs: || TLSv1 Tisvi B Tisvi2 @ TLsvis =

3) WEERE, SFRKEREFHEMARERTRNETRIRIEE.
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4) EREE, JREBERIRIRIKRSSERAERETE.
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IHEEHECNAER FEXATERY IP =80, NREERE— IP YT, ©dHEER

R AIIRIE I RE .

i (AIN] B TnREHRIBEE, SHFSMERMERINIEESEINN, SRESICEEIRL
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REER: EHREGERLEMN,

HNEFR: AT EEHETR,

5k IREREINTR, HFHANERHUS.
IP SR8 AIIEEER IPv4 B IPv6,

FE: IR AL EE 2T,
W& AEReEp, i, K% T

iR IP: IREEIR IP,

FimO: RERFRmC.

P REHYF TCP/UDP/ICMP,

By IP: IREBERIP,
B0 : wEBr%mA.

05| VB Wl bri =i (R VE DE- N

8.2. NE2t&m
ILETRERMENEISNTFFRIOEE, NSRS eiSiR FE NSRS/ £ NREE, =4S
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HREHSRSE—ERBRAERNERZ2SMHRTE

=E&HEE
O FEFEE0-308, OETAMTEN

8.3. PAIPERRR

1) HRERN

BEERCNANFIFFERUML. NERIET LT IHE B E RIS TIAA.
R TSNS ISR,

2) FERSRES

ARIERENN, FEENRE.
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8.4. NRicH

ARIER IP, RimE, BRYIP, BRURO, &R, FX, 9%, 1D, BEFEE, MY,

NI EEFEHRI SN EA RS Tivik.
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MERNRERIFFEIERE TR, IREUTMERHTERENRER: IR IP, iRk, th
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MBFR: AT BEMHNEZFR,

kR EXMNITTR, BFHALITRES.

MUARE : eI ERERE. KR 1P, MIBRIE. URL. HTTP &3k, SXHE4E. UA. COOKIE,
HTTP SRR TS, AR —a St T A .

HIAE: AN T, RALERIF. e, EER. =&, set-cookie YT,

9.2. KRR

XS ELRINAINL S TIPS, PR RIERhIFI6E, FERGEIRIEIIEE, AL

IRBITHEE.

= Em

EWAF / BrEle
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9.3. CCBh#R

£= WAF 89 CC piFE, = (A1 CC porRan,

farliil]
=zEd @D
MRS
P
FRiEsT
EERH R
BHER | gem

IERTE

BEER: REUWFRRESERA.

MEFR: BEXHNEZFR

P RSN INRIRGE,

BRIZESRAY : EIIEFARIE IP PRIEEIRYE URL 1 TIRE,
IR . NOR/RD,

RS AR EEE.

IRBITAE: AIEMUETFHERT. RuGAER,

9.4. BhIFRES

LCTRERNEMNISREE, REREAT LR B E X RIEHI TR, SRy

TSNS HER.
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