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1. NS

B it EENIE  1%AE
appcode STRING DA% AR R EMIANE, EFappcodefd:

https://market.console.aliyun.com/imageconsole/index.
htm?#/bizlist

verifyKey STRING Wik WA @IS MIANE, BIiEH S eEverifyKey (IHFE
MkSElIE) : https://yundunnext.console.aliyun.com/?
p=saf#/config

__userld STRING Wik WEFmIEKRSID, BEFEXMK=SID:
https://account.console.aliyun.com/#/secure

customerID  STRING A% BF&SID, AMERIEIEER, A FEHEENEN

identifyNu  STRING EIpsid ERIEARFPNEMIE

m

userName STRING A% FRITAFPNTR
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2.3. Bl verifyKey

e VerifyKeywh 7B B = EMK=S 6l &
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3. FmiAAEKRR

SMIE. R, FNS=EZPRAPRLEE, AT RRHMMTAPENG:

1) REBEMRENX

METET R (21727262) #EMR, BWSHRIIEFREAFP RN, MABCUSHNARHINF, ER
Pt 221 ERMING, EREERRNVER, ROEBRREIMIERES.

2) BREN
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M. =miEADemo
1. Java POM{k i :

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.60</version>

</dependency>

<dependency>
<groupId>org.apache.httpcomponents</groupId>
<artifactId>httpclient</artifactId>
<version>4.2.1l</version>

</dependency>

<dependency>
<groupId>org.apache.httpcomponents</groupId>
<artifactId>httpcore</artifactId>

<version>4.2.1</version>



</dependency>

<dependency>
<groupId>commons-lang</groupIld>
<artifactId>commons-lang</artifactId>
<version>2.6</version>

</dependency>

2. JavaftiZDemo

import java.util.HashMap;
import java.util.Map;

import org.apache.http.HttpResponse;
import org.apache.http.util.EntityUtils;

public class Safrv2metaIdName {

public static void main(String[] args) {

String host = "https://safrvcert.market.alicloudapi.com";

String path = "/safrv_2meta_id_name/";

String method = "GET";

// BEEME: https://market.console.aliyun.com/imageconsole/in
dex.htm?#/bizlist?_k=cgsljr

String appcode = "BHZEHappcode";

Map<String, String> headers = new HashMap<String, String>();

//&EEheaderF N (FRE]ERNX=HE) HAuthorization: APPCODE 8335
9fd73fe94948385f570e3¢c139105

headers.put("Authorization", "APPCODE " + appcode);

Map<String, String> querys = new HashMap<String, String>();

querys.put("__userId", "FMKSID");

querys.put("customerID", "12345678");

querys.put("identifyNum", "BH}iES");

querys.put("userName", "#&");

//BIEMEHHE4E: https://yundunnext.console.aliyun.com/?p=saf
#/config

querys.put("verifyKey", "BZSHverifyKey");



try {

/ k%

*x BERTUT:

* HttpUtilsidM

* https://github.com/aliyun/api-gateway—-demo-sign—-java/
blob/master/src/main/java/com/aliyun/api/gateway/demo/util/HttpUtil
S.java

*/

HttpResponse response = HttpUtils.doGet(host, path, meth
od, headers, querys);

System.out.println(response.toString());

//BECTIHREGRER

//for (Header header : response.getAllHeaders()) {

// if(header.getName().contains("X-Ca-Error-Messag
e")) {

// System.out.println("Error message: + header.
getValue());
// ¥

//}

//3kBresponsefbody
System.out.println(EntityUtils.toString(response.getEnti
ty()));
} catch (Exception e) {
e.printStackTrace();

3. BRI E



RFEINETE, SMIRIERIIZE, RIENTERIERIEL RtokenBEELIEANAE, XML Roken
EMMREREMINEEE AWK, HIEEEEN, BRANALFENXMtoken#HTERIVIE,

o BHRIETEE ZtokentB NN ANAM AR :

1) Ax—: callBackEZI#E NI A RS

EEANE T L iRIEAN S M RIEMNHSTTERN, SMOKRIEMRINZHEIZIZAN RS TIE, HitokenFE R
BRI RHLIEANA,

o FRENtokenKkZE&HDemo:

String ivSign = request.getParameter("ivSign");
/[ EITREIRIE.

2) AR (NZFminifERIEA L, FFEEZ AcallBackS#

BidjavascriptiypostMessagetllil & IXEEFIFIEANAMNWSTIE ., LEANEPC LB EIMINIGEERIZA
SHWRIEMNTIERN, SHRIEMIISEHINNtokenFIZE B postMessage=IE NN AR S TTHE

o FRENtokenkZE&HDemo:

window.addEventListener("message", function( event ) {
var json = JSON.parse(decodeURIComponent(event.data));
if('type' in json && json.type=='iframevalid'){
var ivSign = json.ivSign;
/[ HAITREIRIE.

STIGIER Ihtokeni#1TIREE, (GBI AIE BRI VerifySecreti#1TIR%)



e TfflJava Demo:

/%%
* SEIY R MIEKFIREY
* @param ivSign KIERIN 2 FERIEl{ES s ign
* @param verifySecret HEEAINDEHvVerifySecret
*/
public static void verifySign(String ivSign,String verifySecret)

try{
byte[] encryptedData = java.util.Base64.getDecoder().dec
ode(ivSign.getBytes("utf-8"));
byte[] keyData = java.util.Base64.getDecoder().decode(ve
rifySecret.getBytes());
PKCS8EncodedKeySpec keySpec = new PKCS8EncodedKeySpec(ke
yData);
KeyFactory keyFactory = KeyFactory.getInstance("RSA");
RSAPrivateKey privateKey = (RSAPrivateKey) keyFactory.ge
neratePrivate(keySpec);
Cipher cipher = Cipher.getInstance('"RSA");
cipher.init(Cipher.DECRYPT_MODE, privateKey);
String content = new String(doBlock(encryptedData, priva
teKey.getModulus().bitLength()/8, cipher),"utf-8");
Map<String,String> map = JSON.parseObject(content,Map.cl
ass);
/ /R E @
if(map!=null && map.containsKey("success")){
boolean valid = false;
String ivTs = map.get('signTs");
if(ivTs!=null && !'"".equals(ivTs)){
Long expiredTime = Long.parseLong(ivTs)+300;
if(expiredTime>System.currentTimeMillis()/1000){
valid = true;

b
//EEZRTHA
if(valid){
if(Boolean.valueOf(map.get("success"))) {
/ANEEE, KN SRE
String customerId = map.get("customerId");



Yelse{

/ ANEAR BT
b
b
telse{
//FERBTTE BHER
return;

}

}catch (Exception e){

private static bytel[] dolock(byte[] encryptedData, int blockSize
, Cipher cipher) throws IllegalBlockSizeException, BadPaddingExcepti

on {

int inputLen = encryptedData. length;

ByteArrayOutputStream out = new ByteArrayOutputStream();

int offSet = 0;

bytel[] cache;

int i = 0;

/] SRS BRER

while (inputLen - offSet > 0) {

if (inputLen - offSet > blockSize) {
cache = cipher.doFinal(encryptedData, offSet, blockS

ize);

} else {
cache = cipher.doFinal(encryptedData, offSet, inputL
en — offSet);
b
out.write(cache, 0, cache.length);
i++;

offSet = i *x blockSize;

bytel[] decryptedData = out.toByteArray();
I0Utils.closeQuietly(out);
return decryptedData;



e T{HIPHP Demo:

function verifySign($ivSign,$verifySecret) {
$content="";
$verifySecret = chunk_split($verifySecret,64,"\n");

$verifySecret = "————- BEGIN RSA PRIVATE KEY-———— \n".$verifyS

$pri_key = openssl_get_privatekey($verifySecret);
$key_len = openssl_pkey_get_details($pri_key)['bits'];
$part_len = $key_len / 8;
$encrypted = base64_decode(rawurldecode($ivSign));
$parts = str_split($encrypted, $part_len);
foreach ($parts as $part) {

$decrypted_temp = '';

openssl_private_decrypt($part, $decrypted_temp, $pri_ke

y);

$content .= $decrypted_temp;
b
$content = iconv("UTF-8",iconv_get_encoding("internal_encodi

ng"),$content);
$json = json_decode($content);
if(intval($json->{"'signTs'})+300>time()){
[/ BRBARITH, B SBIRIE
if($json->{"'success'}=="true"){
//FRIRBIN T
}else{
/ /RIRKR IR

F

telse{
echo "expired";

. HZixEA

o REMENIREETRG



""code":200,
"value":{
"bizCode":0,

"message":"success

}

"message":"success"

o BRI REESRA

{
""code": 200,
"value": {
"verifyUrl": "https://yuniv.aliyuncs.com/iv/remote/h5/reques

t.htm?havana_iv_token=AQgAENQEIgloYXZhbmFfYXBwX212MgEBOPb97pPKLEABShB
VBpCDE1X06cLLSyS6gnySaQyCdDcggxpqTClu@dlAdnEfX-A"
b

"message": "success"

o REEIA

B it BB WIE AR

code STRING WAk HRE, BERL [ERBiIRRE]
value.verifyUrl  STRING EIpvis PSR, BNURELTX [ERE]
value.bizCode  STRING Al Wsstg, BER [WSiEiRE]

message STRING Whisk R [E{E 2R

e AR codelhB

codefd tBA

200 VR RLIN
402 AR
403 FoAXBRVE A

500 AEBARSS 5%



501 FoUEIE %

o HF18code=200R], A/£5f3bizCodei kR

bizCodef#& 1t BR
0 Bl SE:pu
13066 BIEAR—EX
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