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2. RIRIE
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2. 1. IR

¢ ZEEWFEHIARS#: Centos. Ubuntu #1[
& ER:. HTZEMNEHEFEM Linux 75580F LB R G 0
& STYX “ZHEEAG Mt

2. 2. ZH STYX 4 BHEHYE

e
1\

FERBIRS ARG, R

tar —vxf styx—env—<sersion>. tar. gz

[root@localhost ~1# 1s

anaconda-ks.cfg job styx-env-2022-83-18

[root@localhost ~1# 1s job/

[root@localhost ~1# tar -vxf styx-env-2022-03-18 04 03.tar.gz -C job/
docker-compose

docker-compose.yml

docker-images.tar

docker .service

docker .socket

docker.tgz

makefile

[root@localhost ~]# 1s job/

docker-compose docker-images.tar docker.socket makefile
docker-compose.yml docker.service docker.tgz
[root@localhost ~1# i

LRI (ATik)

[root@localhost ~]# docker version
-bash: docker: FFHEF|&
[root@localhost ~]# docker-compose version

-bash: docker-compose: FFEF|&H4
[root@localhost ~]# [

1] < ocker ocker—compose, Ay 222 ocker ocker—
RIS 289% 4 docker 1 dock 155 BL R fir 4 223 docker AT dock
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compose:

sudo make install-basic

b) WRRSSEEAE docker, VA docker—compose, {#FH UL frd 23t docker—
compose:

sudo make install-compose

[root@localhost jobl# make install-basic
./docker.tgz

tar xzvf
docker/
docker/containerd-shim-runc-v2
docker/dockerd
docker/docker-proxy
docker/ctr
docker/docker
docker/runc
docker/containerd-shim
docker/docker-init
docker/containerd
sudo cp docker/* fusr/bin/
cp ./dock socket /etc/systemd/system
cp ./dock service /etc/systemd/system
systemctl daemon-reload
systemctl restart docker
systemctl enable docker
Created symlink from /etc/systemd/system/multi-user.target.wants/docker.service to /etc/systemd
/system/docker.service.
mv ./docker-compose /usr/local/bin/docker-compose
sudo chmod +x /usr/local/bin/docker-compose
[root@localhost jobl# ]

® IE: FEL3ET docker Ml docker—compose 2 J5, iHaiEH” docker ps”
ﬁﬁ4>, H IAE T W R AT AR root H PSS, WA RBHIBIR, =S8R
A H )L @%ﬁﬁﬂ@ﬂ%%%ﬁ@ﬁéw%ﬂﬁﬁ TEHTERF
RIAT” docker ps” w2 BT, WERMKIAAAT, WFHZEEFRS .
SFANEHVE514

make install

[root@localhost test]# cat test
[root@localhost jobl]# make install

docker load -i docker-images.tar
8d3ac3489996: Loading layer 5.866MB/5.866MB
e5b50ePOO158: Loading layer  2.56kB/2.56kB

356bbdaa5edl:
019d4257a802:
40fclolBadla:

Loading layer
Loading layer
Loading layer

1.536kB/1.536kB
2.56kB/2.56kB
10.66MB/10.66MB

Loaded image:
5e03d8caeB877:
424849208497 :
86c3delf7bb3:
54alcabed663:
a7020aalc9eb:

image.turelljj.com/ture/styx-client:latest
Loading layer 5.855MB/5.855MB
Loading layer 400.9kB/400.9kB
Loading layer 400.9kB/400.9kB
Loading layer 784.9kB/784.9kB
Loading layer 6.656kB/6.656kB
Loading layer 120.4MB/120.4MB
Loading layer 83.84MB/83.84MB

a71fa97b9fb2:
784069e74d35:
T7583e6a06d7 :
bdfbab641900:
6686d1a68:
277c0ad63:

18.43kB/18.43kB
23.07MB/23.07MB

4 .608kB/4.608kB
1.536kB/1.536kB
3.584kB/3.584kB
Loading layer 4.608kB/4.608kB
9b64657585ch: Loading layer 45.61MB/45.61MB
Loaded image: rabbitmqg:3.9.13-management-alpine
[root@localhost testl# [

REVEET &
make up-mgmt-only  #HZNEHTH
P IR PR ER N TP thidik, BRI A IR S5 25 R Y TP Hbdik .

Loading
Loading layer

layer

Loading layer
Loading layer
Loading layer
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[root@styx jobl# make up-mgmt-only

sed - 5/192.168 227/ "4 (ip route get 1 | awk ‘{print $NF;exit}')"'/g' ./docker-compose.yml
docker-compose ./docker-compose.yml up -d styxserver mongodb rabbitmg

Creating network "job_styx-network" with driver "bridge"

Creating network "job fault" with the default driver

Creating job_rabbitmg_1
Creating job_mongodb_1
Creating job_styxserver_1 ...
[root@styx jobl# I

AT 62 15 5 B

BB A IRIENL, 0 RAE SRS 6 2, T2 AT IR,
AU BLE i 2 5 S 4L .

sudo make up

JRENZJEME " docker ps” T &M A A A A IS AT K I AF DL .

A LA S acme I jsptest A/ NENLE WA 8, 1143724 8010 A1 8020,
i 1) EAL «
Acme: http://IP:8010

Jsptest: http://IP:8020

2. 3. ML R EHEY 6

B, https://IP EREHFG web TUH (BRAH 7. admin BRINZGY: Depsecure)


http://ip:8010/
http://ip:8020/
https://ip/
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BENARSRERR

EREEER

admin

2.3. 1. HAH WERE

EHF6 9 =5

® . HTRAeSHNE

o TREEH. AT 20 styx AN B
® SCA: HIT “HBMFRisrorir”

® TUlEIN:
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DEPSECURE & EEEE A EEEE & scA

SAEIERE WEE
TOP10 LR B
Top10 B&iR
APP desthost :
Date APP severity Category

o [LEEMER:

DEPSECURE & EEumE » EEEE £ 5CA

Name AgentsE R
- acme 2 05:51:49
SR —

Status AgentEBrupdate HostName

WEmAs

Status AgentEsFupdate HostName

0 s
8 2022- =]
RIEAPPE Sz
ARGt O uniauerequests
40
K&
Command Injection
severit
SRC 1P Dest Host action Action
Jsptest ALLOWED Original Stack Trace.
O ser
e
=z Action
gxv SHEv DRV BE
Agent Name Address Client Version Ja

nOsXCTIRFIBNZw==
3
g BHv FEV BB
Agent Name Address Client Version Ja
2v2r)OtWogOgqCw== s

3

FERCE S BT, W] LGSR BE 2IROR T 10 2 Mk 55, B35 T BmE L &5 55 4%

N

ZARY, SR 1P Huhik, Agent HIRMRAE R, WP Java WA, RGEER
(Linux/Mac/window), AbFEZSZAHK] (x86. Arm). Styx—agent HIEEEEE(E R,

® SCA A JER:
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DEPSECURE A EELmE s EEEE A s o

Summary

jsptESt License
0
Medium
0
acme License
0
Medium
0
DEPSECURE A m2ms s EEEmE s osca O s
Summary acme X
gson Critical: 0 High: 1 License Medium: 0 Low: 1 OpenSource: true
Version: 231 Path: jusr/iocal/temcat/webapps/ROOT/WEB-INF/ib/gsen-2.3.1ar
>
jasper Critical: 0 High:o License: 0 Medium: 0 Low:0 OpenSource: false
Version: 8541 Path: jusr/iocaltomestiin/jasper,ar
>
jaspic-api Critical: 0 High:0 License: 0 Medium: 0 Low: 0 OpenSource:
unkown
Version: unknown Path: jusiiocalftemcat/iibjaspic-apijar
>
jsse Critical: 0 High:o License: 0 Medium: 0 Low:0 OpenSource: false
Version: 1s.0.212 Path: jusriib/jum/java-1.8-openjdklre/lin/jssajar
>
prevoty-agent Critical: 0 High: 0 License: 0 Medium: 0 Low: @ OpenSource:
unkown
Version:  unknown Path: joptstywprevoty-agentjar
>

AR RSB TR T2 =07 jar &, REAFERTE.
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2. 3. 2. Agent RENAFHR BB

® ERCEEEAI, BTN MERLSS N agent o

DEPSECURE = =zuml| = mmmm | = s O sewive

| | e |- [em

Name AgentEiE fepEE = Action

® Ik

App Name

AbFFEFR

Memo

e iR

® i agent

FiZAgent

EFCARNA,
RERBNITRASER,
B REARENERNA

Java 11 *Eﬁmjavaﬁﬁ$l

RrFifRss R
. MFEAERIAYAI

Linux Windows

Architecture

AMDEL ARM ARMBEL

[ E=

- R o styx client/agentZ&BR
(FTiEH, AgentZoSiEE, ERAGNEIED %ﬁ)\j’ﬁﬂifﬁ%ﬂgéﬁﬁgi

‘ 2w

Command Line

curl -skLo styx-client.tar.gz ‘https://123.60.79.6/files/client/linux_amdé4.tar.gz’ & tar xf
styx-client.tar.gz && chmod +x nt i Jient 79.6 -
JjavaVersion=3§ -path=5{PWD} - =443 -mode=output-only &8 nohup /styx-client -
app=test -ip=123.60.79.6 javaVersion=6 -path=${PWD} -port=443 &

FRIE AL F T 75 () R AT 4%, miR S, BEHPFESANER TR agent 1Y
A, KA a2 EARBO S RS Eai T AT, BRI 5ERE agent B R R 24 FE
® ‘3 Client/agent
RN RS b, B — A TR GXHE L /root/ job/ B | KilsAT F—
A B HIR A%, BT %3 styx—agent. 7
curl —-skLo styx—client. tar. gz
“https://123.60.79.6/files/client/linux_amd64. tar. gz && tar xf styx-
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client. tar. gz & & chmod +x styx—client && ./styx—client —app=tomcat -
ip=k*k, kk %k %%k —javaVersion=8 -path=${PWD} -port=443 -mode=output—only
&& nohup ./styx—client -—app=tomcat -—ip=sk#k, k% %k *x —javaVersion=8 -
path=$ {PWD} —port=443 &
® [EHLL A& &AE agent PJIE BAKRRATE
cat styx—client.toml | grep path
o ZH (PR MY, MWRYEN RS SIARE, WIN-javaagent Z%(. XHLL tomeat
24451 o
HENA:
KEEMRAEE, ArEHAM 2 Tomcat, A 9 (RARNEE), 7Kz
/root/tomcat” , BEIHIAEIE” /root/tomcat/bin”
RN TAEHFA” /root/job/”
i fr % &F agent FrfEM BRI (FREAPIT “ 2% client/agent “ArSH]
TAEHZT).

[root@agent job]l# cat styx-client.toml | grep path
path = "/root/job/styx-tomcat-styx-client”

[root@agent job]# JJ

5wy P
23 (PO T, TS Z Tomcat 313855, FTLM#EH setenv. sh(tomcat 3
B, catalina 2 HINEHK setenv. sh, FFPATHAER)) AW E GRS 4 A jar
i,

A AR EORIAS, T AR IR 80 F] “<tomcat_home>/bin/ “HFE R
cat << EOF >> setenv. sh
export JAVA OPTS="-javaagent:<agent path>styx—agent. jar ${JAVA OPTS}”
EOF

chmod +x setenv. sh
mv setenv.sh <tomcat home>/bin/
- HEHA3) tomcat
<{tomcat_ home>/bin/shutdown. sh
{tomcat home>/bin/startup. sh
- HIFE AT LR setenv. sh”, FHEHES) tomeat BIF],
rm <tomcat home>/bin/setenv. sh
<{tomcat home>/bin/shutdown. sh
{tomcat home>/bin/startup. sh
Agent ZHE5EMK, BEEHAMH.
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DEPSECURE A mgumE s mETE

Name AgentHE PR gz Action

v Bxv Fav B

BEv | Smv FREv OEE

| tomet 1 2032200234 | MIRIRANBORLER BEy BEv | FEv @

Status AgentEsFupdate HostName Agent Name Address Client Version Ja

M B CE R/l 228 T =, WINHRMRY, C&pkki.

DEPSECURE = n EEEE

56 2 1/3 0
SRS mEM | BwEArPR | BE#

HAMIABL T agent (LT IEREL, BARIEES (styx-PUESERTFH)

3. STYX—Hhek 48 il -t

& EE: PRI, fEEBRSEERAE T, 7 styx-agent. jat” XS HHR

3. L 2GR AR

3.1.1.Spring Boot

JR UG A B 2

java —jar app.war

EBUE IR 3%

java —javaagent:/root/styx/styx—agent. jar —jar app.war

G I A4

java —jar app.war

3.1.2. Tomcat

R setenv. sh IR E (tomcat JBBIF}, catalina 2 HBEH setenv. sh, FHHAT

HAigEa))
cat <<EOF >> setenv. sh
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export JAVA OPTS="-javaagent:/root/styx/styx—agent. jar ${JAVA OPTS}”

EOF

chmod +x setenv. sh

mv setenv <tomcat home>/bin/

1. EH/E3) tomeat
<{tomcat_ home>/bin/shutdown. sh
<{tomcat home>/bin/startup. sh

2. HIEH 7 LB setenv. sh, FHH )3 tomcat
rm <tomcat home>/bin/setenv. sh
<{tomcat_home>/bin/shutdown. sh
<{tomcat home>/bin/starup. sh

3. 1. 3. JBOSS

3.1.3.1. JBOSS 476

fT7F bin/run. sh, #EFEE L JAVA OPTS=NARLRIIAT,

# Setup JBoss specific properties

JAVA OPTS="-Dprogram. name=$PROGNAME $JAVA OPTS”
E NI JAVA OPTS=" —javaagent:/root/styx/styx—agent. jar §${JAVA OPTS}”

# Setup JBoss specific properties

JAVA OPTS="-Dprogram. name=$PROGNAME $JAVA OPTS”

JAVA OPTS="-javaagent:/root/styx/styx—agent. jar ${JAVA OPTS}”
HA

3. 1.3.2. JBOSS EAP Standalone &=,

FTJF bin/standalone. sh, #£%|# Display our environment 4, 7F FTH¥SII:
JAVA OPTS="-javaagent:/root/styx/styx—agent. jar ${JAVA OPTS}”
1. #EH

3.1.3.3. JBOSS EAP Domain

R server—group BB styx, It group NHIFTH MRS s %A styx, FTJF
domain/configuration/domain. xml SCAF, R Bl<server—groups>¥nis, fE & E 4% styx
) server—group HHHR < jvm> FREAN NN N EC & -
<{jvm—options>
<option value=" —javaagent:/root/styx/styx—agent. jar” />
<{jvm—options>

HIF
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3.1. 4. Wildfly

3.1.4.1.Wildfly Standalone AR=,

FTJF bin/standalone. sh, $RZF# Display our environment &b, 7E FHEEIN:
JAVA OPTS="-javaagent:/root/styx/styx—agent. jar §{JAVA OPTS}”
1. #EJH

3.1.4.2.Wildfly Domain =,

IR server—group BCE styx, Ut group NHIFTA KRS dedilie 234 styx, 17T
domain/configuration/domain. xml A, R Bll<server—groups>¥nis, fE FE L styx
(1) server—group F1#EEI< jvm—options> AU NN AL E -
<{jvm—options>
<option value=" —javaagent:/root/styx/styx-agent. jar” />
<{jvm—options>
#HJH wildfly

3.1.5. Jetty

JRAE ) JE B 4
java —jar app.war
1. BEUERE a4
java —javaagent:/root/styx/styx—agent. jar —jar app.war
2. ENEE R A4

java —jar app.war

3.1.6.WebLogic

3.1.6. 1. JEER TR

$THF bin/startWebLogic. sh, £ JAVA OPTIONS="${SAVE JAVA OPTIONS}” "F&hn.
JAVA OPTIONS="-javaagent:/root/styx/styx—agent. jar ${JAVA OPTIONS}”
1. #ES

3.1.6.2. BE R

& F| <weblogic—home>/user projects/domains/base domain/config H 3%, T JF
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config. xml A4, BB FEE 23 styx [)<server>/<{server—-start>/<argument s>,
fE<argument s>HRZE N
W0 javaagent ZHL.
W AR AN IR ZE W] LTSI, e g
{server>
{server—start>
<{arguments>—javaagent:/root/styx/styx—agent. jar</arguments>
{/server—start>

{/server>

HF

3. 1. 7. WebSphere

1. BL WAS 8.5 NI, fEfEh|E MK SHAZE, %EHE Servers —> Server Types
—>WebSphere Application Server, AN FHFIZR FMH:

2. EBREF A Styx BINAH GXHEZE serverl), ik NE PRI . 783 ULH A
NE, 3] Server Infrastructure —> Process definition, it

3. ZJafEAM, S Additional Properties —> Java Virtual Machine A JVM
A B ZH e S

4. fJ5HF] Generic JWM arguments, JIALL NS
—javaagent:/root/styx/styx—agent. jar

3. 1. 8. ZEIFITEK

ARG — KRR B ST BN 4%, TR H O I B 4 R P AR B S e ) oAt
Rife  FTUAERSSIE K styx I, T ERBE )R JAVA_TOOL_OPTIONS

styx-helper FI{ESE P& M ATEIR, FFEAEAE STYX MNG, a1 192. 168. 2. 228

styx—init FI{E setup empty dir volume, HITZLEMSSEBNHET setup &, Fir DLEASRAE
H
init-container. FEIFBEARE JAVA VERSION, {EA]A java8 ok javall FREfIEA &
APP NAME, #11 styx—test
apiVersion: apps/vl
kind: Deployment
metadata:
creationTimestamp: null
labels:
app: test—original
name: test—original
spec:
replicas: 1

selector:
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— name: styx—helper #styx—helper, &N styx BT ER

image: ture/styx:styx—helper.vl.0.8 #
volumeMounts: #
— name: styx—agents #
mountPath: /opt/styx/ #
env: #
— name: STYX MNG #
value: 7192.168. 2. 228" #FEBHUNILY Styx EHF &
ip #
initContainers: #styx—init FT7EMV55 )5 B0 ET 1% & 4
— name: styx—init #
image: ture/styx:styx—init.vl.0.8 #
volumeMounts: #
— name: styx—agents #
mountPath: /opt/styx #
env: #
— name: JAVA VERSION #
value: ”java8” #iFIRIEM S java lRAMEEL, B] A java8
B F javall
— name: APP NAME #
value: ”jsptest—k8s” HFBEHUNNSLHK, AME—FR

volumes: #
- name: styx—agents #emptyDir %=, FH)J &L styx fiff.
emptyDir: {} #
status: {}
IR K8S BT AR BE W R ar %, EA% styx-helper styx-init B A G
FE .
FHH MBI deployment yml A styx—helper Z28M styx—init AEEZIN M image.
docker load —i styx—helper. tar
docker load —i styx—init. tar
docker image tag ture/styx:styx—helper.vl. 0.8
new-registry. example. com/styx—helper:vl. 0. 8
docker image tag ture/styx:styx—init.vl.0.8
new-registry. example. com/styx—init:vl. 0. 8
docker push new-registry. example. com/styx—helper:vl. 0.8
docker push new-registry. example. com/styx—init:v1l.0.8

3. 1.9. BiF R BRI

AE L IIER — F HE 5 H &P HEAE Styx &R isiTIEH .
FTFF styx. json X, BEFERIIHE.
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N HEZRH Styx Agent B4 IEH IN#E:

RASP Agent: Premain Invoked
41N HERW Styx RASP jar SCAFCUAIEH INEL:
[STDOUT] Loaded /native/Linux/x86 64/librasp. so
[STDOUT] [rasp: 1.1.0]

### NOTE: This line varies based on the operating system. Windows
example:

Loaded /native/Windows/x86 64/rasp. dll
R H R SR 22 R C 4 1R R 3
Installing CmdinjectionAgentRuntime

Installing NetworkAgentRuntime

Installing PathTraversalAgentRuntime

Installing QueryAgentRuntime

Installing ServletAPIAgentRuntime

Installing WeakCyptoAgentRuntime

3. 1. 10 F@4E1

TETEIE DL D SR EN B 1«
1. Bk JW S8 Cof R E TV S80S )
—javaagent:$ {STYX ROOT}/plugins/styx—agent. jar
1. MBS Styx Cff
2. BEEMNHMRS ERENARS, 1 W S8E

4 iR AL

FHRET IR
® NEUFARE, THMAER RN
o EEZE, L,

[root@styx ~]# 1ls
anaconda-ks.cfg job
[root@styx ~1# fi

T+l
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[root@styx ~]# mkdir job2

[root@styx ~]# tar -vxf styx-env-2022-03-28_05.tar.gz -C job2/
docker-compose

docker-compose.yml

docker-images.tar

docker.service

docker.socket

docker.tgz

makefile

[root@styx ~]# 1s job2/

docker-compose docker-compose.yml docker-images.tar docker.service docker.socket docker.tgz makefile
[root@styx ~1# [

vV V V V

Pl TAE 307 job2” (RIRIMRIER H ) i,

NS “make install “SAN—TFHMR

R VI TAE H 2] job” (ZRTMRAKIEEH 5,

FiANfr4” make up-mgmt-only”, HFATHIRARS (kA3 MAHEFERSE, RIAR
BRI GITORNAR, A

Recreating job rabbitmg 1

job styx-helper-1 1 is up-to-date

job_mongodb 1 is up-to-date

job _mysqgl 1 is up-to-date

job styx-helper-2 1 is up-to-date
Recreating job styxserver 1
job_acme-daytime 1 is up-to-date
Recreating job_rabbitmg 1
Recreating job styxserver 1

R DY B8 04 A R A AN -

R A XEAHNTSOT B FEE AN, EE 7R NEEI s, HeE
fERI R 7 s images, FTLATE “make install “FHEi% )5, “job” HgAD
CIE NP



