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About the VM-Series Firewall

The Palo Alto Networks VM-Series firewall is the virtualized form of the Palo Alto Networks
next-generation firewall. It is positioned for use in a virtualized or cloud environment where it
can protect and secure east-west and north-south traffic.

VM-Series Models

VM-Series Deployments

VM-Series in High Availability

Upgrade the VM-Series Firewall

VM-Series Plugin

Enable Jumbo Frames on the VM-Series Firewall

Hypervisor Assigned MAC Addresses

Custom PAN-OS Metrics Published for Monitoring

Interface Used for Accessing External Services on the VM-Series Firewall
PacketMMAP and DPDK Driver Support

V V V V V V V V V V
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VM-Series Models

The VM-Series firewall is available in the following models—VM-50, VM-100, VM-200, VM-300, VM-500,
VM-700, and VM-1000-HV.

All models can be deployed as guest virtual machines on VMware ESXi and vCloud Air, KVM, Microsoft
Hyper-V, Cisco ACI, Cisco ENCS, and Cisco CSP. In the public cloud environments—Amazon Web Services,
Azure, Google Cloud Platform, Oracle Cloud Infrastructure, Alibaba Cloud—all models except the VM-50 are
supported; on VMware NSX, only the VM-100, VM-200, VM-300, VM-500, and VM-1000-HV firewalls are
supported. The software package (.xva, .ova, or .vhdx file) that is used to deploy the VM-Series firewall is
common across all models.

When you apply the capacity license on the VM-Series firewall, the model number and the associated
capacities are implemented on the firewall. Capacity is defined in terms of the number of sessions, rules,
security zones, address objects, IPSec VPN tunnels, and SSL VPN tunnels that the VM-Series firewall is
optimized to handle. To make sure that you purchase the correct model for your network requirements, use
the following table to understand the maximum capacity for each model and the capacity differences by
model:

Sessions Security Dynamic IP Security IPSec VPN SSL VPN
Rules Addresses Zones Tunnels Tunnels
VM-50 50,000 e 250 1,000 15 e 250 e 250
e 200 e 25in e 25in
in Lite Lite Lite
mode mode mode
VM-100 250,000 1,500 2,500 40 1,000 500
VM-200
VM-300 800,000 10,000 100,000 40 2,000 2,000
VM-1000-
HV
VM-500 2,000,000 10,000 100,000 200 4,000 6,000
VM-700 10,000,000 | 20,000 100,000 200 8,000 12,000

» The SD-WAN capabilities are supported on all VM-Series models, except the VM-50 and

VM-100.

For information on the platforms on which you can deploy the VM-Series firewall, see VM-Series
Deployments. For more information about the VM-Series firewall models, see the Palo Alto Networks
Firewall comparison tool. You can also review general information About the VM-Series Firewall.

e VM-Series System Requirements
e CPU Oversubscription
e VM-50 Lite Mode
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VM-Series System Requirements

Each instance of the VM-Series firewall requires a minimum resource allocation—number of CPUs, memory,
and disk space, on its host server. Use the table below to verify that you allocate the necessary hardware
resources for your VM-Series model.

VM-Series Model

Supported Hypervisors | Supported vCPUs | Minimum Memory

Minimum Hard
Drive

VM-50

ESXi, Hyper-V, KVM

e 55GB

e 4.5GBin Lite
mode

32GB (60GB at
boot)

VM-100
VM-200

AWS, Azure, ESXi,
Google Cloud
Platform, Hyper-V,
KVM, NSX-V, OClI,
Alibaba Cloud, Cisco
ACI, Cisco CSP, Cisco
ENCS

NSX-T (VM-100)

6.5GB

60GB

VM-300
VM-1000-HV

AWS, Azure, ESXi,
Google Cloud
Platform, Hyper-

V, KVM, NSX-V,
OCl, Alibaba Cloud,
Cisco ACI, Cisco CSP,
Cisco ENCS, NSX-T
(VM-300)

2,4

9GB

60GB

VM-500

AWS, Azure, ESXi,
Google Cloud
Platform, Hyper-V,
KVM, NSX-V, OClI,
Alibaba Cloud, Cisco
ACI, Cisco CSP, NSX

T

2,4,8

16GB

60GB

VM-700

AWS, Azure, ESXi,
Google Cloud
Platform, Hyper-V,
KVM, OClI, Alibaba
Cloud, Cisco ACI,
Cisco CSP, NSX-T

2,4,8,16

56GB

60GB

You can enable Lite mode on the VM-50. Lite mode is an alternative operating mode for environments
where resources are limited. For more information about Lite mode, see VM-50 Lite Mode.

\» To achieve the best performance, all of the needed cores should be available on a single

CPU socket.
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\» For operation, the VM-50 firewall requires minimum 32GB of hard drive space. However,
because the VM-Series base image is common to all models, you must allocate 60GB of
hard drive space until you license the VM-50.

The number of vCPUs assigned to the management plane and those assigned to the dataplane differs
depending on the total number of vCPUs assigned to the VM-Series firewall. If you assign more vCPUs than
those officially supported by the license, any additional vCPUs are assigned to the management plane.

Total vCPUs Management Plane vCPUs Dataplane vCPUs
2 1 1

4 2 2

8 2 6

16 4 12

CPU Oversubscription

The VM-Series firewall supports CPU oversubscription on all models. CPU oversubscription allows you
deploy a higher density of VM-Series firewalls on hypervisors running on x86 architecture. You can deploy
two (2:1) to five (5:1) VM-Series firewalls per required allocation of CPUs. When planning your deployment,
use the following formula to calculate the number of VM-Series firewalls your hardware can support.

(Total CPUs x Oversub Ratio)/CPUs per firewall = total number of VM-Series firewalls

For example, at a 5:1 ratio, a host machine with 16 physical CPU and at least 180GB of memory (40 x
4.5GB) can support up to 40 instances to the VM-50. Each VM-50 requires two vCPUs and five VM-50s
can be associated to each pair of vCPUs.

(16 CPUs x 5)/2 = 40 VM-50 firewalls

Beyond meeting the minimum VM-Series System Requirements, no additional configuration is required to
take advantage of oversubscription. Deploy VM-Series firewalls normally and resource oversubscription
occurs automatically. When planning your deployment, consider other functions, such as virtual switches,
and guest machines on the host that require hardware resources of their own.

— SERIES | SERIES SERIES | SERIES

VM-50 Lite Mode

The standard VM-50, while the smallest model of the VM-Series, requires more resources than are available
in some environments. The VM-50 Lite mode provides an alternative for environments where hardware
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resources are constrained. The VM-50 Lite requires 4.5GB of memory instead of the 5.5GB required by the
standard VM-50. The VM-50 Lite uses the same license as the standard VM-50 but comes up in Lite mode
when allocated 4.5GB of RAM.

a VM-50 Lite to avoid capacity mismatch issues. In the case of a capacity license
mismatch, the VM-50 (non-Lite) is considered to have a higher capacity; the VM-50
becomes non-functional while the VM-50 Lite remains functional.

e The VM-50 Lite does not support jumbo frames; the VM-50 and VM-50 Lite do not
support WildFire inline ML.

!\\ « In high availability deployments, both VM-Series firewalls must both be licensed as

L
General Information S X

Device Name  PA-VM

MGT IP Address
MGT Netmask
MGT Default Gateway

MGT IPv6 Address  unknown

MGT IPv6 Link Local Address  unknown
MGT IPv6 Default Gateway
MGT MAC Address

Model  PA-WM (lite)
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VM-Series Deployments

The VM-Series firewall can be deployed on the following platforms:
O VM-Series for VMware vSphere Hypervisor (ESXi) and vCloud Air

You can deploy any VM-Series model as a guest virtual machine on VMware ESXi; ideal for cloud or
networks where virtual form factor is required.

VM-SERIES

For details, see Set Up a VM-Series Firewall on an ESXi Server and Set Up the VM-Series Firewall on
vCloud Air.
O VM-Series on VMware NSX-V

The VM-100, VM-200, VM-300, VM-500, or VM-1000-HV is deployed as a network introspection
service with VMware NSX, and Panorama. This deployment is ideal for east-west traffic inspection, and
it also can secure north-south traffic.

VM-1000-HV

NSX Network Service Insertion

VMware ESXi

For details, see Set Up the VM-Series Firewall on VMware NSX-V.
O VM-Series on VMware NSX-T

You can deploy the VM-100, VM-300, VM-500, or VM-700 in your NSX-T environment.

For details, see Set Up the VM-Series Firewall on VMware NSX-T (North-South).
O VM-Series for Amazon Web Services (AWS)

You can deploy any VM-Series model, except the VM-50, on EC2 instances on the AWS Cloud.

For details, see Set Up the VM-Series Firewall on AWS.

O VM-Series for Google Cloud Platform
You can deploy any VM-Series model, except the VM-50 and the VM-50 Lite on Google Compute
Engine instances. For details, see Set Up the VM-Series Firewall on Google Cloud Platform.

O VM-Series for Kernel Virtualization Module (KVM)
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You can deploy any VM-Series model on a Linux server that is running the KVM hypervisor. For details,
see Set Up the VM-Series Firewall on KVM.

O VM-Series for Microsoft Hyper-V

You can deploy any VM-Series model on a Windows Server 2012 R2 server with the Hyper-V role add-
on enabled or a standalone Hyper-V 2012 R2 server. For details, see Set Up the VM-Series Firewall on
Hyper-V.

O VM-Series for Microsoft Azure

You can deploy any VM-Series model, except the VM-50, on the Azure VNet.

For details, see Set up the VM-Series Firewall on Azure.
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VM-Series in High Availability

High availability (HA) is a configuration in which two firewalls are placed in a group and their configuration
is synchronized to prevent a single point of failure on your network. A heartbeat connection between

the firewall peers ensures seamless failover in the event that a peer goes down. Setting up the firewalls

in a two-device cluster provides redundancy and allows you to ensure business continuity. In an HA
configuration on the VM-Series firewalls, both peers must be deployed on the same type of hypervisor,
have identical hardware resources (such as CPU cores/network interfaces) assigned to them, and have the
set same of licenses/subscriptions. For general information about HA on Palo Alto Networks firewalls, see
High Availability.

The VM-Series firewalls support stateful active/passive or active/active high availability with session

and configuration synchronization. The active/active deployment is supported in virtual wire and Layer 3
deployments on some private cloud hypervisors, and is recommended only if each firewall needs its own
routing instances and you require full, real-time redundancy out of both firewalls all the time. To configure
the VM-Series firewall as an HA pair, see Configure Active/Passive HA and Configure Active/Active HA.

If you are deploying the VM-Series firewall in the public cloud, such as on the Amazon Web Services (AWS)
or Azure, you can use the traditional active/passive HA configuration; see High Availability for VM-Series
Firewall on AWS and Set up Active/Passive HA on Azure. Alternatively, because of the innate differences
in how resource or region redundancy is built into the cloud infrastructure as compared to a private data
center, to take advantage of native cloud services and build a resilient architecture that maximizes uptime,
see

e AWS— Auto Scale VM-Series Firewalls with the Amazon ELB to deploy multiple firewalls across two or
more Availability Zones within a VPC.

e Azure— VM-Series and Azure Application Gateway Template Parameters.

Features/ Links Supported

Active/Passive HA No No
Active/Active HA No | No | No No No No
HA 1 No No
HA2—(session synchronization and No No
keepalive)

HA3 No | No | No No No No

High availability for the VM-Series firewall on NSX-T (E/W) is achieved through the NSX-T feature called
service health check. This NSX-T feature allows you to simulate high availability in the case of a service
instance failing. When configured with the VM-Series firewall, if a VM-Series service instance fails, any
traffic directed to that firewall is redirect to another firewall instance in the cluster (for service cluster
deployments) or a firewall instance on another host (for host-based deployments). See Configure the
Service Definition on Panorama for the VM-Series firewall on NSX-T (E/W) for more information.
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Upgrade the VM-Series Firewall

Upgrading the PAN-OS version or VM-Series model allows you to add the latest features and fixes that help
improve the security capabilities and performance of your firewalls.

The standard PAN-OS release is just that; the normal version of PAN-OS that can be installed on all Palo
Alto Networks firewalls. The PAN-OS XFR releases are for VM-Series firewalls only and can include
new features and bug fixes for VM-Series firewalls. If you install a PAN-OS XFR image on the VM-Series
firewalls, the features and fixes are not available in PAN-OS versions that are earlier than the software
version you have installed.

Because XFR images include features and fixes that are specific to VM-Series firewalls, if you upgrade to

an XFR release, you must stay on XFR releases to keep XFR specific features until the next major PAN-OS
release; all the fixes and capabilities available in XFR will be cumulatively rolled into the next major PAN-OS
release.

e Upgrade the PAN-OS Software Version (Standalone Version)
e Upgrade the PAN-OS Software Version (HA Pair)

e Upgrade the PAN-OS Software Version Using Panorama

e Upgrade the PAN-OS Software Version (VM-Series for NSX)
e Upgrade the VM-Series Model

e Upgrade the VM-Series Model in an HA Pair

e Downgrade a VM-Series Firewall to a Previous Release

For instructions on installing your VM-Series firewall, see VM-Series Deployments.
 Verify the VM-Series System Requirements for your firewall model before you upgrade. If

your firewall has less than 5.5GB memory, the system capacity (number of sessions, rules,
security zones, address objects, etc) on the firewall will be limited to that of the VM-50 Lite.

Upgrade the PAN-QOS Software Version (Standalone Version)

Review the new features, addressed issues, and known issues and then use the following procedure to
upgrade a firewall that is not in an HA configuration.

To avoid impacting traffic, plan to upgrade within the outage window. Ensure the firewall
is connected to a reliable power source. A loss of power during an upgrade can make the
firewall unusable.

STEP 1| Verify that enough hardware resources are available to the VM-Series firewall.

Refer to the VM-Series System Requirements to see the resource requirements for each VM-Series
model. Allocate additional hardware resources before continuing the upgrade process; the process for
assigning additional hardware resources differs on each hypervisor.

If the VM-Series firewall does not have the required resources for the model, it defaults to the capacity
associated with the VM-50.

STEP 2 | From the web interface, navigate to Device > Licenses and make sure you have the correct
VM-Series firewall license and that the license is activated.

On the VM-Series firewall standalone version, navigate to Device > Support and make sure that you
have activated the support license.

STEP 3| Save a backup of the current configuration file.
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O Although the firewall automatically creates a configuration backup, it is a best practice to
i create and externally store a backup before you upgrade.

=

Select Device > Setup > Operations and click Export named configuration snapshot.

Select the XML file that contains your running configuration (for example, running-config.xml) and
click OK to export the configuration file.

3. Save the exported file to a location external to the firewall. You can use this backup to restore the
configuration if you have problems with the upgrade.

N

STEP 4 | If you have enabled User-ID, after you upgrade, the firewall clears the current IP address-
to-username and group mappings so that they can be repopulated with the attributes from
the User-1D sources. To estimate the time required for your environment to repopulate the
mappings, run the following CLI commands on the firewall.

e For IP address-to-username mappings:

e show user user-id-agent state all
e show user server-nonitor state all
e For group mappings: show user group-mappi ng statistics

STEP 5 | Ensure that the firewall is running the latest content release version.
1. Select Device > Dynamic Updates and see which Applications or Applications and Threats content
release version is Currently Installed.

2. If the firewall is not running the minimum required content release version or a later version required
for PAN-OS, Check Now to retrieve a list of available updates.

3. Locate and Download the desired content release version.
After you successfully download a content update file, the link in the Action column changes from
Download to Install for that content release version.

4. Install the update.

STEP 6 | Upgrade the VM-Series plugin.

1. Before upgrading, check the latest Release Notes for details on whether a new VM-Series plugin
affects your environment.

For example, suppose a new VM-Series plugin version only includes AWS features. To take
advantage of the new features, you must update the plugin on your VM-Series firewall instances on
AWS.

o Do not install an upgrade that does not apply to your environment.
Apgr
2. Login to the VM-Series firewall and check the dashboard to view the plugin version.

3. Select Device > Plugins to view the plugin version. Use Check Now to check for updates.
4. Select the version of the plugin and click Install in the Action column to install the plugin.

STEP 7 | Upgrade PAN-OS.

» If your firewall does not have internet access from the management port, you can
download the software image from the Palo Alto Networks Customer Support Portal and
then manually Upload it to your firewall.

1. Select Device > Software and click Check Now to display the latest PAN-OS updates.
2. Locate and Download the target PAN-OS version.
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3. After you download the image (or, for a manual upgrade, after you upload the image), Install the
image.
4. After the installation completes successfully, reboot using one of the following methods:

e If you are prompted to reboot, click Yes.
e If you are not prompted to reboot, select Device > Setup > Operations and click Reboot Device.

At this point, the firewall clears the User-ID mappings, then connects to the User-ID
& sources to repopulate the mappings.

5. If you have enabled User-1D, use the following CLI commands to verify that the firewall has
repopulated the IP address-to-username and group mappings before allowing traffic.

e show user ip-user-mapping all
e show user group list

6. If you are upgrading to an XFR release for the first time, repeat this step to upgrade to the
corresponding XFR release.

STEP 8 | Verify that the firewall is passing traffic.

Select Monitor > Session Browser and verify that you are seeing new sessions.

Upgrade the PAN-OS Software Version (HA Pair)

Use the following procedure to upgrade a pair of firewalls in a high availability (HA) configuration. This
procedure applies to both active/passive and active/active configurations.

To avoid downtime when upgrading firewalls that are in a high availability (HA) configuration, update one
HA peer at a time: For active/active firewalls, it doesn’t matter which peer you upgrade first (though for
simplicity, this procedure shows you how to upgrade the active-secondary peer first). For active/passive
firewalls, you must upgrade the passive peer first, suspend the active peer (fail over), update the active peer,
and then return that peer to a functional state (fail back). To prevent failover during the upgrade of the HA
peers, you must make sure preemption is disabled before proceeding with the upgrade. You only need to
disable preemption on one peer in the pair.

To avoid impacting traffic, plan to upgrade within the outage window. Ensure the firewalls are
connected to a reliable power source. A loss of power during an upgrade can make firewalls
unusable.

STEP 1| Verify that enough hardware resources are available to the VM-Series firewall.

Refer to the VM-Series System Requirements to see the resource requirements for each VM-Series
model. Allocate additional hardware resources before continuing the upgrade process; the process for
assigning additional hardware resources differs on each hypervisor.

If the VM-Series firewall does not have the required resources for the model, it defaults to the capacity
associated with the VM-50.

STEP 2 | From the web interface, navigate to Device > Licenses and make sure you have the correct
VM-Series firewall license and that the license is activated.
On the VM-Series firewall standalone version, navigate to Device > Support and make sure that you
have activated the support license.

STEP 3| Save a backup of the current configuration file.
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0 Although the firewall automatically creates a backup of the configuration, it is a best
i practice to create and externally store a backup before you upgrade.

Perform these steps on each firewall in the pair:

1.
2.

3.

Select Device > Setup > Operations and click Export named configuration snapshot.

Select the XML file that contains your running configuration (for example, running-config.xml) and
click OK to export the configuration file.

Save the exported file to a location external to the firewall. You can use this backup to restore the
configuration if you have problems with the upgrade.

STEP 4 | If you have enabled User-ID, after you upgrade, the firewall clears the current IP address-
to-username and group mappings so that they can be repopulated with the attributes from
the User-1D sources. To estimate the time required for your environment to repopulate the
mappings, run the following CLI commands on the firewall.

For IP address-to-username mappings:

e show user user-id-agent state all
e show user server-nonitor state all
For group mappings: show user group-mappi ng statistics

STEP 5 | Ensure that each firewall in the HA pair is running the latest content release version.

Refer to the release notes for the minimum content release version you must install for a PAN-OS 9.1
release. Make sure to follow the Best Practices for Application and Threat Updates.

1.

2.

3.

4.

Select Device > Dynamic Updates and check which Applications or Applications and Threats to
determine which update is Currently Installed.

If the firewalls are not running the minimum required content release version or a later version
required for the software version you are installing, Check Now to retrieve a list of available updates.

Locate and Download the desired content release version.

After you successfully download a content update file, the link in the Action column changes from
Download to Install for that content release version.

Install the update. You must install the update on both peers.

STEP 6 | Upgrade the VM-Series plugin.

1.

w

Before upgrading, check the latest Release Notes for details on whether a new VM-Series plugin
affects your environment.

For example, suppose a new VM-Series plugin version only includes AWS features. To take
advantage of the new features, you must update the plugin on your VM-Series firewall instances on
AWS.

Do not install an upgrade that does not apply to your environment.
ipgr
Log in to the VM-Series firewall and check the dashboard to view the plugin version.

Select Device > Plugins to view the plugin version. Use Check Now to check for updates.
Select the version of the plugin and click Install in the Action column to install the plugin.

When installing the plugin on VM-Series firewalls in an HA pair, install the plugin on the passive
peer before the active peer. After installing the plugin on the passive peer, it will transition to a non-
functional state. Installing the plugin on the active peer returns the passive peer to a functional state.
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STEP 7 | Disable preemption on the first peer in each pair. You only need to disable this setting on one
firewall in the HA pair but ensure that the commit is successful before you proceed with the
upgrade.

1. Select Device > High Availability and edit the Election Settings.
2. If enabled, disable (clear) the Preemptive setting and click OK.
3. Commit the change.

STEP 8| Install the PAN-OS release on the first peer. If you are upgrading to an XFR release, install the
version that corresponds to the XFR release.
To minimize downtime in an active/passive configuration, upgrade the passive peer first. For an active/
active configuration, upgrade the secondary peer first. As a best practice, if you are using an active/
active configuration, we recommend upgrading both peers during the same maintenance window.

v~ If you want to test that HA is functioning properly before the upgrade, consider upgrading
"N A the active peer in an active/passive configuration first to ensure that failover occurs

=  without incident.

1. On the first peer, select Device > Software and click Check Now for the latest updates.
2. Locate and Download the target PAN-OS version.

> If your firewall does not have internet access from the management port, you can
download the software image from the Palo Alto Networks Support Portal and then
manually Upload it to your firewall.
3. After you download the image (or, for a manual upgrade, after you upload the image), Install the
image.
4. After the installation completes successfully, reboot using one of the following methods:

e If you are prompted to reboot, click Yes.
e If you are not prompted to reboot, select Device > Setup > Operations and Reboot Device.

5. After the device finishes rebooting, view the High Availability widget on the Dashboard and
verify that the device you just upgraded is still the passive or active-secondary peer in the HA
configuration.

STEP 9 | Install the PAN-OS release on the second peer. If you are upgrading to an XFR release, install
the version that corresponds to the XFR release.

1. Suspend the active peer so that HA fails over to the peer you
just upgraded.

1. On the active peer, select Device > High Availability > Operational Commands and click Suspend
local device.

2. View the High Availability widget on the Dashboard and verify that the state changes to Passive.
3. On the other peer, verify that it is active and is passing traffic (Monitor > Session Browser).

On the second peer, select Device > Software and click Check Now for the latest updates.

Locate and Download the target PAN-OS version.

After you download the image, Install it.

After the installation completes successfully, reboot using one of the following methods:

oo

e If you are prompted to reboot, click Yes.
e If you are not prompted to reboot, select Device > Setup > Operations and Reboot Device.

6. From the CLI of the peer you just upgraded, run the following
command to make the firewall functional again:

request high-availability state functional
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STEP 10 ( ) Upgrade the first peer and second peer to PAN-OS XFR by

repeating Step 8 and Step 9.

STEP 11| Verify that both peers are passing traffic as expected.

In an active/passive configuration, only the active peer should be passing traffic; both peers should be
passing traffic in an active/active configuration.

Run the following CLI commands to confirm that the upgrade succeeded:

o ( ) To verify that active peers are passing traffic, run the show sessi on al |
command.

e To verify session synchronization, run the show hi gh-availability interface ha2
command and make sure that the Hardware Interface counters on the CPU table are increasing as
follows:

¢ In an active/passive configuration, only the active peer shows packets transmitted; the passive
peer will show only packets received.

> If you enabled HA2 keep-alive, the hardware interface counters on the passive
peer will show both transmit and receive packets. This occurs because HA2
keep-alive is bi-directional, which means that both peers transmit HA2 keep-alive
packets.
¢ In an active/active configuration, you will see packets received and packets transmitted on both
peers.

STEP 12 | If you disabled preemption prior to the upgrade, re-enable it now.

1. Select Device > High Availability and edit the Election Settings.
2. Select Preemptive and click OK.
3. Commit the change.

Upgrade the PAN-OS Software Version Using Panorama

Use the following procedure to upgrade firewalls that you manage with Panorama. This procedure applies
to standalone firewalls and firewalls deployed in a high availability (HA) configuration.

\» If Panorama is unable to connect directly to the update server, follow the procedure for
deploying updates to firewalls when Panorama is not internet-connected so that you can
manually download images to Panorama and then distribute the images to firewalls.

Before you can upgrade firewalls from Panorama, you must:

(]

Make sure Panorama is running the same or a later PAN-OS version than you are upgrading to. You must
upgrade Panorama and its Log Collectors to 9.1 before upgrading the managed firewalls to this version.
In addition, when upgrading Log Collectors to 9.1, you must upgrade all Log Collectors at the same time
due to changes in the logging infrastructure.

Plan for an extended maintenance window of up to six hours when upgrading Panorama to 9.1. This
release includes significant infrastructure changes, which means that the Panorama upgrade will take
longer than in previous releases.

Ensure that firewalls are connected to a reliable power source. A loss of power during an upgrade can
make a firewall unusable.

STEP 1| After upgrading Panorama, commit and push the configuration to the firewalls you are planning

to upgrade.
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STEP 2 | Verify that enough hardware resources are available to the VM-Series firewall.

Refer to the VM-Series System Requirements to see the resource requirements for each VM-Series
model. Allocate additional hardware resources before continuing the upgrade process; the process for
assigning additional hardware resources differs on each hypervisor.

If the VM-Series firewall does not have the required resources for the model, it defaults to the capacity
associated with the VM-50.

STEP 3 | From the web interface, navigate to Device > Licenses and make sure you have the correct
VM-Series firewall license and that the license is activated.

On the VM-Series firewall standalone version, navigate to Device > Support and make sure that you
have activated the support license.

STEP 4 | Save a backup of the current configuration file on each managed firewall you plan to upgrade.

Although the firewall automatically creates a configuration backup, it is a best practice to
iy create and externally store a backup before you upgrade.

1. From the Panorama web interface, select Panorama > Setup > Operations and click Export
Panorama and devices config bundle to generate and export the latest configuration backup of
Panorama and of each managed appliance.

2. Save the exported file to a location external to the firewall. You can use this backup to restore the
configuration if you have problems with the upgrade.

STEP 5 | Update the content release version on the firewalls you plan to upgrade.

Refer to the Release Notes for the minimum content release version required for PAN-OS 9.1. Make
sure to follow the Best Practices for Application and Threat Updates when deploying content updates to
Panorama and managed firewalls.

1. Select Panorama > Device Deployment > Dynamic Updates and Check Now for the latest updates. If
an update is available, the Action column displays a Download link.

2. If not already installed, Download the latest content release version.

3. Click Install, select the firewalls on which you want to install the update, and click OK. If you are
upgrading HA firewalls, you must update content on both peers.

STEP 6| ( ) If you will be upgrading firewalls that are part of an HA pair, disable
preemption. You need only disable this setting on one firewall in each HA pair.
1. Select Device > High Availability and edit the Election Settings.
2. If enabled, disable (clear) the Preemptive setting and click OK.
3. Commit your change. Make sure the commit is successful before you proceed with the upgrade.

STEP 7 | Download the target PAN-OS release image.

1. Select Panorama > Device Deployment > Software and Check Now for the latest release versions.

2. Download the firewall-specific file (or files) for the release version to which you are upgrading. You
must download a separate installation file for each firewall model (or firewall series) that you intend
to upgrade.

STEP 8 | Install the PAN-OS software update on the firewalls.

1. Click Install in the Action column that corresponds to the firewall models you want to upgrade.

2. In the Deploy Software file dialog, select all firewalls that you want to upgrade. To reduce downtime,
select only one peer in each HA pair. For active/passive pairs, select the passive peer; for active/
active pairs, select the active-secondary peer.
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( ) Make sure Group HA Peers is not selected.

Select Reboot device after install.

To begin the upgrade, click OK.

After the installation completes successfully, reboot using one of the following methods:

ok w

e If you are prompted to reboot, click Yes.
e If you are not prompted to reboot, select Device > Setup > Operations and Reboot Device.

7. After the firewalls finish rebooting, select Panorama > Managed Devices and verify the Software
Version is 9.1.0 for the firewalls you upgraded. Also verify that the HA status of any passive firewalls
you upgraded is still passive.

STEP 9 | ( ) Upgrade the second HA peer in each HA pair.

1. ( ) Suspend the active device in each active/passive pair you are
upgrading.

1. Switch context to the active firewall.
2. In the High Availability widget on the Dashboard, verify that Local firewall state is Active and the
Peer is Passive).
3. Select Device > High Availability > Operational Commands > Suspend local device.
4. Go back to the High Availability widget on the Dashboard and verify that Local changed to
Passive and Peer changed to Active.
2. Go back to the Panorama context and select Panorama > Device Deployment > Software.
3. Click Install in the Action column that corresponds to the firewall models of the HA pairs you are
upgrading.
4. In the Deploy Software file dialog, select all firewalls that you want to upgrade. This time, select only
the peers of the HA firewalls you just upgraded.
Make sure Group HA Peers is not selected.
Select Reboot device after install.
To begin the upgrade, click OK.
After the installation completes successfully, reboot using one of the following methods:

© N o,

e If you are prompted to reboot, click Yes.
e If you are not prompted to reboot, select Device > Setup > Operations and Reboot Device.

9. ( ) From the CLI of the peer you just upgraded, run the following
command to make the firewall functional again:

request high-availability state functional

STEP 10 ( ) Upgrade the first peer and second peer to PAN-OS XFR by
repeating Step 8 and Step 9.

STEP 11 | Verify the software and content release version running on each managed firewall.

1. On Panorama, select Panorama > Managed Devices.
2. Locate the firewalls and review the content and software versions in the table.

For HA firewalls, you can also verify that the HA Status of each peer is as expected.

STEP 12| If you disabled preemption on one of your HA firewalls before
you upgraded, then edit the Election Settings (Device > High Availability) and re-enable the
Preemptive setting for that firewall and then Commit the change.

Upgrade the PAN-OS Software Version (VM-Series for NSX)

Choose the upgrade method that best suits your deployment.
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e Upgrade the VM-Series for NSX During a Maintenance Window—use this option to upgrade the VM-
Series firewall during a maintenance window without changing the OVF URL in the service definition.

e Upgrade the VM-Series for NSX Without Disrupting Traffic—use this option to upgrade the VM-Series
firewall without disrupting service to the guest VMs or changing the OVF URL in the service definition.

e Upgrade the VM-Series for NSX by Changing the OVF URL—use this option to upgrade the VM-Series
firewall by changing the OVF URL in the service definition.

The following graphics displays the currently supported combinations of Panorama and the Panorama

plugin for VMware NSX, as well as the upgrade paths you are required to follow to upgrade successfully.

e Each box below represents a supported combination.

e When upgrading the Panorama plugin for NSX or Panorama in an HA pair, upgrade the passive
Panorama peer first, followed by the active HA peer.

Before upgrading your VM-Series for VMware NSX deployment, review the upgrade paths shown below

to understand the upgrade steps to arrive at the plugin and PAN-OS combination that best suits your

environment.

Pano| B8.1.x » Pano| 9.0.8+ Pano| 9.0.8+ P Pano| 9.1.x » Pano| 10.0.x
N Sx_v NSX| 2.0.6 NSX| 2.0.6 » NSX | 3.2.0 NSX | 3.2.0 NSX | 3.2.0
Required to
upgrade to 3.2.0
Pano| 9.0.x P Pano| 9.1.x » Pano| 10.0.x
Note: Panorama 9.0.8+ minimum NSX 3.1.0 NSX 3.1.0 NSX 3.1.0
reguirement for NSX Plugin 3.2.0
N Sx T Pano| 9.0.5+ » Pano| 9.0.8 Pano| 9.0.8+ Pano| 9.1.x » Pano| 10.0.x
-
NSX 3.0.1 NSX 3.0.1 P NSK 3.2.0 NSX 3.2.0 NSX 3.2.0
N-S
Pano| 9.0.5+ » Pano| 9.0.8
NSX 3.1.0 NSX 3.1.0
Pano| 9.1.0 Pano| 10.0.x
Note: Panorama 9.0.8+ minimum NSX 3.1.0 / NSX 3.1.0
reguirement for NSX Plugin 3.2.0
N Sx T Pano| 9.1.x » Pano| 10.0.x jPano 10.0.x
-
NSX 3.1.0 NSX 3.1.0 > NSX 3.2.0
E-W
Pano 9.1.x
NSX 3.2.0

Upgrade the VM-Series for NSX During a Maintenance Window

For the VM-Series Firewall NSX edition, use Panorama to upgrade the software version on the firewalls.
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STEP 1| Review the VM-Series for VMware NSX upgrade paths.

STEP 2 | Allocate additional hardware resources to your VM-Series firewall.

Verify that enough hardware resources are available to the VM-Series firewall. Refer to the VM-Series
System Requirements to see the new resource requirements for each VM-Series model. Allocate
additional hardware resources before continuing the upgrade process. The process for assigning
additional hardware resources differs on each hypervisor.

STEP 3 | Save a backup of the current configuration file on each managed firewall that you plan to
upgrade.

O Although the firewall will automatically create a backup of the configuration, it is a best
iy practice to create a backup prior to upgrade and store it externally.

1. Select Device > Setup > Operations and click Export Panorama and devices config bundle. This
option is used to manually generate and export the latest version of the configuration backup of
Panorama and of each managed device.

2. Save the exported file to a location external to the firewall. You can use this backup to restore the
configuration if you have problems with the upgrade.

STEP 4 | Check the Release Notes to verify the Content Release version required for the PAN-OS
version.

The firewalls you plan to upgrade must be running the Content Release version required for the PAN-OS
version.

1. Select Panorama > Device Deployment > Dynamic Updates.

2. Check for the latest updates. Click Check Now (located in the lower left-hand corner of the window)
to check for the latest updates. The link in the Action column indicates whether an update is
available. If a version is available, the Download link displays.

3. Click Download to download a selected version. After successful download, the link in the Action
column changes from Download to Install.

4. Click Install and select the devices on which you want to install the update. When the installation
completes, a check mark displays in the Currently Installed column.

STEP 5 | Deploy software updates to selected firewalls.

> If your firewalls are configured in HA, make sure to clear the Group HA Peers check box
l and upgrade one HA peer at a time.

1. Select Panorama > Device Deployment > Software.

2. Check for the latest updates. Click Check Now (located in the lower left-hand corner of the window)
to check for the latest updates. The link in the Action column indicates whether an update is
available.

3. Review the File Name and click Download. Verify that the software versions that you download
match the firewall models deployed on your network. After successful download, the link in the
Action column changes from Download to Install.

4. Click Install and select the devices on which you want to install the software version.

Select Reboot device after install, and click OK.

6. If you have devices configured in HA, clear the Group HA Peers check box and upgrade one HA peer
at a time.

v

STEP 6 | Verify the software and Content Release version running on each managed device.
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1. Select Panorama > Managed Devices.
2. Locate the device(s) and review the content and software versions on the table.

Upgrade the VM-Series for NSX Without Disrupting Traffic

Use the following procedure to upgrade the PAN-OS version of the VM-Series firewalls in your VMware
NSX environment. This procedure allows you to perform the PAN-OS upgrade without disrupting traffic by
migrating VMs to different ESXi hosts.

STEP 1| Review the VM-Series for VMware NSX upgrade paths.

STEP 2 | Save a backup of the current configuration file on each managed firewall that you plan to
upgrade.

Although the firewall will automatically create a backup of the configuration, it is a best
g practice to create a backup prior to upgrade and store it externally.

1. Select Device > Setup > Operations and click Export Panorama and devices config bundle. This
option is used to manually generate and export the latest version of the configuration backup of
Panorama and of each managed device.

2. Save the exported file to a location external to the firewall. You can use this backup to restore the
configuration if you have problems with the upgrade.

STEP 3| Check the Release Notes to verify the Content Release version required for the PAN-OS
version.

The firewalls you plan to upgrade must be running the Content Release version required for the PAN-OS
version.

1. Select Panorama > Device Deployment > Dynamic Updates.

2. Check for the latest updates. Click Check Now (located in the lower left-hand corner of the window)
to check for the latest updates. The link in the Action column indicates whether an update is
available. If a version is available, the Download link displays.

3. Click Download to download a selected version. After successful download, the link in the Action
column changes from Download to Install.

4. Click Install and select the devices on which you want to install the update. When the installation
completes, a check mark displays in the Currently Installed column.

STEP 4 | Download the PAN-OS image to all VM-Series firewalls in the cluster.

1. Login to Panorama.
2. Select Panorama > Device Deployment > Software.

3. Click Refresh to view the latest software release and also review the Release Notes to view a
description of the changes in a release and to view the migration path to install the software.

4. Click Download to retrieve the software then click Install.

g Do not reboot the VM-Series firewalls after installing the new software image.

5. Select the managed devices to be upgraded.
6. Clear the Reboot device after install check box.

30 VM-SERIES DEPLOYMENT GUIDE | About the VM-Series Firewall

© 2020 Palo Alto Networks, Inc.



D Upload only to device [do not install) D Reboot device after instal

7.

[ ] Group HA Peers [] Filter Selected (0}

Click OK.

STEP 5 | Upgrade the VM-Series firewall on the first ESXi host in the cluster.

1.

Ao

o

8.

Login to vCenter.

Select Hosts and Clusters.

Right-click the host and select Maintenance Mode > Enter Maintenance Mode.

Migrate (automatically or manually) all VMs, except the VM-Series firewall, off of the host.

Power off the VM-Series firewall. This should happen automatically upon entering maintenance
mode on the host.

(Optional) Assign additional CPUs or memory to the VM-Series firewall before continuing with the
upgrade process.

Verify that enough hardware resources are available to the VM-Series firewall. Refer to the VM-
Series System Requirements to see the new resource requirements for each VM-Series model.
Right-click the host and select Maintenance Mode > Exit Maintenance Mode. Exiting maintenance
mode causes the NSX ESX Agent Manager (EAM) to power on the VM-Series firewall. The firewall
reboots with the new PAN-OS version.

Migrate (automatically or manually) all VMs back to the original host.

STEP 6 | Repeat this process for each VM-Series firewall on each ESXi host.

STEP 7 | Verify the software and Content Release version running on each managed device.

1.
2.

Select Panorama > Managed Devices.
Locate the device(s) and review the content and software versions on the table.

Upgrade the VM-Series for NSX by Changing the OVF URL

You can upgrade the PAN-OS version of your VM-Series firewall for NSX by changing the OVF URL in the
service definition. If you do not change the OVF URL, any firewalls deployed in the future will be running
the currently installed version of PAN-OS and require an additional upgrade. Changing the service definition
requires you to redeploy the firewalls, which causes a disruption of service. Therefore, Palo Alto Networks
recommends that you perform this upgrade during a maintenance window.

STEP 1| Review the VM-Series for VMware NSX upgrade paths.

STEP 2 | Save a backup of the current configuration file of the firewalls that you plan to upgrade.

o Although the firewall will automatically create a backup of the configuration, create a
ipg backup prior to upgrade and store it externally.
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1. Select Device > Setup > Operations and click Export Panorama and devices config bundle. This
option is used to manually generate and export the latest version of the configuration backup of
Panorama and of each managed device.

2. Save the exported file to a location external to the firewall. You can use this backup to restore the
configuration if you have problems with the upgrade.

STEP 3 | Check the Release Notes to verify the Content Release version required for the new PAN-OS
version.

The firewalls you plan to upgrade must be running the Content Release version required for the PAN-OS
version.

1. Select Panorama > Device Deployment > Dynamic Updates.

2. Check for the latest updates. Click Check Now (located in the lower left-hand corner of the window)
to check for the latest updates. The link in the Action column indicates whether an update is
available. If a version is available, the Download link displays.

3. Click Download to download a selected version. After successful download, the link in the Action
column changes from Download to Install.

4. Click Install and select the devices on which you want to install the update. When the installation
completes, a check mark displays in the Currently Installed column.

STEP 4 | Download the new PAN-OS base image file.

1. Register your VM-Series firewall and obtain the OVA file from the Palo Alto Networks Customer
Support web site.

» Select the ovf file that matches the VM-Series model you plan to deploy. For the
VM-200, use vm100.ovf. For the VM-1000-HV, use vm300.0vf.

2. Unzip the image file to extract and save the .ovf, mf, and .vmdk files to a directory accessible to NSX
Manager. Place all three files in the same directory. These files are used to deploy each instance of
the firewall.

If needed, modify the security settings on the server so that you can download the file types.
For example, on the IIS server modify the Mime Types configuration; on an Apache server edit
the .htaccess file.

STEP 5| Add the new OVF URL to your service definition configuration.
1. Select Panorama > VMware NSX > Service Definitions, and select the service definition you want to
edit.

2. In VM-Series OVF URL, add the location of the web server that hosts the new ovf file. Both
http and https are supported protocols. For example, enter https://acme.com/software/PA-VM-
NSX.9.1.0.0vf.

¥ You can use the same ovf version or different versions across service definitions.
Using different ovf versions across service definitions allows you to vary the PAN-OS
version on the VM-Series firewalls in different ESXi clusters

Click OK.
4. Select Commit > Commit to Panorama > Commit.

w

Changing the OVF URL and committing it to Panorama triggers a configuration mismatch on NSX
Manager. In vCenter, you must resolve the mismatch to redeploy the firewalls tied to the service
definition.
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STEP 6 | Manually deactivate the VM-Series for NSX license. Complete this task through the Panorama

CLI or web interface.

e Use therequest

Deactivate a Feature License or Subscription Using the CLI.

follow the steps to manually deactivate the license.

i cense deactivate keyfeatures <nanme> node nmanual CLI command

To Deactivate the VM-Series for NSX license, choose Complete Manually (instead of Continue) and

STEP 7 | Redeploy the firewalls. Redeploying your firewalls will interrupt any traffic moving across the

firewalls.
1. Login to vSphere.

2. Select Network & Security > Installation > Service Deployments.
3. Click the Failed icon in the Installation Status column to display the System Alarm window.
4. Click Resolve. Clicking Resolve redeploys the firewalls with the new ovf.

!\‘ Redeploying your firewalls will interrupt traffic that is redirected to the firewalls.

vmware" vSphere Web Client  #=
Navigator X Installation
Management Host Preparation  Logical Network Preparation
Networking & Security NSX Manager: | | »
5 NSXHome System Alarm x
£ Dashboard Progress Status Failed

¥ Installation

'n Logical Switches
= NSXEdges
M Firewall
[ SpoofGuard
& Senvice Definitions
J7] Senvice Composer
+ Tools

Flow Monitoring

28 Traceflow
[ied Endpoint Monitaring

Operational Status :

Target Reason

Cluster-B

Enabled

Service NSX-Service-

Status

Unresolved

1items |mh Export =

Resolve

[ Copy =,

+ Networking & Security Inventory

LBS MY hMananare

Y

STEP 8| Verify that your firewalls have redeployed successfully.

1. Select Network & Security > Installation > Service Deployments.
2. Verify that the Installation Status now displays Successful.

Upgrade the VM-Series

Model

Service Deployments

ters. Manage service deployments here by a

Installation Status Service Status

{p Failed

v Up

The licensing process for the VM-Series firewall uses the UUID and the CPU ID to generate a unique serial
number for each VM-Series firewall. Hence, when you generate a license, the license is mapped to a specific
instance of the VM-Series firewall and cannot be modified.

Use the instructions in this section,

if you are:

Migrating from an evaluation license to a production license.
Upgrading the model to allow for increased capacity. For example you want to upgrade from the
VM-100 to the VM-300 model.
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¥« A capacity upgrade restarts some critical processes on the firewall. An HA configuration is
L recommended to minimize service disruption; to upgrade the capacity on a HA pair, see
Upgrade the VM-Series Model in an HA Pair.

* In a public cloud deployment, if your firewall is licensed with the BYOL option, you must
Deactivate VM before you change the instance type or VM type and apply the license
again on the firewall after you complete the model or instance upgrade. When you
change the instance type, because the firewall has a new UUID and CPU ID, the existing
license will no longer be valid.

STEP 1| Allocate additional hardware resources to your VM-Series firewall.

Before initiating the capacity upgrade, you must verify that enough hardware resources are available
to the VM-Series firewall to support the new capacity. The process for assigning additional hardware
resources differs on each hypervisor.

To check the hardware requirements for your new VM-Series model, see VM-Series Models.

Although the capacity upgrade does not require a reboot of the VM-Series firewall, you need to power
down the virtual machine to change the hardware allocation.

STEP 2 | Retrieve the license deactivation API key from the Customer Support Portal.

1. Login to the Customer Support Portal.
2. From the Go To drop-down, select License API.
3. Copy the API key.

CUSTOMER SUPPORT v

Current Account:  Palo Alto Networks

= Assets a

Devices

Line Cards/Optics/FRUs
Spares

Advanced Endpoint Protection
VM-Series Auth-Codes

Cloud Services

Site Licenses

Enterprise Agreements

Asset History

Search Current Account

Licensing API

O

#~ Tools «

¥ Make sure that you are using the same account that you used to register the initial
;! license.

STEP 3 | On the firewall, use the CLI to install the API key copied in the previous step.
request license api-key set key <key>

STEP 4 | Enable the firewall to Verify Update Server identity on Device > Setup > Service.
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STEP 5 | Commit your changes. Ensure that you have a locally-configured user on the firewall.
Panorama pushed users might not be available after the deactivation if the configuration
exceeds the non-licensed PA-VM objects limit.

STEP 6 | Upgrade the capacity.

Select Device > Licenses > Upgrade VM Capacity and then activate your licenses and subscriptions in
one of the following ways:

e Retrieve license keys from license server—Use this option if you activated your license on the
Customer Support portal.

e Manually upload license key—Use this option if your firewall does not have connectivity to the Palo
Alto Networks Customer Support web site. In this case, you must download a license key file from
the support site on an Internet connected computer and then upload to the firewall.

¢ Use an authorization code—Use this option to upgrade the VM-Series capacity using an authorization
code for licenses that have not been previously activated on the support portal. When prompted,
enter the Authorization Code and then click OK.

STEP 7 | Verify that your firewall is licensed successfully.

On the Device > Licenses page, verify that the license was successfully activated.

Upgrade the VM-Series Model in an HA Pair

Upgrading the VM-Series firewall allows you to increase the capacity on the firewall. Capacity is defined in
terms of the number of sessions, rules, security zones, address objects, IPSec VPN tunnels, and SSL VPN
tunnels that the VM-Series firewall is optimized to handle. When you apply a new capacity license on the
VM-Series firewall, the model number and the associated capacities are implemented on the firewall.

\ Verify the VM-Series System Requirements for your firewall model before you upgrade. If
L your firewall has less than 5.5GB memory, the capacity (humber of sessions, rules, security
zones, address objects, etc) on the firewall will be limited to that of the VM-50 Lite.

This process is similar to that of upgrading a pair of hardware-based firewalls that are in an HA
configuration. During the capacity upgrade process, session synchronization continues, if you have it
enabled. To avoid downtime when upgrading firewalls that are in a high availability (HA) configuration,
update one HA peer at a time.

o Do not make configuration change to the firewalls during the upgrade process. During the
ipg upgrade process, configuration sync is automatically disabled when a capacity mismatch is
detected and is then re-enabled when both HA peers have matching capacity licenses.

If the firewalls in the HA pair have different major software versions (such as 9.1 and 9.0)
and different capacities, both devices will enter the Suspended HA state. Therefore, it is
recommended that you make sure both firewalls are running the same version of PAN-OS
before upgrading capacity.

STEP 1| Upgrade the capacity license on the passive firewall.
Follow the procedure to Upgrade the VM-Series Model.

The new VM-Series model displays on the dashboard after some processes restart on this passive peer.
This upgraded peer is now is a non-functional state because of the capacity mismatch with its active
peer.
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If you have enabled session synchronization, verify that sessions are synchronized across HA peers
before you continue to the next step. To verify session synchronization, run the show hi gh-
availability interface ha2 command and make sure that the Hardware Interface counters on
the CPU table are increasing as follows:

¢ In an active/passive configuration, only the active peer show packets transmitted and the passive
device will only show packets received.

If you have enabled HA2 keep-alive, the hardware interface counters on the passive peer will show
both transmit and receive packets. This occurs because HA2 keep-alive is bidirectional which means
that both peers transmit HA2 keep-alive packets.

¢ In an active/active configuration, you will see packets received and packets transmitted on both
peers.

STEP 2 | Upgrade the capacity license on the active firewall.
Follow the procedure to Upgrade the VM-Series Model.

The new VM-Series model displays on the dashboard after the critical processes restart. The passive
firewall becomes active, and this peer (previously active firewall) moves from the initial state to
becoming the passive peer in the HA pair.

Downgrade a VM-Series Firewall to a Previous Release

Use the following workflow to restore the configuration that was running before you upgraded to a
different feature release. Any changes made since the upgrade are lost. Therefore, it is important to back up
your current configuration so you can restore those changes when you return to the newer release.

Use the following procedure to downgrade to a previous release.

STEP 1| Save a backup of the current configuration file.

O Although the firewall automatically creates a backup of the configuration, it is a best
N\ practice to create a backup before you upgrade and store it externally.

1. Export named configuration snapshot (Device > Setup > Operations).

2. Select the XML file that contains your running configuration (for example, running-config.xml) and
click OK to export the configuration file.

3. Save the exported file to a location external to the firewall. You can use this backup to restore the
configuration if you have problems with the downgrade.

STEP 2 | Install the previous feature release image.

!\\ Autosave versions are created when you upgrade to a new release.

1. Check Now (Device > Software) for available images.

2. Locate the image to which you want to downgrade. If the image is not already downloaded, then
Download it.

After the download completes, Install the image.

4. Select a Config File for Downgrading, which the firewall will load after you reboot the device. In most
cases, you should select the configuration that was saved automatically when you upgraded from
the release to which you are now downgrading. For example, if you are running PAN-OS 9.1 and are
downgrading to PAN-OS 9.0.3, select aut osave- 9. 0. 3.

5. After the installation completes successfully, reboot using one of the following methods:

w
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e If you are prompted to reboot, click Yes.
¢ If you are not prompted to reboot, go to Device Operations (Device > Setup > Operations) and
Reboot Device.
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VM-Series Plugin

The VM-Series firewalls include the VM-Series plugin, a built-in plugin architecture for integration with
public cloud providers or private cloud hypervisors. The VM-Series plugin can be manually upgraded
independent of PAN-OS, enabling Palo Alto Networks® to accelerate the release of new features, fixes, or
integrations with new cloud providers or hypervisors.

The VM-Series plugin enables you to manage cloud-specific interactions between the VM-Series firewalls
and the supported public cloud platforms—AWS, GCP, and Azure. The plugin enables publishing custom
metrics to cloud monitoring services (such as AWS CloudWatch), bootstrapping, configuring user credential
provisioning information from public cloud environments, and seamless updates for cloud libraries or agents
on PAN-OS.

¥ The VM-Series plugin does not manage capabilities that are common to both VM-Series
L firewalls and hardware-based firewalls. For example, VM Monitoring is not part of the VM-
Series plugin because it is a core PAN-OS feature that helps you enforce policy consistently
on your virtual machine workloads from both VM-Series firewalls and hardware-based
firewalls.

\ The VM-Series plugin does not manage Panorama plugins. For the difference between the
[! VM-Series plugin and Panorama plugins, see VM-Series Plugin and Panorama Plugins.

The VM-Series plugin is a built-in component that can be upgraded or downgraded, but not removed. Each
PAN-OS release includes a specific VM-Series plugin version that corresponds to the PAN-OS software
version. When you downgrade to an earlier PAN-OS software version, the plugin version is downgraded
to the version compatible with the PAN-OS version. You can upgrade or downgrade the VM-Series plugin
locally on the virtual firewall, or manage the plugin version centrally from Panorama.

To enable Panorama to manage the VM-Series plugin version itself, or cloud-specific metrics publishing
your managed firewalls, you must manually install the VM-Series plugin on Panorama as described in
Panorama Plugins.

¢ Configure the VM-Series Plugin on the Firewall
e Upgrade the VM-Series Plugin

Configure the VM-Series Plugin on the Firewall

Select Device > VM-Series to configure the plugin integration for the cloud provider on which this instance
of the VM-Series firewall is deployed.
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If your firewall is deployed on a hypervisor or cloud without a public interface (for example, VMware ESXi),
the tab is named VM-Series and displays a general message.

Upgrade the VM-Series Plugin

When a plugin update is released independent of PAN-OS, you can independently upgrade the plugin
version from your VM-Series firewall (like software or content updates) or from a bootstrap file.

Each plugin version provides PAN-OS compatibility information and includes new features or bug fixes for
one or more cloud environments.

STEP 1| Before upgrading, check the latest Release Notes for details on whether a new VM-Series
plugin affects your environment.

For example, suppose a new VM-Series plugin version only includes AWS features. To take advantage of
the new features, you must update the plugin on your VM-Series firewall instances on AWS.

o Do not install an upgrade that does not apply to your environment.

i

STEP 2| Log in to the VM-Series firewall and check the dashboard to view the plugin version.

VM Licen.. VM-3u.
VM Mode VMWare ESXi

Software Version  9.0.0
GlobalProtect Agent  0.0.0
Application Version  8059-4961 (08/30/18)

Threat Version  8059-4961 (08/30/18)
Antivirus Version  2515-3011
WildFire Version  275229-277807 (08/31/18)
URL Filtering Version  0000.00.00.000

GlobalProtect Clientless VPN 0
Version

Time Fri Sep 7 12:01:22 2018
Uptime 3 days, 2:33:52

Plugin VM-Series  vm_series-1.0.0

STEP 3| Select Device > Plugins = to view the plugin version. Use Check Now to check for updates.
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STEP 4| Choose the VM-Series plugin version and click Download.

lame Version Felease Date Size Downloaded Currently Installed Actions Faleas

ame: vin_series

eries-1.0.5 1.0.5 2019/09/10 1B:11:21 15M W ]nstall@
Deleted@

eries-1.0.0 1.0.0 2019/02/05 15:47:32  15M W W

ame: vm_series-1.0.2

eries-1.0.2 1.0.2 2019/04/07 09:42:26  15M Download X8 Releas

ame: vm_series-1.0.3

eries-1.0.3 1.0.3 2019/05/06 16:11:35 | 15M D-:I'.-‘.I"I|IIIEI2| Releas

ame: vm_series-1.0.4

eries-1.0.4 1.0.4 2019/07/09 15:08:08 15M Download X9 Releas

ame: vm_series-1.0.6

eries-1.0.6 1.0.6 2019/10/03 09:05:09 | 15M D{I'.-"."'Ill:lalj Releas

ame: vm_series-1.0.7

eries-1.0.7 1.0.7 2019/11/05 16:15:15 15M Download XD Releas

ieck Now = Upload

STEP 5| When the download finishes, click Install. The firewall automatically uninstalls the previously
installed version of the plugin.
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Jame Version Feleass Date Siza

dMe: vim_series

eries-1.0.5 1.0.5 2019/09/10 18:11:21 | 15M

eries-1.0.0 1.0.0 2019/02/05 15:47:32 | 15M

Downloaded Currently Installed Actions

i In stall@
Delete

v v

STEP 6 | View the Dashboard to verify that the plugin upgraded successfully

VM License

WM Mode

Software Version
GlobalProtect Agent
Application Version
Threat Version
Antivirus Version
WildFire Version
URL Filtering Version

GlobalProtect Clientless VPN
Version

Time
Uptime
Plugin VM-5eries

VM-300
VMWare ESX

0.0.0

B8201-5716
8201-5716
2515-3011
216785-219183
20191120.20348

0

Wed Mov 20 15:16:18 2019
5 days, 12:26:32

vm_senes-1.0.5
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Enable Jumbo Frames on the VM-Series
Firewall

By default, the maximum transmission unit (MTU) size for packets sent on a Layer 3 interface is 1500
bytes. This size can be manually set to any size from 512 to 1500 bytes on a per-interface basis. Some
configurations require Ethernet frames with an MTU value greater than 1500 bytes. These are called jumbo
frames.

To use jumbo frames on a firewall you must specifically enable jumbo frames at the global level. When this
is enabled, the default MTU size for all Layer 3 interfaces is set to a value of 9192 bytes. This default value
can then be set to any value in the range of 512 to 9216 bytes.

After setting a global jumbo frame size it becomes the default value for all Layer 3 interfaces that have not
explicitly had an MTU value set at the interface configuration level. This can become a problem if you only
want to exchange jumbo frames on some interfaces. In these situations, you must set the MTU value at
every Layer 3 interface that you do not want to use the default value.

The following procedure describes how to enable jumbo frames on a firewall, set the default MTU value for
all Layer 3 interfaces and to then set a different value for a specific interface.

STEP 1| Enable jumbo frames and set a default global MTU value.
1. Select Device > Setup > Session and edit the Session Settings section.
2. Select Enable Jumbo Frame.
3. Enter a value for Global MTU.

The default value is 9192. The range of acceptable values is: 512 - 9216.
4. Click OK.

A message is displayed that informs you that enabling or disabling Jumbo Frame mode requires a
reboot and that Layer 3 interfaces inherit the Global MTU value.

5. Click Yes.

A message is displayed to inform you that Jumbo Frame support has been enabled and reminds you
that a device reboot is required for this change to be activated.

6. Click OK.
7. Click Commit.

STEP 2| Set the MTU value for a Layer 3 interface and reboot the firewall.

!\\ The value set for the interface overrides the global MTU value.

1. Select Network > Interfaces.
2. Select an interface of the Layer3 Interface type.
3. Select Advanced > Other Info.
4. Enter a value for MTU.
The default value is 9192. The range of acceptable values is: 512 - 9216.
5. Click OK.
6. Click Commit.

7. Select Device > Setup > Operations and select Reboot Device.
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Hypervisor Assigned MAC Addresses

By default, the VM-Series firewall uses the MAC address assigned to the physical interface by the host/
hypervisor and use that MAC address on the VM-Series firewall deployed with Layer 3 interfaces. The
firewall can then use the hypervisor assigned MAC address in its ARP responses. This capability allows non-
learning switches, such as the VMware vSwitch to forward traffic to the dataplane interface on the firewall
without requiring that promiscuous mode be enabled on the vSwitch. If neither promiscuous mode nor the
use of hypervisor assigned MAC address is enabled, the host will drop the frame when it detects a mismatch
between the destination MAC address for an interface and the host-assigned MAC address.

 There is no option to enable or disable the use of hypervisor assigned MAC addresses on
AWS and Azure. It is enabled by default for both platforms and cannot be disabled.

If you are deploying the VM-Series firewall in Layer 2, virtual wire, or tap interface modes, you must enable
promiscuous mode on the virtual switch to which the firewall is connected. The use of hypervisor assigned
MAC address is only relevant for Layer 3 deployments where the firewall is typically the default gateway for
the guest virtual machines.

When hypervisor assigned MAC address functionality is enabled on the VM-Series firewall, make note of
the following requirements:

e |Pv6 Address on an Interface—In an active/passive HA configuration (see VM-Series in High
Availability), Layer 3 interfaces using IPvé6 addresses must not use the EUI-64 generated address as the
interface identifier (Interface ID). Because the EUI-64 uses the 48-bit MAC address of the interface to
derive the IPv6 address for the interface, the IP address is not static. This results in a change in the IP
address for the HA peer when the hardware hosting the VM-Series firewall changes on failover, and
leads to an HA failure.

e Lease on an IP Address—When the MAC address changes, DHCP client, DHCP relay and PPPoE
interfaces might release the IP address because the original IP address lease could terminate.

e MAC address and Gratuitous ARP—VM-Series firewalls with hypervisor assigned MAC addresses in a
high-availability configuration behave differently than the hardware appliances with respect to MAC
addressing. Hardware firewalls use self-generated floating MAC addresses between devices in an HA
pair, and the unique MAC address used on each dataplane interface (say eth 1/1) is replaced with a
virtual MAC address that is common to the dataplane interface on both HA peers. When you enable the
use of the hypervisor assigned MAC address on the VM-Series firewall in HA, the virtual MAC address is
not used. The dataplane interface on each HA peer is unique and as specified by the hypervisor.

Because each dataplane interface has a unique MAC address, when a failover occurs, the now active
VM-Series firewall must send a gratuitous ARP so that neighboring devices can learn the updated MAC/
IP address pairing. Hence, to enable a stateful failover, the internetworking devices must not block or
ignore gratuitous ARPs; make sure to disable the anti-ARP poisoning feature on the internetworking
devices, if required.

Perform the following steps to configure the VM-Series firewall to use the interface MAC addresses
provided by the host/hypervisor.

STEP 1| Select Device > Management > Setup.

STEP 2 | Disable (clear) the option to Use Hypervisor Assigned MAC Address.

When the MAC address change occurs, the firewall generates a system log to record this transition and
the interface generates a gratuitous ARP.
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STEP 3 | Commit the change on the firewall. You do not need to reboot the firewall.
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Custom PAN-OS Metrics Published for

Monitoring

The firewall natively publishes the following metrics to monitoring systems in the public cloud such as
AWS® CloudWatch, Azure® Application Insights, and Google® Stackdriver. These metrics allow you to
assess firewall performance and usage patterns so that you can set alarms and take action to automate
events such as launching or terminating instances of the VM-Series firewalls. Because these metrics are
published through content updates on the firewall, make sure that you have the minimum content release
version that is required to enable this capability on your VM-Series firewall.

Metric Description

Dataplane CPU Utilization (%)

Monitors dataplane CPU usage and measures the traffic load on
the firewall.

Dataplane Packet Buffer Utilization
(%)

Monitors dataplane buffer usage and measures buffer utilization.
If you have a sudden burst in traffic, monitoring your buffer
utilization allows you to ensure that the firewall does not deplete
the dataplane buffer, which results in dropped packets.

GlobalProtect™ Gateway Active
Tunnels

Monitors the number of active GlobalProtect sessions on a
firewall deployed as a GlobalProtect gateway. Use this metric

if you use this VM-Series firewall as a VPN gateway to secure
remote users. Check the datasheet for the maximum number of
active tunnels supported for your firewall model.

GlobalProtect Gateway Tunnel
Utilization (%)

Monitors the active GlobalProtect tunnels on a gateway and
measures tunnel utilization. Use this metric if you use this VM-
Series firewall as a VPN gateway to secure remote users.

Sessions Active

Monitors the total number of sessions that are active on the
firewall. An active session is a session that is in the flow lookup
table for which packets will be inspected and forwarded, as
required by policy.

Session Utilization (%)

Monitors the TCP, UDP, ICMP and SSL sessions that are
currently active and the packet rate, new connection establish
rate, and firewall throughput to determine session utilization.

SSLProxyUtilization (%)

Monitors the percentage of SSL forward proxy sessions with
clients for SSL/TLS decryption.

To publish these metrics, see:

e Enable CloudWatch Monitoring on the VM-Series Firewall
e Enable Azure Application Insights on the VM-Series Firewall
e Enable Google Stackdriver Monitoring on the VM Series Firewall
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Interface Used for Accessing External Services
on the VM-Series Firewall

To access the Palo Alto Networks servers for retrieving licenses and software and content updates, and for
publishing custom PAN-OS metrics or retrieving IP address and tag mapping for monitoring virtual machines
in your deployment, the VM-Series firewall uses the management interface except where noted below. To
use a dataplane interface instead of the management interface where supported, you must set up a service
route that specifies the dataplane interface that the firewall can use to access the server or service.

Access to Server or Service Interface Used on the VM-Series Firewall

Licensing Management interface only

Software Updates Management interface or Service Route
Bootstrapping from a cloud storage location Management interface only, including when interfaces
such as AWS S3 bucket, Azure storage file are swapped

service, or Google storage bucket
» If your bootstrap.xml file includes
L license authcodes, you cannot use a
service route. To license the firewall,
the management interface must be

used.
Publishing PAN-OS metrics to a cloud Management interface only, including when interfaces
monitoring service such as AWS CloudWatch, are swapped
Azure Application Insights or Google
Stackdriver
VM Monitoring Management interface or Service Route
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PacketMMAP and DPDK Driver Support

Single-root input/output virtualization (SR-IOV) relies on communication between virtual function (VF)
drivers on the VM-Series firewall, and physical function (PF) drivers on the host (the hypervisor). The host
uses PF drivers to talk to its physical NICs, and the VM-Series firewall uses VF drivers to talk to the PF
drivers.

The following diagram is a simple visualization of that concept.

Hypervisor

VM-

Series :
m m
-2 -
3 3

Physical NIC

VF1||VF2|~-++|VFN

PF

SR-IOV

Why use SR-IOV? SR-IQV is a packet acceleration technology that allows a virtual machine to directly
access packets from the NIC. In contrast, when using a virtual switch, the host processes the packets, send
the packets through a virtual switch, and then the virtual machine receives its packets.

In the Compatibility Matrix, PacketMMAP Driver Versions lists both the host version and the native
driver version on the VM-Series firewall. For example, i40e on the host, and on the firewall, i40e (for PCI-
passthrough) and i40evf (for SR-IOV).

For SR-IOV, let's consider a NIC that uses the i40e PF driver. The host communicates with the NIC via the
i40e driver. The VM-Series firewall can use its VF driver (i40evf) to directly communicate with the host's
PF driver. This allows VM-Series firewall direct access, which improves packet processing speed. To ensure
compatibility, install a host PF driver version that is later than the native PF driver version.
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PCI-Passthrough

Why does VM-Series firewall have native PF drivers? As mentioned in Options for Attaching VM-Series on
the Network, when using PCl-passthrough, the NIC is reserved for the VM-Series firewall, so the host (or
other guests on the host) cannot access the NIC. In a PCl-passthrough configuration, the VM-Series firewall
uses its native PF driver to communicate directly with the host NIC.

Refer to the PacketMMAP Driver Versions list to determine which PF driver version to install on the host.
Install a PF version that is higher than VM-Series firewall native PF driver.

Refer to Enable SR-IOV on ESXi and Enable SR-I0OV on KVM for PCI-Passthrough.

DPDK

PAN-OS has two packet processing modes—DPDK (default) and MMAP—and each mode has a
corresponding native driver on the VM-Series firewall. For example, if the firewall is in DPDK mode, the
firewall uses the DPDK i40evf driver version to communicate with the host's i40e driver (when using
SR-IOV). Alternatively, when the firewall is Packet MMAP, it will use a different i40evf driver version to
communicate with the host's i40e driver.

You can enable DPDK on the host (the hypervisor), or on the guest (the VM-Series firewall). Enabling both
yields the best results.

e Compiling OVS with DPDK is part of enabling DPDK on the host.

Refer to Configure OVS and DPDK on the Host.
e VM-Series DPDK enables the native DPDK driver on the VM-Series firewall, so DPDK does not need to
be enabled on the host, but it is recommended for best performance.
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License the VM-Series Firewall

Before you can start using your VM-Series firewall to secure east-west and north-south traffic
on your network, you must activate the licenses for the services you purchased to secure your
network.

If you are an authorized CSSP partner, see Licenses for Cloud Security Service Providers
(CSSPs) for information that pertains to you.

For details on creating a support account and activating the licenses:

License Types—VM-Series Firewalls

Serial Number and CPU ID Format for the VM-Series Firewall
Create a Support Account

Register the VM-Series Firewall

Switch Between the BYOL and the PAYG Licenses

Switch Between VM-Series Licenses

Renew VM-Series Firewall License Bundles

Activate the License

Install a Device Certificate on the VM-Series Firewall
Deactivate the License(s) (to release the licenses attributed to a firewall)
Licensing API

Licenses for Cloud Security Service Providers (CSSPs)

V V V V V V V V V V Vv V
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License Types—VM-Series Firewalls

You can license the VM-Series firewall as a Bring your own license (BYOL), Pay as you go, (PAYG), or with
an Enterprise License Agreement (VM-ELA). The PAYG option is the usage-based option that is available on
the marketplace for the supported public cloud platforms. The BYOL and VM-Series ELA, are available for
any VM-Series firewall. You can purchase these license types from a partner, reseller, or directly from Palo
Alto Networks.

The following licenses and subscriptions are available for the VM-Series firewall:

Capacity License—The VM-Series firewall requires a base license, also called a capacity license, to
enable the model number (VM-50, VM-100, VM-200, VM300, VM-500, VM-700, or VM-1000-HV) and
the associated capacities on the firewall. Capacity licenses are included in a bundle and can be perpetual
or term-based:

e Perpetual License—A license with no expiration date, it allows you to use the VM-Series firewall at
the licensed capacity, indefinitely. Perpetual licenses are available for the VM-Series capacity license
only.

e Term-Based License—A term-based license allows you to use the VM-Series firewall for a specified
period of time. It has an expiration date and you will be prompted to renew the license before
it expires. Term-based licenses are available for the capacity licenses, support entitlements, and
subscriptions.

Support—In addition to the capacity license, you need a support entitlement that provides access

to technical support and software updates. With a license bundle, a premium support entitlement

is included. If you need USG support, you must purchase BYOL on AWS GovCloud and Azure

Government.

Subscription Bundles—The subscriptions allow you to enforce policies that safely enable applications

and content on the network. For example, the Threat Prevention subscription, allows you to obtain

content updates that include the most up-to-date threat information for malware detection. You can
choose from three license bundles:

e Basic bundle includes the VM-Series capacity license, and a premium support entitlement.

e Bundle 1 includes the VM-Series capacity license, Threat Prevention license, and a premium support
entitlement.

e Bundle 2 includes the VM-Series capacity license with the complete suite of licenses that includes
Threat Prevention, DNS Security, GlobalProtect, WildFire, PAN-DB URL Filtering, and a premium
support entitlement.

With the license bundles, see Renew VM-Series Firewall License Bundles for renewal options. If you
need to add more VM-Series firewalls before the renewal timeline, contact your partner, reseller, or
Palo Alto Networks representative.
VM-Series ELA—For high-growth enterprises, the VM-Series enterprise licensing agreement (VM-
Series ELA) provides a fixed price licensing option that allows up to unlimited deployment of VM-Series
firewalls with BYOL. The ELA is offered in one and three-year term agreements with no true-up at the
end of the term.

There are two flavors of the VM-Series ELA:

e If you purchased the VM-Series ELA before December 4, 2018, you have the legacy VM-Series ELA
which includes your choice of a single VM-Series model on any supported hypervisor or public cloud
environment. With this ELA, you receive a single license authorization code for capacity, support,
GlobalProtect, PAN-DB URL Filtering, Threat Prevention, WildFire subscriptions for every instance
of the VM-Series firewall. You also get unlimited deployments of the Panorama virtual appliance
included with a device management license for 1000 firewalls on each.

VM-SERIES DEPLOYMENT GUIDE | License the VM-Series Firewall 51

© 2020 Palo Alto Networks, Inc.



Palo Alto Networks will begin phasing out the legacy VM-Series ELA on April 16, 2019. Existing
enterprise license customers will be notified by their support representative when their account is
migrated to the Multi-Model ELA. Licensing tokens will be distributed according to your VM-Series
firewall subscription agreement — no additional action is necessary for continued operation of your
firewalls. If you would like to Manage VM-Series ELA License Tokens, you must designate an ELA
administrator. Only a super user role on the Palo Alto Networks Customer Support Portal (CSP) can
assign an ELA administrator.

e The VM-Series Enterprise License Agreement (Multi-Model ELA) you purchase after December 4,
2018 (either as a new purchase or as a repurchase of the legacy VM-Series ELA) is called the multi-
model VM-Series ELA that includes most models of the VM-Series firewall portfolio along with
the GlobalProtect, PAN-DB URL Filtering, Threat Prevention, WildFire subscriptions, and support
entitlement. You also get unlimited deployments of the Panorama virtual appliance with a device
management license for 1000 firewalls on each.

VM-Series Firewall for NSX Licenses

In order to automate the provisioning and licensing of the VM-Series firewall for NSX in the VMware
integrated NSX solution, two license bundles are available:

e One bundle includes the VM-Series capacity license (VM-100, VM-200, VM-300, VM-500, or VM-1000-
HV only), Threat Prevention license and a premium support entitlement.

¢ Another bundle includes the VM-Series capacity license (VM-100, VM-200, VM-300, VM-500, or
VM-1000-HV only) with the complete suite of licenses that include Threat Prevention, GlobalProtect,
WildFire, PAN-DB URL Filtering, DNS Security, and a premium support entitlement.

VM-Series Firewall Licenses for Public Clouds

The VM-Series firewall licensing strategy is the same for AWS, Azure, and Google Cloud Platform. There are
different license types (see License Types—\VM-Series Firewalls), and Bring Your Own License and Pay-as-
you-go licensing methods:

e Bring Your Own License (BYOL)—A license that is purchased from a partner, reseller, or directly from
Palo Alto Networks. BYOL supports individual capacity licenses, support licenses, and subscription
bundles.

e Forindividual BYOL licenses, you must apply the auth code after you deploy the VM-Series firewall.

e A BYOL license bundle has a single auth code you can include in the bootstrap package (see
Bootstrap the VM-Series Firewall). All the subscriptions included in the bundle are licensed when the
firewall launches.

e Pay-as-you-go (PAYG)—Also called usage-based or pay-per-use licensing. PAYG licenses can be
purchased from your Cloud provider:

e AWS: Purchase from AWS Marketplace. Supports hourly and annual PAYG options.
e Azure: Purchase from Azure Marketplace. Supports the hourly PAYG option.

e Google Cloud Platform: Purchase from Google Cloud Platform Marketplace. Google Cloud Platform
supports per-minute PAYG option.

e Oracle Cloud Infrastructure: ( ) Purchase from Oracle Cloud Marketplace.

!\‘ The VM-Series on OCI PAYG license does not support the VM-100.

With the PAYG license bundles, the firewall is prelicensed and ready for use as soon as you deploy it;
you do not receive an auth code. When you stop or terminate the firewall from your Cloud console,
PAYG licenses are suspended or terminated.
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A PAYG license applies a VM-Series capacity license based on the hardware allocated to the instance.
the PAYG instance checks the amount of hardware resources available to the instance and applies

the largest VM-Series firewall capacity license allowed for the resources available. For example, if the
instance has 2 vCPUs and 16GB of memory, a VM-100 capacity license is applied based on the number
of vCPUs. However, if the instance has 16 vCPUs and 16GB of memory, a VM-500 license is applied
based on the amount of memory. For more information about VM-Series model resource requirements,
see VM-Series System Requirements.

> Downgrading PAN-OS is not supported on a PAYG firewall instance that was initially
deployed running PAN-OS 9.1.2. Firewall instances deployed prior to PAN-OS 9.1.2 can
be downgraded to older versions of PAN-OS.

The PAYG licenses are bundled as follows:

License Features Bundle 1 Bundle 2
VM-Series firewall capacity license VM-100, VM-300, VM-100, VM-300,
VM-500, VM-700 VM-500, VM-700
Premium Support v v
Threat Prevention (AV, IPS, and malware v v

prevention)

GlobalProtect v
PAN-DB URL Filtering v
WildFire v
DNS Security v

>  When using the VM-Series firewall CLI to view your applied PAYG license, the command
L show system info displays a different value from the output displayed for the command
request license info. The command request license info always displays the license as a
VM-300, regardless of the actual VM-Series model. However, request license info

You cannot switch between the PAYG and the BYOL licenses. To move from PAYG to BYOL, contact your
Palo Alto Networks channel partner or sales representative to purchase a BYOL license and get a BYOL
auth code that you can use to license your firewall. If you have deployed your firewall and want to switch
the license, see Switch Between the BYOL and the PAYG Licenses.

> If you have an evaluation copy of the VM-Series firewall and would like to convert it to a fully
L licensed (purchased) copy for the same license type (BYOL to BYOL), you can deactivate
the evaluation license and activate the purchased license in its place. See Upgrade the VM-
Series Firewall for instructions.

VM-Series Enterprise License Agreement (Multi-Model ELA)

The VM-Series Enterprise License Agreement (VM-Series ELA) is a one- or three-year comprehensive
licensing agreement that enables you to purchase VM-Series firewalls, along with the GlobalProtect, PAN-
DB URL Filtering, Threat Prevention, WildFire, and DNS Security subscriptions. It also includes a support
entitlement and a device management license for Panorama. The multi-model VM-Series ELA provides
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simplified license management with a single contract that allows you to deploy any model of the VM-Series
firewall that meets your enterprise security needs.

When you purchase the multi-model VM-Series ELA, you forecast the number of firewalls that you'll need
over the term of your subscription. Based on your forecast and an additional allotment that accommodates
for future growth, your account on the Customer Support Portal (CSP) is credited with a license token pool
that allows you to deploy any model of the VM-Series firewall. Depending on the firewall model and the
number of firewalls that you deploy, a specified number of tokens are deducted from your available license
token pool. The tokens drawn from your account are calculated based on the value of each firewall model:

e VM-50—-10 tokens

e VM-100—-25 tokens
e VM-300—-50 tokens
e VM-500—140 tokens
e VM-700—300 tokens

With the VM-Series ELA, there is no true-up due at the end of the term which means that you are not billed
retroactively even if you deploy more firewalls than your original forecast. So, to balance flexibility with
accountability, the VM-Series ELA terms of use includes a bounded and unbounded period that explains
how you can consume tokens and deploy firewalls as the need arises. For details, refer to the ELA terms

and conditions. The VM-Series firewalls that you deploy with the VM-Series ELA do not have a perpetual
license and on the expiry of the term, you must renew the agreement to extend the support entitlement and
get continued access to software and content release updates on the firewalls.

With the ELA administrator role on the CSP, you can transfer or split the licensing tokens among other
administrators who belong to different departments with their own CSP accounts. This sharing enables
other administrators in your enterprise to deploy the VM-Series firewall on demand as long as they have
tokens available in their respective CSP accounts. See Manage VM-Series ELA License Tokens to invite
other administrators to share ELA tokens and deploy any model of the VM-Series firewall that meets your
enterprise security need. You can also reclaim tokens to remove CSP accounts from the VM-Series ELA if
want to redistribute tokens based on changing organizational needs.

° The following videos provide a walkthrough of the VM-Series Multi-Model ELA.

Manage VM-Series ELA License Tokens

The VM-Series Enterprise License Agreement (Multi-Model ELA) (VM-Series ELA) gives you the flexibility
of having a single contract that you can share with other administrators in your enterprise. You must have
the super user role on the Palo Alto Networks Customer Support Portal (CSP) to activate the ELA, and upon
activating the ELA authorization code you inherit the ELA administrator role on the CSP.

With the ELA administrator role, you can manage the license token pool available to deploy VM-Series
firewalls and subscriptions included in the agreement. You can invite other administrators to share the VM-
Series ELA tokens, grant which models and how many instances of the VM-Series firewalls are available

to each administrator, as well as remove CSP accounts from your VM-Series ELA. Depending on what you
allocate for each grantee, they receive a specific number of tokens that they can then use to deploy VM-
Series firewalls.

\ Additional purchases and grants do not directly add to the number of available VM-Series
L firewalls in a CSP account; instead, ELA license tokens are added to the VM-Series ELA
token pool. The ELA license tokens can subsequently be allocated by the ELA administrator
to a given CSP account to increase the number of available VM-Series firewalls.

STEP 1| (Legacy VM-Series ELA Customers only) Designate an ELA administrator to manage tokens.
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Existing enterprise license customers who have been migrated to the Multi-Model ELA must designate
an ELA administrator to manage VM-Series ELA license tokens. Upon conversion, no other action is
necessary for continued operation of your firewalls, however, you will not be able to (re)allocate tokens
for deploying firewalls until an ELA administrator has been assigned. Only an administrator with a super
user role on the CSP has the ability to designate an ELA administrator, who in turn, can manage tokens
or grant tokens to other administrators.

1. Login to the Palo Alto Networks CSP.

2. Select Members > Manage Users.

3. Click on the pencil icon under Actions to edit the user to whom you want to assign the ELA
administrator role.

4. Select ELA Administrator and then click the check mark to add the new role to the selected user.

5. Continue to step 3.

STEP 2 | Activate the ELA authorization code.

The administrative user who activates the ELA inherits the ELA administrator and super user role on the
CSP and has the ability to manage the tokens or grant the tokens to other administrators.

1. Log in to the Palo Alto Networks CSP.
2. Select Assets > Enterprise Agreements > Activate Enterprise Agreement.
3. Enter the Authorization Code and Agree and Submit the EULA.

Verify the authorization code is registered to your account under Enterprise Agreements: VM-Series.
The page displays the Auth Code, Account ID, Account Name, License Description, Expiration Date,
the number of Licenses (used/total) you have, and how many are available to deploy within the
bounded and unbounded period of the agreement.

Enterprise Agreements

Activate Enterprise Agreement

“ Enterprise Agreement: VM-Series

v Auth Code: 45507960 0/511925 Unbounded

Grant ELA Access Manage VM-Series Token

Enterprise License Agreement, VM, 1-year, includes Premium

45419 45507960 11/15/2019 0/0

INC. Support

4. Select Assets > VM-Series Auth-Codes to view the authorization codes for deploying each model of
the VM-Series firewall and associated subscriptions included with the ELA.
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VM-Series Auth-Codes

PR VB Y. i Rees W © Deactivate License(s) | Released VM License Auth Codes

Export To CSV

Palo Alto Networks ELA Bundle for VM-Series includes VM-500,
~ Threat Prevention, PANDB, URL filtering, Global Protect, and
AB8: 0/0 _— L. e . 11/15/2019
WildFire subscriptions, unlimited Panorama and Premium

Support, 1 YR

Palo Alto Networks ELA Bundle for VM-Series includes VM-700,
Threat Prevention, PANDB, URL filtering, Global Protect, and

AB404 0/0 . o e - 11/15/2019
WildFire subscriptions, unlimited Panorama and Premium

Support, 1 YR

Palo Alto Networks ELA Bundle for VM-Series includes VM-100,
Threat Prevention, PANDB, URL filtering, Global Protect, and

AB41¢ 0/0 - o e - 11/15/2019
WildFire subscriptions, unlimited Panorama and Premium

Support, 1 YR

Palo Alto Networks ELA Bundle for VM-Series includes VM-300,
. Threat Prevention, PANDB, URL filtering, Global Protect, and
AS51756 0/0 - o e - 11/15/2019
WildFire subscriptions, unlimited Panorama and Premium

Support, 1 YR

Palo Alto Networks ELA Bundle for VM-5Series includes VM-50,
Threat Prevention, PANDB, URL filtering, Global Protect, and

A2574¢ 0/0 - o e - 11/15/2019
WildFire subscriptions, unlimited Panorama and Premium

Support, 1 YR

STEP 3| Grant ELA access to other administrators in your enterprise.

This capability allows you to share the VM-Series ELA with other administrators within your enterprise
or department so that they can deploy VM-Series firewalls on demand. As an ELA administrator, you can
grant access to other users who are registered with an email address on the CSP.

Enterprise Agreements

Activate Enterprise Agreement

v Enterprise Agreement: VM-Series

A Auth Code: 45507960 511790/ 511925 Unbounded

Grant ELA Access Manage VM-Series Token

1. On Assets > Enterprise Agreements, select Grant ELA Access.
2. Enter the Destination Email address of the administrator whom you want to invite.

The destination email address that you enter above must be a registered user on the CSP with a
super user role so that they can log in and accept the grant. If the email address is not registered on
the CSP, you must first create a new account for the user on Members > Create New User.

3. Select Notify User to trigger a notification email to the email address you entered.

The recipient must log in to the CSP to Accept the VM-Series ELA. After the recipient accepts the
grant, the account ID is available on Assets > Enterprise Agreements as shown in the following
screenshot.
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Activate Enterprise Agreement

Account ID  Account Name
v Enterprise Agreement: VM-Series

v Auth Code: 45507960

Grant ELA Access

37846
GROUP/t

45419
INC.

Auth Code = License Description

0/511925

Manage VM-Series Token

Enterprise License Agreement, VM,
45507960 11/15/2019 0/0

1-year, includes Premium Support

Enterprise License Agreement, VM,
45507960 11/15/2019 0/0

1-year, includes Premium Support

STEP 4 | Allocate tokens for deploying firewalls.
1. Select Assets > Enterprise Agreements > Manage VM-Series Tokens.

For each account ID, you can specify the number of firewalls by model that you want to allocate.
Based on the quantity and firewall model, the number of tokens are automatically calculated and
become available for use. In this example, you are allowing 10 instances each of the VM-50 and the

VM-500.

Mode!

VM-50

VM-100

VM-300

VM-500

VM-700

Manage VM-Series Tokens

AccountID: 3784(

Total token for VM-Series ELA @: 511925

Quantity Tokens per VM Token
Total allocated token: 1630
10 10 100 Token available to allocate: 510295
Token allocated for this account: 1500
0 25 0
Click the guantity number to modify it. If
0 50 0 the number cannot be changed, it means
4 you have reached the maximum token to
10 140 1400 allocate or the registered VM count
number.
0 300 0

Submit

2. Verify that the accurate number of firewall instances are deposited in the account.

Select Assets > VM-Series Auth-Code to confirm the auth codes you allotted. In this example,

the account has the ability to provision 10 instances each of the VM-50 and the VM-500. As the
recipients deploy firewalls, the number of tokens are deducted from the total available pool, and
you can view the number of firewall instances that they have provisioned as a ratio of the total
quantity you allocated for them. As your security needs evolve, you have the flexibility to allocate
more quantity and allow access to a different VM-Series firewall model as long as you have tokens

available.
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VM-Series Auth-Codes

PN R VBTN Ree sl @  Deactivate License(s) ~ Released VM License Auth Codes

Export To CSV

AB4 0/10
AJNEr— 0/10
A4t ) 0/0
AB278 0/0

STEP 5| Remove a CSP account from the VM-Series ELA to reclaim tokens.

Palo Alto Networks ELA Bundle for VM-Series includes VM-50,
Threat Prevention, PANDB, URL filtering, Global Protect, and
WildFire subscriptions, unlimited Panorama and Premium
Support, 1 YR

Palo Alto Networks ELA Bundle for VM-Series includes VM-500,
Threat Prevention, PANDB, URL filtering, Global Protect, and
WildFire subscriptions, unlimited Panorama and Premium
Support, 1 YR

Palo Alto Networks ELA Bundle for VM-Series includes VM-700,
Threat Prevention, PANDB, URL filtering, Global Protect, and
WildFire subscriptions, unlimited Panorama and Premium
Support, 1 YR

Palo Alto Networks ELA Bundle for VM-Series includes VM-100,
Threat Prevention, PANDB, URL filtering, Global Protect, and
WildFire subscriptions, unlimited Panorama and Premium

Auth Code:

Searc

11/15/2019 ¥  Register VM Deactivate VM Panorama
11/15/2019 ¥  Register VM  Deactivate VM = Panorama
11/15/2019 ¥  Register VM Deactivate VM Panorama
11/15/2019 X Registr VM Deactivate VM~ Panorama

\ You cannot reclaim a portion of the tokens allocated to a CSP account. By reclaiming
tokens, you are removing the entirety of the CSP account from the VM-Series ELA and
reallocating all associated tokens to the token pool.

1. Verify that all tokens associated with the CSP account that you want to remove are not being utilized
by the VM-Series firewalls. Deactivate the VM-Series firewalls as necessary to provision tokens for

removal.

2. Select Assets > Enterprise Agreements > Manage VM-Series Token.

Select the account ID from whom you want to reclaim tokens from and click Reclaim Token. If tokens
are available for reclamation, you will receive a confirmation of a successful removal.

Manage VM-Series Tokens

Account ID:

Wh-50 0
Wi-100 0
Wi-300 0
Wi-500 0
VI-700 0

v Reclaim Token

10 0
25 0
50 0
140 0
300 0

Submit

Total token for VM-Series ELA @ 1500

Total allocated token: 1375
Token available to allocate; 125

Token allocated for this account: 0

Click the quantity number ta modify it If
the number cannot be changed, it means
you have reached the maximum token to
allocate or the registered VM count
nurnber.
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Accept the VM-Series ELA

If your enterprise has purchased a VM-Series ELA, your ELA administrator can invite you to share the
contract and share the license token pool so that you have access to VM-Series firewall auth codes which
enable you to deploy VM-Series firewalls on demand. When you receive a grant for access to the VM-Series
ELA, you get an email notification that includes a link to log in to the Palo Alto Networks Customer Support
Portal (CSP) and you must agree and accept the terms of use. After you accept the ELA terms of use, the
ELA administrator can allocate which VM-Series firewall models and how many you are entitled to use; the
corresponding number of VM-Series ELA tokens are deposited in your account.

STEP 1| Check your email inbox for the grant notification.

The notification includes the email address of the ELA administrator who has invited you to share the
VM-Series ELA.

noreply@paloaltonetworks.com 9:21 AM (0 minutes ago)
tome ~
ELA Administrator @paloaltonetworks.com has granted you to use this VM-ELA Auth-Code: 45507960.

To accept this grant, please visit the "VM-Series Auth-Codes" page in your Palo Alto Networks Support Account
at https://support.paloaltonetworks.com.

For questions about this grant, please contact @paloaltonetworks.com.

For other questions, please contact Palo Alto Networks support at
support@paloaltonetworks.com or call us at

US: 1.866.898.9087

Outside the US: +1.408.738.7799.

This message comes from an automated system using an unmonitored mailbox.
Please do not respond to this message directly.

STEP 2 | Accept the grant.

You must review the terms and accept the EULA and the support agreement before the ELA admin can
allocate tokens which enable you to deploy VM-Series firewalls.

1. Login to the Palo Alto CSP.
2. Select VM-Series Auth Codes to Review Tokens Grant.

You must Agree and Accept the EULA and support agreement to accept the grant. If you reject it,
the ELA Admin who gave you the grant receives an email notification that you declined the grant. Do
make sure to let the ELA administrator know that you have accepted the grant so that you he/she
can allocate the VM-Series firewall models and quantity that you can deploy.
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L\\

Review Tokens Grant %]

By clicking "Agree and Accept” button below, you agree to the terms and conditions of our END USER LICENSE AGREEMENT and SUPPORT
AGREEMENT.

45507960 37846 GROUP/C 11/16/2018 1 »@paloaltonetworks.com  Agree and Accept = Reject

If you belong to multiple accounts on the CSP and accidentally accept the grant in to
the wrong account, you must request the ELA administrator to resend the grant to you.
Do not start using the auth code to provision firewalls until you accept the grant in the
correct account.

STEP 3 | Verify which VM-Series models and how many are allocated for you.

After the ELA administrator allocates the VM-Series firewall models and number of instances you can

provision, you can select Assets > VM-Series Auth Codes to view which models and how many of each

are allocated for you. For example, the grant in the following screenshot displays the auth codes that

enable you to deploy 10 instances each of the VM-50 and the VM-500.
VM-Series Auth-Codes

JY LRV VESS PN MGl @ Deactivate License(s)  Released VM License Auth Codes Auth Code:

Export To CSV

AJ o

AB278

Palo Alto Networks ELA Bundle for VM-Series includes VM-50,
Threat Prevention, PANDB, URL filtering, Global Protect, and

0/10 - - - . 11/15/2019
WildFire subscriptions, unlimited Panorama and Premium

Support, 1 YR

I

Register VM Deactivate VM

Palo Alto Networks ELA Bundle for VM-Series includes VM-500,

Threat Prevention, PANDB, URL filtering, Global Protect, and
0/10 - . o ) 11/15/2019
WildFire subscriptions, unlimited Panorama and Premium

I«

Register VM Deactivate VM
Support, 1 YR

Palo Alto Networks ELA Bundle for VM-Series includes VM-700,
Threat Prevention, PANDB, URL filtering, Global Protect, and .

0/0 e . . - 11/15/2019 T Register VM Deactivate VM
WildFire subscriptions, unlimited Panorama and Premium

Support, 1 YR

Palo Alto Networks ELA Bundle for VM-Series includes VM-100,

Threat Prevention, PANDB, URL filtering, Global Protect, and
0/0 - o - ) 11/15/2019
WildFire subscriptions, unlimited Panorama and Premium

Register VM Deactivate VM

As you deploy firewalls and register them to the CSP, the number of provisioned firewalls is

Searc

Panorama

Panorama

Panorama

Panorama

incremented. The Quantity of VM Provisioned displays the ratio of provisioned to total available for
each model.
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Serial Number and CPU ID Format for the VM-
Series Firewall

When you launch an instance of the VM-Series firewall, each instance of the firewall is uniquely identified
using the CPU ID and serial number of the firewall. The format of the CPU ID and the serial number include
information on the hypervisor and the license type for each instance of the VM-Series firewall.

e With the usage-based licensing model of the VM-Series firewalls, at launch the firewall generates a serial
number and CPU ID, and you use these details to Register the Usage-Based Model of the VM-Series
Firewall in AWS and Azure (no auth code).

e With the BYOL model, you must Register the VM-Series Firewall (with auth code) on the Customer
Support portal (CSP). For a firewall with direct internet access, you can apply the auth code on the
firewall to generate a license file that includes the serial number. For a firewall that is offline, you must
use the CSP to input the CPU ID, UUID, and the auth code to generate a license file that includes the
serial number and install the license on the firewall.

License

Type

Serial Number

15 digits, all numeric

BYOL <Hypervisor>:<ActualCPUID>
Example: 0071 51 345678909 Example: ESX:12345678
PAYG 15 digits, alphanumeric <Hypervisor>:<Instance-

Example: 4 DEOYTAYOGMYYTN

ID>:<CloudProductCode>:<CloudRegion>

Example:
AWSMP:1234567890abcdef0:6kxdw3bbmdeda3o6ilggqt4km:us-
westl
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Create a Support Account

A support account is required to access software updates and to get technical support or open a case with
Palo Alto Networks technical support.

For all licensing options except for usage-based licenses that are currently only available in AWS, you
require a support account so that you can download the software package required to install the VM-
Series firewall. The support account also allows you to view and manage all assets—appliances, licenses, and
subscriptions—that you have registered with Palo Alto Networks.

If you have an existing support account, continue with Register the VM-Series Firewall.

STEP 1| Go to https://www.paloaltonetworks.com/support/tabs/overview.html.

STEP 2| Click the Register link (bottom of the page), and enter the corporate email address to associate
with the support account.

STEP 3| Choose one of the following options and fill in the details in the user registration form:
For a usage-based license in AWS

1. Click Register your Amazon Web Services VM-Series Instance.

2. On the AWS Management Console, find the AWS Instance ID, AWS Product Code, and the AWS
Zone in which you deployed the firewall.

3. Fill'in the other details.

For all other licenses

1. Click Register device using Serial Number or Authorization Code.
2. Enter the capacity auth code and the sales order number or customer ID.
3. Fill in the other details.

STEP 4 | Submit the form. You will receive an email with a link to activate the user account; complete
the steps to activate the account.

After your account is verified and the registration is complete, you can log in to the support portal.

62 VM-SERIES DEPLOYMENT GUIDE | License the VM-Series Firewall

© 2020 Palo Alto Networks, Inc.



Register the VM-Series Firewall

When you purchase a VM-Series firewall, you receive an email that includes an auth code for a capacity
license for the VM-Series model, a support entitlement auth code (for example, PAN-SVC-PREM-VM-100
SKU), and one or more auth codes for the subscription licenses. To use the auth code(s), you must register
the code to the support account on the Palo Alto Networks Customer Support website. In the case of the
VMware integrated NSX solution, the email contains a single authorization code that bundles the capacity
license for one or more instances of the VM-Series model, the support entitlement, and one or more
subscription licenses.

For the usage-based licenses in public clouds (AWS, Azure, or Google Cloud Platform), you do not receive
an auth code. However, in order to activate your premium support entitlement with Palo Alto Networks,
you must create a support account and register the VM-Series firewall on the Palo Alto Networks Customer
Support website.

Use the instructions in this section to register the capacity auth code or firewall with your support account:

e Register the VM-Series Firewall (with auth code)
e Register the Usage-Based Model of the VM-Series Firewall for Public Clouds (no auth code)

Register the VM-Series Firewall (with auth code)
Complete the following procedure to register your VM-Series firewall with an auth code.

STEP 1| Log in to the Palo Alto Networks Customer Support website with your account credentials. If
you need a new account, see Create a Support Account.

STEP 2 | Select Assests > VM-Series Auth-Codes > Add VM-Series Auth-Code.

CUSTOMER SUPPORT v
Current Account: Palo Alto Networks

= | QuidkAdtions v VM-Series Auth-Codes
A Support Home
GGV RSN M @  Deactivate License(s) Released VM License Auth Codes

]

£ Support Cases

B Company Account

&+ Members «

& Groups

= Assets o
Devices
Line Cards/Optics/FRUs
Spares

Advanced Endpoint Protection

VM-Series Auth-Codes

STEP 3| In the Add VM-Series Auth-Code field, enter the capacity auth code you received by email,
and click the checkmark on the far right to save your input. The page will display the list of auth
codes registered to your support account.

You can track the number of VM-Series firewalls that have been deployed and the number of licenses
that are still available for use against each auth code. When all the available licenses are used, the auth
code does not display on the VM-Series Auth-Codes page. To view all the assets that are deployed,
select Assets > Devices.

VM-SERIES DEPLOYMENT GUIDE | License the VM-Series Firewall 63

© 2020 Palo Alto Networks, Inc.



Register the Usage-Based Model of the VM-Series Firewall for
Public Clouds (no auth code)

You have two ways of registering the usage-based firewalls on the Palo Alto Networks Customer Support
Portal (CSP)—automatic registration and manual registration. The automatic registration of the usage-based
firewalls enables you to seamlessly register the firewall as soon as you launch it and access the site licenses
entitlements associated with your CSP account. For details, see Install a Device Certificate on the VM-
Series Firewall.

Use the following workflow to manually register your VM-Series firewalls. Before you begin with the
manual registration process, log in to the VM-Series firewall and jot down the serial number and the CPU ID
(UUID is optional) from the dashboard.

STEP 1| On the Assets tab (after you log in to the Palo Alto Networks Customer Support website), click
Device > Register New Device.

CUSTOMER SUPPORT v

Current Account:

Quick Actions DeViceS

A Support Home

Register New Device @ Deactivate License(s) = Device Tag
& Support Cases

Export To CSV
B Company Account

&+ Members

i

& Groups
= Assets o

Devices

STEP 2 | Select Register usage-based VM-Series models (hourly/annual) purchased from public cloud
Marketplace or Cloud Security Service Provider (CSSP).

STEP 3| Select your Cloud Marketplace vendor and Submit.

STEP 4 | Enter the Serial #, the CPU ID, and the UUID of the VM-Series firewall.

For example, from the Dashboard of the VM-Series firewall on Azure you will see the following
information.

64 VM-SERIES DEPLOYMENT GUIDE | License the VM-Series Firewall

© 2020 Palo Alto Networks, Inc.



General Information

MGT IP Address

MGT Netmask

MGT Default Gateway

MGT IPv6 Address

MGT IPv6 Link Local Address
MGT IPv6 Default Gateway
MGT MAC Address

Model

Serial #

CPUID

UuID

VM License
VM Mode

Device Name g

10.1.0.4 (DHCP)
255.255.255.0

10.1.0.1

unknown

fed0::20d: 3aff:fea 0 chff/64

00:0d:3a:60:cb:ff
PA-VM
A74AB2C5776C0OES

AZRPAYG:vm300bnd2

74AB2C57-76C0-E546-9B51-
9F1327575F58

VM-300
Microsoft Azure

> If you plan to use the firewall offline, please select the Offline checkbox and enter the

PAN-OS version you plan to use.

STEP 5| Agree and Submit to accept the EULA and register the firewall.

STEP 6 | Verify that the details on the licenses you purchased are displayed on the Assets page of the

support portal.
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Switch Between the BYOL and the PAYG
Licenses

The VM-Series firewall cannot be converted between the BYOL and PAYG licensing options. If you have
already deployed and configured a VM-Series firewall with the PAYG or BYOL option in AWS, Azure, or
Google Cloud Platform, and now want to switch to the other option, use the following instructions to
save and export the configuration on your existing firewall, deploy a new firewall, and then restore the
configuration on the new firewall.

STEP 1| Save a backup of the current configuration file and store it to an external server.

1. Select Device > Setup > Operations and Export named configuration snapshot.

2. Select the XML file that contains your running configuration (for example, running-config.xml) and
click OK to export the configuration file.

3. Save the exported file to a location external to the firewall.

STEP 2 | Deploy a new firewall and register or activate the license, as appropriate.
For a new PAYG instance:

1. Inthe AWS, Azure, or Google Cloud Platform Marketplace, select the software image for the PAYG
licensing bundle you want to deploy.

2. Deploy a new VM-Series firewall in the AWS, Azure, or Google public cloud. See Set Up the VM-
Series Firewall on AWS, Set up the VM-Series Firewall on Azure, or Set Up the VM-Series Firewall on
Google Cloud Platform.

3. Register the Usage-Based Model of the VM-Series Firewall for Public Clouds (no auth code).
For a new BYOL instance:

1. Contact your sales representative or reseller to purchase a BYOL license, and get a BYOL auth code
that you can use to license your firewall.

2. Register the VM-Series Firewall (with auth code).

3. Deploy a new VM-Series firewall in the AWS or Azure public cloud. See Set Up the VM-Series
Firewall on AWS, Set up the VM-Series Firewall on Azure or Set Up the VM-Series Firewall on
Google Cloud Platform.

4. Activate the License for the VM-Series Firewall (Standalone Version).

STEP 3| On the newly deployed firewall, restore the configuration that you exported.

1. Access the web interface of the newly deployed firewall.

2. Select Device > Setup > Operations, click Import named configuration snapshot, Browse to the
configuration file on the external host, and click OK.

3. Click Load named configuration snapshot, select the Name of the configuration file you just
imported, and click OK.

4. Click Commit to overwrite the running configuration with the snapshot you just imported.

5. Verify that the configuration on the new firewall matches the firewall that you are replacing, before
you delete the firewall or deactivate the licenses on the replaced firewall.
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Switch Between VM-Series Licenses

You can switch the license of your currently-deployed VM-Series firewall with the BYOL option, such

as moving from a subscription bundle to an enterprise license agreement (ELA) and vice versa, without
disrupting traffic moving through the firewall. You can switch the license on an individual firewall or on
multiple firewalls simultaneously from Panorama. Complete one of the following procedures to perform one
of the following license changes:

e Subscription bundle 1 to subscription bundle 2
e Subscription bundle 1 or 2 to an ELA
e Capacity license to subscription bundle or ELA

» Do not use this procedure for switching between PAYG and BYOL. See Switch Between the
BYOL and the PAYG Licenses for more information.

Before switching to an ELA license, you must allocate enough tokens equal the number of currently-
deployed VM-Series firewalls. See VM-Series Enterprise License Agreement (Multi-Model ELA) for more
information about the tokens required for each VM-Series model.

e Switch a license on a standalone firewall.
1. Register your authorization code.

e For a subscription bundle, register your new authorization code.
e Foran ELA, activate the ELA authorization code.

\ Do not use the ELA authorization code to activate individual VM-Series firewalls.
L After registering your ELA, use the VM-Series model authorization codes to
activate individual firewalls. You can find these authorization codes on the
Customer Support Portal under Assets > VM-Series Auth-Codes.
2. Login to the VM-Series firewall web interface.
3. Verify the Palo Alto Networks update server configuration.

1. Select Device > Setup > Services.
2. Confirm that Update Server is set to updates.paloaltonetworks.com.
3. Confirm that Update Server Identity is selected.

4. Apply a VM-Series authorization code. A firewall authorization code for an ELA begins with the letter
A, as shown below.

VM-Series Auth-Codes

PRERYES Y M Me W @ Deactivate License(s) = Released VM License Auth Codes
Export To CSV

Palo Alto Networks ELA Bundle for VM-Series includes VM-500,
- Threat Prevention, PANDB, URL filtering, Global Protect, and
ABB. 0/0 - - . . 11/15/2019
WildFire subscriptions, unlimited Panorama and Premium

Support, 1 YR

1. Select Device > Licenses and select the Activate feature using authorization code link.
2. Enter your VM-Series authorization code.
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3. Click OK to confirm the license upgrade.The firewall contacts the Palo Alto Networks update
server and consume the tokens required for your firewall based on the VM-Series model.

4. Verify the license updated successfully by checking the license expiration date.
5. Repeat this process for each VM-Series firewall in your deployment.

e Switch licenses on managed firewalls using Panorama.
1. Register your authorization code.

e For a subscription bundle, register your new authorization code.
e Foran ELA, activate the ELA authorization code.

¥ Do not use the ELA authorization code to activate individual VM-Series firewalls.
After registering your ELA, use the VM-Series model authorization codes to
activate individual firewalls. You can find these authorization codes on the
Customer Support Portal under Assets > VM-Series Auth-Codes.
2. Log in to the Panorama web interface.
3. Verify the Palo Alto Networks update server configuration for the firewalls.

1. Select Device > Setup > Services.
2. Confirm that Update Server is set to updates.paloaltonetworks.com.
3. Confirm that Update Server Identity is selected.
4. Apply a VM-Series authorization code. A firewall authorization code for an ELA begins with the letter
A, as shown below.

VM-Series Auth-Codes

FNERYES Y Mol © Deactivate License(s) = Released VM License Auth Codes
Export To CSV

Palo Alto Networks ELA Bundle for VM-Series includes VM-500,
Threat Prevention, PANDB, URL filtering, Global Protect, and
WildFire subscriptions, unlimited Panorama and Premium
Support, 1 YR

AB83 0/0 11/15/2019

Select Panorama > Device Deployment > Licenses and click Activate.
Enter your VM-Series authorization code.
Use the filters to select the managed firewalls to be licensed.
Enter your authorization code in the Auth Code column for each firewall.
Click Activate to confirm the license upgrade.Panorama contacts the Palo Alto Networks update
server and consume the tokens required for your firewalls based on the VM-Series model.
@

Activate License Deployment

urLODdE

uuuuuuu

6. Verify the license updated successfully by checking the license expiration date.
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Renew VM-Series Firewall License Bundles

When your VM-Series firewall bundle licenses are due for renewal, you can log in to the Palo Alto Networks
Customer Support Portal and adjust the license quantity to meet your deployment needs. At renewal, you
can review your usage trends and based your future needs, pick from the following options:

¢ Renew—You can opt to renew all licenses as is, or to increase or decrease the licensed quantity. If you
decrease the number of licenses you need, you must opt to get a basic bundle for the firewalls you are
not renewing, otherwise you will forfeit the portion that you do not renew. If you increase the license
quantity, the addition is added to your existing auth code.

e Change to Basic Bundle—If you have a VM-Series bundle 1 or a bundle 2 license that includes
subscriptions, you can change to a basic bundle that includes a perpetual capacity license and support
entitlement. When you switch to the basic bundle, you retain the VM-Series firewall model that you
had previously purchased. All firewalls that are currently deployed and are associated with the existing
auth code will continue to function, and the support entitlement will have a new expiration date. For any
unprovisioned firewalls, you'll receive a new auth code that you can use to deploy new instances.

e Forfeit—Relinquish the licenses that you no longer need. If you have deployed the firewalls that you
don't want to renew, you need to select the serial number of the instances for which you want to
discontinue renewals. You can continue to use these firewall instances with the software and content
versions that are currently installed, but your subscriptions and support entitlements are no longer valid.
And to forfeit the license of VM-Series firewalls that you have not provisioned, just select the quantity
that you want to forfeit.

STEP 1| Log in to the Palo Alto Networks Customer Support Portal with your account credentials.

STEP 2 | Select Assets > VM-Series Auth-Codes and find the auth code you want to renew.

The Renew option displays for auth codes that are eligible for renewal.

CUSTOMER SUPPORT v

Current Account: Camess  ~

= VM-Series Auth-Codes

# Support Home .
PEERU VRS SR @  Deactivate License(s)  Released VM License Auth Codes Auth Code: Search
& Support Cases
Export To CSV

B Company Account

& Members ~ Palo Alto Networks Perputual Bundle for VM-Series that includes YM-50, Threat Prevention, PANDB URL filtering. Global Protect and WildFire )
36467164 5/5 Perpetual X Register VM | Renew
subscriptions, and Partner enabled Premium Support

= G
@ Groups Palo Alto Networks Perputual Bundle for VM-Series that includes VM-100, Threat Prevention, PANDB URL filtering, Global Protect and WildFire . )
28146160 8/8 Perpetual *  Register M | Renew
= et subscriptions, and Partner enabled Premium Support

= Assets -

1 10« items per page

STEP 3| Click the Renew link to select the serial numbers to Renew, Change to Basic Bundle, or Forfeit.

If you have provisioned the firewall, select the appropriate option in the row that corresponds to the
Serial Number. If you have unprovisioned instances of the firewall, select the quantity for each renewal
option you choose under Unprovisioned VM Renewal Settings.
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VM RENEWAL.: 29191961

Pakd Alto Netwoarks Perpetual Bunde for Vidware NSX indudes
and Premium Sucoort. 3 vesr
-

Ferewal: 26
Unprzasianed YM Beneval Settngs

Ranevial: |8

o o
- 00795200002 3012
- 007952000023014
. 007952000024239
. 007952000024240
. 007952000024241
. 0075 2000024376
. 007952000024377
- 00795200002437¢
- 0079520000243 7%
. 00795200002 4380
- 007952000024382
- 007952000024383

A g

STEP 4 | Save your changes.

al: 30 Premisianed: 22

Change to Basic Bunde: 0

Change 2 Basic Bundie: 0

Unprovsicned & ©

Forfeit 4

rartet: |0
91172018 vou have selected renewal
S/11/2018 Vou have selacted ranenal
9/11/2018 You have selected rénéwal
9/11/2018 Vou have selecled renewal
9/11/2018 You have sclocted Forfort
Q712018 You have selected Forfort
9/11/2018 You have selected Forfan
9/11/2018 You have selected Forfet

9/11/2018 You ha

91172018 You hay

97112018 You ha

9/11/2010 You ha

ve selected renewal

ve selected rencwal

ve welactad ranewal

ve selected raneval

X!

Viv-1000-HY, Threat Preventian, PANDE URL fitering and WildFire subsenptionrs

Save

You will receive an onscreen confirmation that your changes are submitted for processing. After
submitting your changes, if you select Renew again, you can view the status of your request
against each serial number. If renewal processing has started, and you need to make additional

revisions, you will be unable to save changes. For assistance, you can contact the renewals team at

renewals@paloaltonetworks.com.
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Activate the License

To activate the license on your VM-Series firewall, you must have deployed the VM-Series firewall and
completed initial configuration. To deploy the firewall, see VM-Series Deployments.

Use the instructions in this section for all the BYOL models including AWS, Azure, and Google Public Cloud.
For usage-based licensing in public clouds, you do not need to activate the license. You must Register the
Usage-Based Model of the VM-Series Firewall for Public Clouds (no auth code) in order to activate your
premium support entitlement.

\ For usage-based models of the VM-Series firewall in the AWS Marketplace, instances with
l short and long AWS instance IDs are supported.

Until you activate the license on the VM-Series firewall, the firewall does not have a serial number, the
MAC address of the dataplane interfaces are not unique, and only a minimal number of sessions are
supported. Because the MAC addresses are not unique until the firewall is licensed, to prevent issues
caused by overlapping MAC addresses, make sure that you do not have multiple, unlicensed VM-Series
firewalls.

When you activate the license, the licensing server uses the UUID and the CPU ID of the virtual machine to
generate a unique serial number for the VM-Series firewall. The capacity auth code in conjunction with the
serial number is used to validate your entitlement.

> After you license a VM-Series firewall, if you need to delete and redeploy the VM-Series
L firewall, make sure to Deactivate the License(s) on the firewall. Deactivating the license
allows you to transfer the active licenses to a new instance of the VM-Series firewall without
help from technical support.

e Activate the License for the VM-Series Firewall (Standalone Version)
e Activate the License for the VM-Series Firewall for VMware NSX
e Troubleshoot License Activation Issues

Activate the License for the VM-Series Firewall (Standalone
Version)

If you have not elected to use the bootstrapping workflow using a subscription bundle, you must deploy the
VM-Series firewall and complete initial configuration before you can activate the license on your VM-Series
firewall.

e |f your VM-Series firewall has direct internet access.

To activate the license, the firewall must be configured with an IP address, netmask, default gateway,
and DNS server IP address.

The firewall must have a valid DNS configuration and have network connectivity to access the Palo Alto
Networks licensing server.

1. Select Device > Licenses and select the Activate feature using authorization code link.

2. Enter the capacity auth code that you registered on the support portal. The firewall will connect
to the update server (updates.paloaltonetworks.com), and download the license and reboot
automatically.

3. Log back in to the web interface and confirm that the Dashboard displays a valid serial number. If the
term Unknown displays, it means the device is not licensed.

4. On Device > Licenses, verify that PA-VM license is added to the device.
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If you see an error message, check Troubleshoot License Activation Issues.

e |f your VM-Series firewall does not have internet access.

1. Select Device > Licenses and click the Activate Feature using Auth Code link.

2. Click Download Authorization File, and download the authorizationfile.txt on the client machine.

3. Copy the authorizationfile.txt to a computer that has access to the internet and log in to the support
portal. Click My VM-Series Auth-Codes link and select the applicable auth code from the list and
click the Register VM link.

4. On the Register Virtual Machine tab upload the authorization file. Select the PAN-OS version and the
hypervisor on which you have deployed the firewall, to complete the registration process. The serial
number of your VM-Series firewall will be attached to your account records.

Upload File for UUID & CPUID: Select files

uuID!

CPUID

Authorization Code: V5821597

0S5 Release. - OS Release Select - v

Virtual Platform: - Virtual Platform Select - v

* Required Submit

5. Navigate to Assets > My Devices and search for the VM-Series device just registered and click the
PA-VM link. This will download the VM-Series license key to the client machine.

6. Copy the license key to the machine that can access the web interface of the VM-Series firewall and
navigate to Device > Licenses.

¥ License keys must be installed through the web interface. The firewall does not
l support license key installation through SCP or FTP.

7. Click Manually Upload License link and enter the license key. When the capacity license is activated
on the firewall, a reboot occurs.

8. Log in to the device and confirm that the Dashboard displays a valid serial number and that the PA-
VM license displays in the Device > Licenses tab.

Activate the License for the VM-Series Firewall for VMware NSX

Panorama serves as the central point of administration for the VM-Series firewalls for VMware NSX and
the license activation process is automated when Panorama has direct internet access. Panorama connects
to the Palo Alto Networks update server to retrieve the licenses, and when a new VM-Series firewall for
NSX is deployed, it communicates with Panorama to obtain the license. If Panorama is not connected to
the internet, you need to manually license each instance of the VM-Series firewall so that the firewall can
connect to Panorama. For an overview of the components and requirements for deploying the VM-Series
firewall for NSX, see VM-Series for NSX Firewall Overview.

For this integrated solution, the auth code (for example, PAN-VM-1000-HV-SUB-BND-NSX2) includes
licenses for threat prevention, URL filtering and WildFire subscriptions and premium support for the
requested period.

In order to activate the license, you must have completed the following tasks:
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¢ Registered the auth code to the support account. If you don’t register the auth code, the licensing server
will fail to create a license.

e Entered the auth code in the Service Definition on Panorama. On Panorama, select VMware Service
Manager to add the Authorization Code to the VMware Service Definition.

> If you have purchased an evaluation auth code, you can license up to 5 VM-Series
firewalls with the VM-1000-HV capacity license for a period of 30 or 60 days. Because
this solution allows you to deploy one VM-Series firewall per ESXi host, the ESXi cluster
can include a maximum of 5 ESXi hosts when using an evaluation license.

The following process of activating the licenses is manual. If you have a custom script or an orchestration
service, you can use the Licensing API to automate the process of retrieving the licenses for the VM-Series
firewalls.

e Activate Licenses on VM-Series Firewalls on NSX When Panorama has Internet Access
e Activate Licenses on VM-Series Firewalls on NSX When Panorama has No Internet Access

Activate Licenses on VM-Series Firewalls on NSX When Panorama has
Internet Access

Complete the following procedure to activate the VM-Series firewall for NSX when Panorama has access to
the internet.

STEP 1| Verify that the VM-Series firewall is connected to Panorama.

1. Login to Panorama.
2. Select Panorama > Managed Devices and check that the firewall displays as Connected.

STEP 2 | Verify that each firewall is licensed.

Select Panorama > Device Deployment > Licenses and verify that Panorama has matched the auth code
and applied the licenses to each firewall.

If you do not see the licenses, click Refresh. Select the VM-Series firewalls for which to retrieve
subscription licenses and click OK.

Activate Licenses on VM-Series Firewalls on NSX When Panorama has
No Internet Access

Complete the following procedure to activate the VM-Series firewall for NSX when Panorama does not
have access to the internet.

STEP 1| Locate the CPU ID and UUID of the VM-Series firewall.

1. From the vCenter server obtain the IP address of the firewall.
2. Loginto the web interface and select Dashboard.
3. Get the CPU ID and the UUID for the firewall from the General Information widget.

STEP 2 | Activate the auth code and generate the license keys.

1. Login to the Palo Alto Networks Customer Support website with your account credentials. If you
need a new account, see Create a Support Account.

2. Select Assets > VM-Series Auth Codes, click Add VM-Series Auth Codes to enter the auth code.

3. Select Register VM in the row that corresponds to the auth code that you just registered, enter the
CPU ID and the UUID of the firewall and click Submit. The portal will generate a serial number for
the firewall.

4. Select Assets > Devices and search for the serial number.
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5. Click the link the Actions column to download each key locally to your laptop. In addition to the
subscription license key, you must get the capacity license and the support license keys.

STEP 3 | Upload the keys to the firewall.
1. Log in to the firewall web interface.
2. Select Device > Licenses, and select Manually upload license key.
3. Browse to select a key and click OK to install the license on the firewall.

\» Install the capacity license key file (pa-vm.key) first. When you apply the capacity
;! license key, the VM-Series firewall will reboot. On reboot, the firewall will have a serial
number that you can use to register the firewall as a managed device on Panorama.

4. Repeat the process to install each key on the firewall.
5. Select Dashboard and verify that you can see the Serial # in the General Information widget.
STEP 4 | Add the serial number of the firewall on Panorama.

Select Panorama > Managed Devices and click Add to enter the serial number for the VM-Series
firewall for NSX. The firewall should now be able to connect with Panorama so that it can obtain its
configuration and policy rules.

Troubleshoot License Activation Issues
Some of the most common issues with activating your license is covered in this section.

e [f you see an error that reads Failed to fetch licenses. Failed to get license info. Please try
again lateror a generic communications error message displays.

Failed to fetch licenses. Failed to get license info. Please try again
later.

Verify the following:

¢ Can the firewall route traffic to the Palo Alto Networks server using a service route? By default,
the firewall uses the management interface to access the server. If you plan on using a dataplane
interface, make sure that you have set up a service route.
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Senvice Route Configuration

Use Management Interface forall (@) Customize

IPv4 IPv6  Destination

Use default Use default

Service Route Source

Service | paloalto-networks-

Source Interface | ethernet1/3

Source Address | 10.8.51.90

¢ Is routing over the internet working? SSH into the firewall and ping an publicly accessible IP address
such as 4.2.2.2. Be sure to use the source option if you are using a dataplane interface. For example:
ping count 3 source 10.0.1.1 host 4.2.2.2.

e Is DNS set up correctly? SSH into the firewall and ping a DNS name such as google.com. For example:

warby@warbylan> ping count 3 source 10.8.1.1 host google.com

PING google.com (216.58.195.78) from 10.8.1.1 : 56(84) bytes of data.

64 bytes from sfo@7516-in-f78.1e108.net (216.58.195.78): icmp_seg=1 tt1=55 time=11.6 ms
64 bytes from sfo@7s16-in-f78.1el1@0.net (216.58.195.78): icmp_seg=2 tt1=55 time=11.9 ms
64 bytes from sfo@7s16-in-f78.1e180.net (216.58.195.78): icmp_seg=3 tt1=55 time=11.5 ms

—— google.com ping statistics —

3 packets transmitted, 3 received, % packet loss, time 2025ms
rtt min/avg/max/mdev = 11.586/11.721/11.975/8.20@ ms

e [f you see an error that reads Invalid Auth Code:

Failed to install licenses. Invalid Auth Code: 11111111

Verify the following:

¢ You have entered the auth code properly.
¢ You have registered the auth code to your account on the support portal.
e Your auth code has not reached the maximum provisioning capacity for the VM-Series firewalls.
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Install a Device Certificate on the VM-Series
Firewall

The firewall requires a device certificate to retrieve the site license entitlements and securely access cloud
services such as WildFire, AutoFocus, and Cortex Data Lake. There are two methods for applying a site
license to your VM-Series firewall—One-time password and auto-registration PIN. Each password or PIN is
generated on the Customer Support Portal (CSP) and unique to your Palo Alto Networks support account.
The method you use depends on the license type used to deploy your firewall and if your firewalls are
managed by Panorama.

e One Time Password—For VM-Series firewalls that have already been registered with Palo Alto Networks
licensing server, you must generate a One-Time Password on the Customer Support Portal and apply it
to your VM-Series firewall. Use this method for VM-Series firewalls with a BYOL or ELA license in small-
scale, unmanaged deployments and manually-deployed VM-Series firewalls managed by Panorama.

e Registration PIN—This method allows you to apply a site license to your VM-Series firewall at initial
startup. Use this method for VM-Series firewalls with usage-based licenses (PAYG), that you bootstrap
at launch or with any type of automated deployment, regardless of license type. The auto-registration
PIN enables you to automatically register your usage-based firewalls at launch with the CSP and retrieve
site licenses.

For the VM-Series firewall on NSX-V and NSX-T, you can add the auto-registration PIN to your service
definition configuration so the device certificate is fetched by the firewall upon initial boot up. See

the service definition configuration for NSX-V, NSX-T (North-South), and NSX-T (East-West) for more
information. If you upgrade previously-deployed firewalls to PAN-OS version that supports device
certificates, you can apply a device certificate to the those firewalls individually using a one-time password.

One-time passwords and auto-registration PINs must be used before they expire. If you do not, you must
return to the CSP to generate a new one.

e Enable the firewalls to retrieve the site licenses automatically at launch.

The firewall requires the device certificate to get the site license entitlements and securely access the
cloud services. To retrieve the site licenses when you launch the firewall, in the bootstrap package
you must include the authcode in the /license folder, and add the auto registration PIN ID and value in
the init-cfg.txt file and place it in the /config folder. Adding the auto registration PIN ID and value also
enable auto-registration of the PAYG or usage-based instances on the VM-Series firewall.

1. Login to the Customer Support Portal (CSP).
2. Generate the VM-Series registration PIN.

Select Assets > Device Certificates > Generate Registration PIN. Save the PIN ID and value. Make
sure to launch the firewall before the PIN expires.
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# paloalto’  Customer Support 40

Current Account: Palo Alto Networks, Inc.  ~ |

Details

B Company Account

Generate Registration PIN for VM Series Firewall

& Members v
" The reg st ured
& Groups use of VM series device for me selected on the previous
screenYoumay deactive a n
T Assets ~ Description:
Devices
PIN Expiration:
Line Cards/Optics/FRUS
Registration PIN: PINID:
Spares Expires On: 6/10/2020 Expires On: 6/10/2020

Advanced Endpoint Protection
Device Certificates

VM:Series Auth-Codes Copy to Clipboard Copy to Clipboard

Cloud Services

ONSeresLicensing Downioadpin | oone |

Site Licenses

Enterprise Agreements v

3. Add the registration PIN ID and value in the init-cfg.txt file.

In addition to the required parameters, you must include:

vm series-auto-registration-id=

vm seri es-aut o-regi stration-pi n-val ue=

4. Log in to the firewall and verify that you can see the site license on the firewall.

¢ Generate the one-time password (OTP) and manually retrieve the device certificate on the
firewall.

The firewall requires this device certificate to get the site license entitlements and securely access the
cloud services.

1. Log in to the Customer Support Portal.
Register your VM-Series firewall, if you have not already.

2. Select Assets > Device Certificates > Generate OTP.

#paloalto"  Customer Support Lo

Current Account: Palo Alto Networks, Inc.  +

= ONE TIME PASSWORD

@ Support Home

.
& Support Cases | DeveTe Device Number One Time Password
Company Account
@ Generate OTP for Next-Gen Firewalls
& Members M Generate OTP for Panorama
% Groups Generate OTP for Panorama managed devices
= Assets ~
Cancel Generate OTP
Devices

Line Cards/Optics/FRUs
Spares

Advanced Endpoint Protection
Device Certificates

VM-Series Auth-Codes

Cloud Services

3. Select your firewall from the list to Generate OTP.
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4. Log in to the firewall, and retrieve the device certificate.

Select Setup > Management > Device Certificate and Get Certificate

7 sewp
High Availability
B Config Audit
g

Management | Operations

Bl Use:
&%, Dala Redistribution

Device Certificate

sic @ -
5. Verify that the device certificate is fetched and that you can see the site license on the firewall.

() SSL Decryption Exclusic

If using Panorama to manage the VM-Series firewall, see Install the device certificate on a
managed firewall.
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Deactivate the License(s)

The license deactivation process enables you to self-manage licenses. Whether you want to remove one
or more active licenses or subscriptions attributed to a firewall (hardware-based or VM-Series firewall) or
you want to deactivate the VM-Series firewall and unassign all active licenses and subscriptions, begin the
deactivation process on the firewall or Panorama (not on the Palo Alto Networks Customer Support web
site).

To successfully deactivate a license, you must install a license deactivation APl key and enable verification
of the update server identity (enabled by default). PAN-OS uses this deactivation API key to authenticate
with all update a license services. The deactivation API is key is not required for manual license deactivation,
where there is not connectivity between the firewall and license server.

If the firewall/Panorama has internet access and can communicate with the Palo Alto Networks Licensing
servers, the license removal process completes automatically with a click of a button. If the firewall/
Panorama does not have internet access, you must complete the process manually in a two-step process.
In the first step, from the firewall or Panorama, you generate and export a license token file that includes
information on the deactivated keys. In the second step, while logged in to the Palo Alto Networks
Customer Support website, upload the token file to dissociate the license keys from the firewall.

e Install a License Deactivation APl Key
e Deactivate a Feature License or Subscription Using the CLI
e Deactivate VM

Install a License Deactivation API Key

Retrieve your license API key from the Customer Support Portal and install it using the CLI on the firewall
and Panorama. You must have superuser privileges on the firewall or Panorama to install the license API
key. When you install a license APl key on Panorama, Panorama pushes the API key to its managed devices.
If the managed device has an API key installed, Panorama overwrites the old API key with the new one.

STEP 1 | Retrieve the license deactivation API key from the Customer Support Portal.
1. Login to the Customer Support Portal.

2. Select Assets > Licensing API.
CUSTOMER SUPPORT v
Current Account:  Palo Alto Networks

3. Copy the API key.

Devices

Line Cards/Optics/FRUs
Spares

Advanced Endpoint Protection
VM Series Auth-Codes
Cloud Services

Site Licenses

Enterprise Agreements
Asset History

Search Current Account
Licensing API

b

& Tools +

STEP 2 | Use the CLI to install the API key copied in the previous step.

request |license api-key set key <key>
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STEP 3| After installing the license deactivation API key, Deactivate VM as normal.
Deactivating a VM-Series license requires a software restart.

STEP 4| To replace a license deactivation API key, use the following CLI command to delete an installed
API key.

request license api-key delete

To deactivate a VM-Series firewall after deleting the API key, you must install a new one.

Deactivate a Feature License or Subscription Using the CLI

If you accidentally installed a license/subscription on a firewall and need to reassign the license to another
firewall, you can deactivate an individual license and re-use the same authorization code on another firewall
without help from Technical Support. This capability is supported on the CLI only; this process is supported
both on the hardware-based firewalls and on the VM-Series firewall.

STEP 1| Log into the CLI on the firewall.

STEP 2| ( ) View the name of the license key file for the feature you want to
deactivate.

request license deactivate key features ?

STEP 3| ( ) Deactivate the license or subscription.
request |icense deactivate key features <nane> node auto
where, name is the full name for the license key file.
For example:
adm n@nPAN2> request |icense deactivate key features
W I dFire_License_2015 01_28 |15820573. key node aut 0007200002599
W1 dFire License Success
Successfully removed |icense keys

STEP 4 | ( ) View the name of the license key file for the feature you
want to deactivate.

request license deactivate key features

STEP 5| ( ) Deactivate the license manually.
request license deactivate key features <nane> node manual

For example:

adm n@A- VM> request |icense deactivate key features
PAN DB URL _Filtering 2015 01 28 16134084. key node manual

Successfully renoved |icense keys
dact _|ic.01282015. 100502. t ok
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\ The token file uses the format dact _| i c. ti nest anp. t ok, where the timestamp is in
the dmmryyyy. hr mi nsec format.

STEP 6 | Verify that the token file was generated.

show | i cense-token-fil es

STEP 7 | Export the token file to an SCP or TFTP server and save it to your computer.
scp export license-token-file to <usernanme@erverl P> from <token_fil ename>
For example:

scp export license-token-file to adm n@O0. 1.10.55:/tnp/ from
dact _lic.01282015. 100502. t ok

STEP 8| Log into the Palo Alto Networks Customer Support website.
STEP 9 | Click the Deactivate License(s) link on the Assets tab.
STEP 10| Select Assets > VM-Series Auth-Codes > Deactivate License(s).

STEP 11 | While logged in to the Palo Alto Networks Customer Support website, upload the token file
to complete the deactivation.

Deactivate Licenses

DEACTIVATE LICENSES
This feature is available for VMs and hardware running PAN-OS 7.0 or higher

It applies to hardware feature licensing and to VM feature licensing and support
entitlements.

e removal token created from Panorama or PAN-OS for the device.

please log into Panorama or PAN-OS for the device to initiate

Select files...

or manually enter the token text

Submit

Deactivate VM

When you no longer need a BYOL instance of the VM-Series firewall, you can free up all active licenses—
subscription licenses, VM-Capacity licenses, and support entitlements— using the web interface, CLI, or the
XML API on the firewall or Panorama. The licenses are credited back to your account and you can use the
same authorization codes on a different instance of the VM-Series firewall.

Deactivating a VM removes all the licenses/entitlements and places the VM-Series firewall in an unlicensed
state; the firewall will not have a serial number and can support only a minimal number of sessions. Because
the configuration on the firewall is left intact, you can re-apply a set of licenses and restore complete
functionality on the firewall, if needed.
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) Make sure to deactivate licenses before you delete the VM-Series firewall. If you delete the
firewall before deactivating the licenses you have two options:
« If the device was managed by Panorama, you can deactivate the license from Panorama.

* If the device was not managed by Panorama, you must contact Palo Alto Networks
Customer Support.

e Deactivate the VM from the Firewall
e Deactivate the VM from Panorama

Deactivate the VM from the Firewall
Complete the following process to deactivate the VM license from the firewall.

STEP 1| Log into the web interface and select Device > Licenses.
STEP 2| Select Deactivate VM in the License Management section.
STEP 3| Verify the list of licenses/entitlements that will be deactivated on the firewall.

STEP 4 | Pick one of the following options to start deactivating the VM:

e Click Continue, if the firewall can communicate directly with the Palo Alto Networks Licensing server.
You will be prompted to reboot the firewall; on reboot the licenses are deactivated.

e Click Complete Manually, if the firewall does not have internet access. Click the Export license
token link to save the token file to your local computer. For example, the token filename is
20150128_1307_dact_lic.01282015.130737.tok. You will be prompted to reboot the firewall; on
reboot the licenses are deactivated.

STEP 5| ( ) Complete the following tasks to register the changes with the Licensing
server:
1. Loginto the Palo Alto Networks Customer Support website.
2. Select Assets > VM-Series Auth-Codes > Deactivate License(s).

3. While logged in to the Palo Alto Networks Customer Support website, upload the token file to
complete the deactivation.

Deactivate Licenses

DEACTIVATE LICENSES

This feature is available for VMs and hardware running PAN-OS 7.0 or higher

It applies to hardware feature licensing and to VM feature licensing and support
entitlements

Please upload the license removal token created from Panorama or PAN-OS for the device.
If you do not have this file, please log into Panorama or PAN-OS for the device to initiate

the de-activation process

Upload your license removal token

Select files...

or manually enter the token text

Submit
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Deactivate the VM from Panorama
Complete the following process to deactivate the VM license from Panorama.

STEP 1| Log in to the Panorama web interface and select Panorama > Device Deployment > Licenses.

STEP 2 | Deactivate VMs and select the VM-Series firewall that you want to deactivate.

Please select which VMs you would like to deactivate:

4 216
_ . Threat GlobalProtect | GlobalProtect VM-Series
Device Nai Serial Numbe: URL Support WildFi
D‘ = llame ‘ MBI NUMDE | b revention HL Gateway Portal = Capacity ‘
[ vmpanz 007200002603 H/A /A Active /A WA Active Active

‘Warning: By deactivating these VMs you will be removing all licenses and entitlements from these devices. Once these licenses have been removed the VM-
series will retain its configuration but reboot into an unlicensed state. In order to return the VM-series to production, a new license will need to be applied.

Click Continue and Panorama will remove licenses and register change with the license server.

Click Complete Manually if Panorama does not have access to the license server. A license removal file will be created and you will be prompted to save it to
a machine that can access the license server,

STEP 3 | Pick one of the following options to deactivate the VM:

e Continue—If Panorama can communicate directly with the Palo Alto Networks Licensing servers
and can register the changes. To verify that the licenses have been deactivated on the firewall, click
Refresh on Panorama > Device Deployment > Licenses. The firewall is automatically rebooted.

¢ Complete Manually—If Panorama does not have internet access. Panorama generates a token file.
Click the Export license token link to save the token file to your local computer. The successful
completion message is displayed on-screen, and the firewall will be automatically rebooted.
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Filters
¥ [] Result

v [] status
¥ [] Platforms
[ pa-vm(1)
¥ [] Device Groups
[] mv_test (1)
[] Templates
[ Tags
[] Ha status

Summary

Details

4

1 i[el"| (=] [x)

[] Successful (1)

Device Name

vmPANZ

Progress

This operation may take several minutes to complete

| Status | Result | Progress | Details |
Completed Successfully  Successful NN 100% Deactivation successful

Result Succeeded 1 Result Pending 0 Result Failed 0

Close

) To use the token file register the changes with the licensing server, see

this step above.

STEP 5| Remove the deactivated VM-Series firewall as a managed device on Panorama.

1. Select Panorama > Managed Devices.
2. Select the firewall that you deactivated from the list of managed devices, and click Delete.

\» Instead of deleting the firewalls, if you prefer, you can create a separate device group
! and assign the deactivated VM-Series firewalls to this device group.
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Licensing API

To successfully license firewalls that do not have direct internet access, Palo Alto Networks provides a
licensing API. You can use this APl with a custom script or an orchestration service to register auth codes,
retrieve licenses attached to an auth code, renew licenses, and to deactivate all licenses on a VM-Series
firewall (Deactivate VM).

License Server

UuID +
Auth code +
APl k
License <
keys

Configuration pushed from Panorama

o

I
. il

. = Uik ' Pa!orama
_____ == @ SR U

Automation E

) Register with Panorama
Bootstrap container

Data Center

The API also allows you to view the details of an auth code so that you can track the number of unused
licenses attached to an auth-code or auth-code bundle that enables you to license more than one instance
of the firewall. An auth-code bundle includes the VM-Series model, subscriptions and support in a single,
easy to order format; you can use this bundle multiple times to license VM-Series firewalls as you deploy
them.

To use the API, each support account is assigned a unique key. Each API call is a POST request, and the
request must include the API key to authenticate the request to the licensing server. When authenticated,
the licensing server sends the response in json (content-type application/json).

e Manage the Licensing API Key
e Use the Licensing API
e Licensing API Error Codes

Manage the Licensing APl Key

To get the API key required to use the licensing API, your account must have super user privileges on the
support portal.

The expiration date of the API key is the same date as that of the latest subscription in your support
account. If you renew your current subscriptions and need to reset the expiration date of the API key, you
can either regenerate a key (and replace the existing key with this new key wherever you've used it) or
contact Palo Alto Networks support for help with extending the term of your existing API key.

STEP 1| Get your Licensing API key.

1. Login to the Palo Alto Networks Support portal with an account that has super user privileges.
2. Select Licensing API from the —Go To— drop-down.

3. Click Enable to view your key and copy it for use. Once you generate a key, the key is enabled until
you regenerate or disable it.
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STEP 2 | Regenerate or revoke the API key.
1. You can generate a new API key or revoke the use of the key.

¢ Click Regenerate to generate a new key. If you suspect that an APl key may be compromised, you
can generate a new key, which process automatically invalidates the old key.

e Select Disable if you no longer plan to use the key. Disabling the API key revokes it.

Use the Licensing API

The base URI for accessing the licensing APl is https://api.paloaltonetworks.com/api/license; based on the
task you want to perform, for example activate licenses, deactivate licenses, or track license use—the URL
will change.

An API request must use the HTTP POST method, and you must include the API key in the apikey HTTP
request header and pass the request parameters as URL-encoded form data with content-type application/
x-www-form-urlencoded.

The API Version is optional and can include the following values—O0 or 1. If specified, it must be included in
the ver si on HTTP request header. The current API version is 1; if you do not specify a version, or specify
version O, the request uses the current API version.

All API responses are represented in json.

Before you begin, Get your Licensing API key. This is required before you can perform any of the following
tasks:

e Activate Licenses
e Deactivate Licenses
e Track License Usage

Activate Licenses

URL: htt ps:// api . pal oal t onet works. com api /| i cense/ activate
Parameters: uuid, cpuid, authCode, and serialNumber.
Use these parameters to accomplish the following:

e For first time or initial license activation, provide the cpuid, uuid, auth-code in the API request.

¢ If you did not save the license keys or had a network connection trouble during initial license activation,
to retrieve the license(s) again for a firewall that you have previously activated, you can either provide
the cpuid and uuid in the API request, or provide the serial number of the firewall in the API request.

Header: apikey

Sample request for initial license activation using Curl:

curl -i -H "api key: $API KEY" --data-url encode cpui d=51060400FFFBAB1F - -
dat a- url encode uui d=564D0E5F- 3F22- 5FAD- DAS8- 47352C6229FF - - dat a- ur| encode
aut hCode=I 7115398 htt ps://api . pal oal t onet wor ks. conf api /| i cense/ acti vate

Sample API response:

[{"IfidField":"13365773", "partidFi el d":" PAN- SVC- PREM VM 300", "f eat ur eFi - -
eld":"Prem uni, "feature_descFiel d":"24 x 7 phone support;
advanced repl acenent hardware service", "keyFi el d":"mdi ZEL1t 3n6Ca
+61 1 1L7i t DZTphYw48N1AMOZXut DgEx C5f 5pOA52+Qglj mAxanB
\ nKOyat 4FJI 4k2hW BYz9c ONuKoi aNO&t AGhJvAuZnYgqAZej KueW TzCulLr wxl /i Ew
\ NkRGR3cYGH+j 6084Ri t RO37nRi Ck2v908RSf LVi | gX28nqnt GBLcAnTqbr RMdFt wwvk
\ nl uz47AUMXauugwpM pouQYj KOZL7f THHsI hyL7yFj CyxBoYXCQt 3Ji qQOOCDdBdDI
\ N91RKVPy| EWTKgSXnBxpzbnC2ci URSb235gyqdyV8eQXKvaThuR8YyHr 1Pdw/ | Aj s
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\ npyyl VFa6Fuf Pacf B2RHApQ==

\n","auth_codeField":"","errnsgFi el d":null,"typeField":"SUP", "regDat eFi el d':"2016-06- 03"
12: 00: 00 AM', "PropertyChanged": nul |},

{"IfidField":"13365774", "partidFi el d": " PAN- VM 300-TP", "featureFi el d": " Threat
Prevention", "feature_descField":"Threat Prevention","keyFi el d":"NgaXoaFG

+9qj 0t 9Vu7FBM zDAr j +pnFaQEd61 20gf Bf Ai bXr vuoFKeXX/ K2y Xt r |

\ n2qJhNg3kwxBDxn181z3nr UCs Qd/ eW68dyp4j b1 M AWEMBIM nCyLhDRVBEE+unt4b

\ ndZBRH5AQ PoaON7xZ46VMFovOR+as QUIXTpt S/ EulbLAlI 7PBp3+nnD4dYTF90500

\ ndeylj nGoi BZ9wBkesvukg3dVZ7gxppDvz14+wek YEJqPf MONZyxsCsdnoxg9pci F

\ ncFel hnTYl mall Xr Cqj JcFdni HRWOORE9CI KWe0g2HGo1uo2eql1 XMk L9nESt 0251 m

\ nbl MnhLO6snT Cdt Xnb4j j t g==

\n","auth_codeField":"","errnsgField":null,"typeField:"SUB", "regDateFiel d":"2016-06-03
12: 00: 00 AM', " PropertyChanged": nul |}

... <truncat ed>

> The feature_Field in the response indicates the type of key that follows in the keyField.
Copy each key to a text file and save it with the .key extension. Because the key is in json
format, it does not have newlines; make sure to convert it to newlines if needed for your
parser. Make sure to name each key appropriately and save it to the /license folder of the
bootstrap package. For example, include the authcode with the type of key to name it as
13306691 1pa-vm.key (for the capacity license key), 13306691 _1threat.key (for the Threat
Prevention license key), 13306691_1wildfire.key (for the WildFire subscription license key).

Sample API request for retrieving previously activated licenses using Curl:

curl -i -H "api key: $API KEY" --dat a-url encode seri al Number =007200006142
htt ps://api/ pal oal t onet works. confapi /|l icense/activate

Sample API response:

[{"IfidField":"13365773","partidFi el d':" PAN- SVC- PREM

VM 300", "featureFi el d":"Prem un, "feature_descField"':"24 x 7 phone
support; advanced repl acenent hardware service", "keyFiel d":"mii ZEL1t 3n6Ca

+61 | 1L7i t DZTphYw48N1AMOZXut DgEx C5f 5pOA52+Qglj mAxanB

\ nKOyat 4FJI 4k2hW BYz9c ONuKoi aNOt AGhJvAuZnYgqAZej KueW TzCulLr wxl /i Ew

\ NkRGR3cYGH+j 6084Ri t RO37nRi Ck2v908RSf LVi | gX28nqnt BLcAnTqbr RMAFt wwvk

\ nl uz47AUMXauugwpM pouQYj kOZL7f THHs| hyL7yFj CyxBoYXQt 3Ji gQQOCDdBdDI

\ N91RkVPyl EWTKgSXnBxpzbmC2ci URSb235gyqdyWBeQXKvaThuR8YyHr 1Pdw/ | Aj s

\ npyyl VFa6Fuf Pacf B2RHApQ==

\n","auth_codeField":"", "errnsgField":null,"typeField":"SUP", "regDateFi el d':"2016-06- 03
"expirationField":"8/ 29/2016 12: 00: 00 AM', " PropertyChanged": nul |},

{"IfidField":"13365774", "partidFi el d":"PAN- VM 300-TP", "featureFi el d": " Threat
Prevention", "feature_descField":"Threat Prevention","keyFi el d":"NgaXoaFG

+9qj 0t 9Vu7FBM zDAr j +pnFaQEd61 20gf Bf Ai bXr vuoFKeXX/ K2y Xt r |

\ n2qJhNg3kwxBDxn181z3nr UCs Qd/ eW68dyp4j b1 M AWEMBIM nCyLhDRVBEE+unt4b

\ ndZBRH5AQ PoaON7xZ46VMFovOR+as QUIXTpt S/ EulbLAlI 7PBp3+nnD4dYTF90500

\ ndeylj nGoi BZ9wBkesvukg3dVZ7gxppDvz14+wek YEJqPf MONZyxsCsdnoxg9pci F

\ ncFel hnTYIl mall Xr Cqj JcFdni HRWOORE9CI KW0g2HGo1uo2eql1 XMk LI9nESt 0251 m

\ nbl MnhLO6snT Cdt Xnb4j j t g==

\n","auth_codeField":"","errnsgField":null,"typeField:"SUB", "regDateFiel d":"2016-06-03
12: 00: 00 AM', " PropertyChanged": nul |}

...<truncated>

Deactivate Licenses

URL: htt ps:// api . pal oal t onet works. com api /| i cense/ deacti vate

Parameters: encryptedToken
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To deactivate the license(s) on a firewall that does not have direct internet access, you must generate

the license token file locally on the firewall and then use this token file in the API request. For details on
generating the license token file, see Deactivate VM or Deactivate a Feature License or Subscription Using
the CLI.

Header: apikey
Request: https://api.paloaltonetworks.com/api/license/deactivate?encryptedtoken@<token>

Sample API request for license deactivation using Curl:

curl -i -H "api key: $API KEY" --dat a-url encode
encrypt edt oken@act _|i c. 05022016. 100036.t ok https://
api . pal oal t onet works. contf api /| i cense/ deacti vate

Sample API response:

[{"serial NunFi el d":"007200006150", "f eat ureNaneFi el d":"","i ssueDateFi el d":"", "successFi el
{"serial Nunfi el d": "007200006150", "f eat ureNanmeFi el d":"","i ssueDateFi el d":"", "successFi el (
{"serial Nunfi el d": "007200006150", "f eat ureNanmeFi el d":"","i ssueDat eFi el d":"", "successFi el (
{"serial NunFi el d": "007200006150", "f eat ureNanmeFi el d":"","i ssueDat eFi el d":"", "successFi el (
{"serial NunFi el d": "007200006150", "f eat ureNanmeFi el d":"","i ssueDat eFi el d":"", "successFi el (
{"serial Nunfi el d": "007200006150", "f eat ureNanmeFi el d":"","i ssueDat eFi el d":"", "successFi el (

Track License Usage

URL: htt ps: // api . pal oal t onet wor ks. coni api /| i cense/ get
Parameters: authCode

Header: apikey

Request: https://api.paloaltonetworks.com/api/license/get?authCode=<authcode>

Sample API request for tracking license usage using Curl:

curl -i -H "api key: $API KEY" --data-url encode aut hcode=I 9875031 https://
api . pal oal t onet wor ks. contf api /| i cense/ get

Sample API response:

HTTP/ 1.1 200 OK
Date: Thu, 05 May 2016 20:07:16 GMT
Cont ent - Lengt h: 182

{" Aut hCode": "19875031", "UsedCount ": 4, " Tot al VMCount ": 10, "UsedDevi ceDet ai | s":
[{"UU D':"420006BD- 113D- 081B- F500- 2E7811BE8S0OC
9", " CPUI D': "D7060200FFFBABLF", " Seri al Nunber": "007200006142"}]}.....

Licensing APl Error Codes

The HTTP Error Codes that the licensing server returns are as follows:

e 200 Success

e 400 Error

e 401 Invalid API Key
e 500 Server Error
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Licenses for Cloud Security Service Providers
(CSSPs)

The Palo Alto Networks CSSP partners program allows service providers to provide security as a service or
as a hosted application to their end customers. The license offerings that Palo Alto Networks provides for
authorized Cloud Security Service Provider (CSSP) partners are different from the offerings for enterprise
users.

For CSSP partners, Palo Alto Networks supports a usage-based model for the VM-Series firewalls bundled
with subscriptions and support. CSSP partners can combine a term-based capacity license for the VM-
Series Models with a choice of subscription licenses for Threat Prevention, URL Filtering, AutoFocus,
GlobalProtect, and WildFire, and support entitlements that provide access to technical support and
software updates. If you plan on deploying the firewalls in an HA configuration, you can purchase the cost-
effective high availability option.

e Get the Auth Codes for CSSP License Packages

e Register the VM-Series Firewall with a CSSP Auth Code
¢ Add End-Customer Information for a Registered VM-Series Firewall

Get the Auth Codes for CSSP License Packages

To be a CSSP Partner, you have to enroll in the Palo Alto Networks CSSP partners program. For information
on enrolling in the CSSP program, contact your Palo Alto Networks Channel Business Manager. If you are
enrolled, the Palo Alto Network Support portal provides tools that allow you to select a license package,
track license usage, and apply license entitlements.

A license package is a combination of the following options:

e Usage term—The pay-per-use options are hourly, monthly, 1-year, and 3-years.

e VM-Series firewall model—The VM-100, VM-200, VM-300, and VM-1000-HV that give you the model
number and the capacities associated with each model.

e Subscription bundle—The three options are basic, bundle 1, and bundle 2. The basic option does not
include any subscriptions; bundle 1 has the Threat Prevention license that includes IPS, AV, malware
prevention; bundle 2 has the Threat Prevention (includes IPS, AV, malware prevention), DNS Security,
GlobalProtect, WildFire, and PAN-DB URL Filtering licenses.

e Level of support—Premium support or backline support.

e Redundant firewalls—The option are either high availability (HA) or without HA. This option is a cost-
effective option if you plan to deploy a pair of redundant firewalls.

The offering PAN-VM-300-SP-PREM-BND1-YU, for example, is a one-year term package that includes the
VM-300 with premium support and the subscription bundle 1. Each package supports up to a maximum of
10,000 instances of the VM-Series firewall.

After you select your license package, you receive an email with your auth code; the fulfillment process can
take up to 48 hours.

STEP 1| Log in to the Palo Alto Networks Customer Support website with your account credentials. If
you need a new account, see Create a Support Account.

STEP 2| Select CSSP > Order History, to view the list of auth codes registered to your support account.

As you deploy firewalls, you must register each instance of the firewall against an auth code.
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Register the VM-Series Firewall with a CSSP Auth Code

To activate the license on your VM-Series firewall, you must have deployed the VM-Series firewall and

completed initial configuration. As a CSSP partner, you can choose from the following options to register a
firewall:

e API—Use the Licensing API if you have a custom script or an orchestration service. With this option, the
firewall does not need direct internet access.

e Bootstrap—Use this option to automatically configure the firewall and license it on first boot. See
Bootstrap the VM-Series Firewall.

o Firewall web interface—You can Activate the License for the VM-Series Firewall (Standalone Version)
using the firewall web interface. This workflow is valid for firewalls with or without internet access.

e Customer Support Portal—Use this option to manually register the firewall on the Palo Alto Networks
Customer Support portal, as shown below.

STEP 1| Log in to the Palo Alto Networks Customer Support website with your account credentials. If
you need a new account, see Create a Support Account.

STEP 2 | Select CSSP > Order History, to view the list of auth codes registered to your support account.

STEP 3 | Select CSSP > VM Provisioning Auth Codes, select an Authorization Code and click Register
VM.

HOME | COMPANY ACCOUNT | MEMBERS | ASSETS | GROUPS

CSSP Home | Shopping Cart GM Provisioning Auth Codes) Provisioned Devices | Order History

W |} Provisioned Devices = Download Software

Authorization Code Quantity of VM Provisioned = Product SKU

9598636 0710000 PAN-VM-100-SP-PREM-BND2-HA-MU
37175324 5/10000 PAN-VM-100-SP-PREM-BND2-HU
71286575 2/10000 PAN-VM-100-SP-PREM-BND2-HA-YU

STEP 4| Enter the UUID and CPUID of the VM instance and click Submit. The portal will generate a
serial number for the firewall.

Upload File for UUID & CPUID: Select files...

uuID:

CPUID:

Authorization Code: 29598636

Reured

 You can track the number of VM-Series firewalls that have been deployed and the
l number of licenses that are still available for use against each auth code. To view all
the total number of firewalls registered against a specific auth code, select CSSP >
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VM Provisioning Auth Codes, then select an Authorization Code and click Provisioned
Devices.

Add End-Customer Information for a Registered VM-Series
Firewall

For CSSP licensees, after you register the firewall, you can use either the Palo Alto Networks Support portal
or the Licensing API to link the serial number of the VM-Series firewall with the customer for whom you
provisioned the firewall.

e Add End-Customer Information for a Registered VM-Series Firewall (Customer Support Portal). The
Support portal authenticates with user name and password.

e Add End-Customer Information for a Registered VM-Series Firewall (API). The APl authenticates using
the Licensing API key.

Add End-Customer Information for a Registered VM-Series Firewall
(Customer Support Portal)

Complete the following procedure to add end-customer information for a registered firewall through the
Customer Support Portal.

STEP 1| Log in to the Palo Alto Networks Customer Support website with your account credentials.
STEP 2 | Select CSSP > Provisioned Devices.

STEP 3| Select the Serial Number and click Add End User Info.

HOME | COMPANY ACCOUNT | MEMBERS | ASSETS | GROUPS

CSSPHome | Shopping Cart | VM Provisioning Auth Codes | Provision

() Add End User Info || Export To CSV

Select Serial Number Model Provisioned Date

007000003456 VM100 2016-05-18 14.15:17

O 007000003458 VM100 2016-05-20 06:19:38

STEP 4 | Enter the Account Information for the customer as follows.

e Customer Reference Id:
e Company Name:
e DNB #: Data Universal Numbering System (D-U-N-S) number

e Contact Email: , end-user email address

e Contact Phone Number: End-user phone number

e Address: , end-user address

e Country: , ISO 2-letter country code

o City: , end-user city name

e Region/State: ; for the United States and Canada, you must enter an ISO 2-letter subdivision
code; for all other countries, any text string is valid

e Postal Code: , end-user postal code

o Company Website: End-user website URL
¢ Industry: End-user industry type, such as networking or consultancy
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Click Submit to save the details.

ACCOUNT INFORMATION

Customer Reference Id
Company Name
DNB #

Contact Email:

Contact Phone

Number:

Address

City

Country
Region/State
Postal Code
Company Website:

Industry:

a-zA-Z20-9@%|\1H#E" &S

Example Inc

123456789

admin@example.com

4081234567

123 Main 5t

Erfurt

Germany

Thuringia

12345

example.com

Medical

\» After you add account information, you can find all firewalls registered to a customer. In
Search Existing End User, enter the customer ID or customer name and click Search to
find all firewalls provisioned for the customer.

Add End-Customer Information for a Registered VM-Series Firewall (API)

The URL for accessing the API is https://api.paloaltonetworks.com/api/license/ReportEndUserlinfo.

An API request must use the HTTP POST method, and you must include HTTP requests headers that
include the API key and specify the content type as JSON. API responses are in JSON format.

STEP 1| Get your Licensing API key.

STEP 2 | Use the ReportEndUserInfo API to add end-user information for a VM-Series Firewall that is
registered to a CSSP.
URL: htt ps:// api . pal oal t onet wor ks. com api /| i cense/ Report EndUser | nfo
Headers:

e Content-Type: application/json
e apiKey: API Key

Parameters:

e Seri al Nunbers: , provide at least one valid firewall serial number
e Custoner Ref erencel d:

e CompanyNane: , end-user company name

e DnBNumnber : Data Universal Numbering System (D-U-N-S) number
e PhoneNunber : End-user phone number

e EndUser Cont act Enmi | : , end-user email address
e Address: , end-user address

e Country: , ISO 2-letter country code

e City: , end-user city name

VM-SERIES DEPLOYMENT GUIDE | License the VM-Series Firewall 93

© 2020 Palo Alto Networks, Inc.



e Region/ St ate: ; for the United States and Canada, you must enter an I1SO 2-letter
subdivision code; for all other countries, any alpha string is valid

e Post al Code: , end-user postal code

e | ndustry: End-user industry type, such as networking or consultancy

e \WebSit e: End-user website URL

e Creat edBy: System or person submitting this information

Sample request to add end-user information for a registered VM-Series firewall using Curl:

curl -X POST "http://api.pal oal t onetworks. conf api/license/

Report EndUser I nfo" \-H "Content-Type: application/json" \-H "apikey:
your key here" \--data-raw '{ "Serial Nunbers": ["0001A101234"],
"Cust oner Account | d": 12345, " ConpanyNane": "Exanpl el nc", "DnBNumber":
"123456789", "Address": "123 Main St", "City": "Sunnydal e", "Region":

"CA", "State": "CA", "Country": "US", "Postal Code": "12345", "Industry":
"Medical", "PhoneNunber": "4081234567", "WebSite": "exanple.conl,
"EndUser Cont act Emai | *: "adni n@xanpl e. cont', "CreatedBy": "Jane Doe"}'

Sample API response:
"{"Message": "End User Information Updated Successfully"}"

If you receive an error, see Licensing API Error Codes.
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Set Up a VM-Series Firewall on an ESXi
Server

The VM-Series firewall is distributed in the Open Virtualization Alliance (OVA) format, which is
a standard method of packaging and deploying virtual machines. You can install this solution on
any x86 device that is capable of running VMware ESXi.

In order to deploy a VM-Series firewall you must be familiar with VMware and vSphere,
including vSphere networking, ESXi host setup and configuration, and virtual machine guest
deployment.

If you want to automate the process of deploying a VM-Series firewall, you can create a gold
standard template with the optimal configuration and policies, then use the vSphere API and
the PAN-OS XML API to rapidly deploy new VM-Series firewalls in your network. For more
information, see the article: VM-Series Data Center Automation.

See the following topics for information:

Supported Deployments on VMware vSphere Hypervisor (ESXi)
VM-Series on ESXi System Requirements and Limitations

Install a VM-Series firewall on VMware vSphere Hypervisor (ESXi)
Set Up a VM-Series Firewall on an ESXi Server

VM Monitoring on vCenter

Troubleshoot ESXi Deployments

Performance Tuning of the VM-Series for ESXi

V V V V V V V
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Supported Deployments on VMware vSphere
Hypervisor (ESXi)

You can deploy one or more instances of the VM-Series firewall on the ESXi server. Where you place the
VM-Series firewall on the network depends on your topology. Choose from the following options (for
environments that are not using VMware NSX):

One VM-Series firewall per ESXi host—Every VM server on the ESXi host passes through the firewall
before exiting the host for the physical network. VM servers attach to the firewall via virtual standard
switches. The guest servers have no other network connectivity, therefore the firewall has visibility and
control over all traffic leaving the ESXi host. One variation of this use case is to also require all traffic to
flow through the firewall, including server to server (east-west) traffic on the same ESXi host.

One VM-Series firewall per virtual network—Deploy a VM-Series firewall for every virtual network.

If you have designed your network such that one or more ESXi hosts has a group of virtual machines
that belong to the internal network, a group that belongs to the external network, and a group that
belongs to the DMZ, you can deploy a VM-Series firewall to safeguard the servers in each group. If a
group or virtual network does not share a virtual switch or port group with any other virtual network,

it is completely isolated from all other virtual networks within or across the host(s). Because there is no
other physical or virtual path to any other network, the servers on each virtual network must use the
firewall to talk to any other network. The firewall has visibility and control over all traffic leaving the
virtual (standard or distributed) switch attached to each virtual network.

Hybrid environment—Both physical and virtual hosts are used. The VM-Series firewall can replace a
physical firewall appliance in a traditional aggregation location. A hybrid environment achieves the
benefits of a common server platform for all devices, and unlinks hardware and software upgrade
dependencies.

Continue with VM-Series on ESXi System Requirements and Limitations and Install a VM-Series firewall on
VMware vSphere Hypervisor (ESXi).
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VM-Series on ESXi System Requirements and
Limitations

This section lists requirements and limitations for the VM-Series firewall on VMware vSphere Hypervisor
(ESXi). To deploy the VM-Series firewall, see Install a VM-Series firewall on VMware vSphere Hypervisor
(ESXi).

VM-Series on ESXi System Requirements
VM-Series on ESXi System Limitations

VM-Series on ESXi System Requirements

You can create and deploy multiple instances of the VM-Series firewall on an ESXi server. Because each
instance of the firewall requires a minimum resource allocation—number of CPUs, memory and disk space—
on the ESXi server, make sure to conform to the specifications below to ensure optimal performance.

The VM-Series firewall has the following requirements:

The host CPU must be an x86-based Intel or AMD CPU with virtualization extension.

See the Compatibility Matrix for supported versions of ESXi. The support for the vmx version is based on
the OVA that you use to deploy the VM-Series firewall, and you cannot modify this version. Upgrading
or downgrading the VM-Series software version does not change the vmx version that was enabled at
launch.

See VM-Series System Requirements for the minimum hardware requirements for your VM-Series
model.

Minimum of two network interfaces (vNICs). One is a dedicated vNIC for the management interface and
one is for the data interface. You can then add up to eight more vNICs for data traffic. For additional
interfaces, use VLAN Guest Tagging (VGT) on the ESXi server or configure subinterfaces on the firewall.

Hypervisor assigned MAC address are enabled by default. vSphere assigns a unique vNIC MAC address
to each dataplane interface of the VM-Series firewall. If you disable hypervisor assigned MAC addresses,
the VM-Series firewall assigns each interface a MAC address from its own pool. Because this causes the
MAC addresses on each interface to differ, you must enable promiscuous mode on the port group of the
virtual switch to which the firewall's dataplane interfaces are attached; this allows the firewall to receive
frames (see Provision the VM-Series Firewall on an ESXi Server). If neither promiscuous mode nor
hypervisor assigned MAC address is enabled, the firewall does not receive any traffic. This is because
vSphere does not forward frames to a virtual machine when the frame’s destination MAC address and
the vNIC MAC address do not match.

Data Plane Development Kit (DPDK) is enabled by default on VM-Series firewalls on ESXi. For more
information about DPDK, see Enable DPDK on ESXi.

To achieve the best performance out of the VM-Series firewall, you can make the following adjustments
to the host before deploying the VM-Series firewall. See Performance Tuning of the VM-Series for ESXi
for more information.

e Enable DPDK. DPDK allows the host to process packets faster by bypassing the Linux kernel.
Instead, interactions with the NIC are performed using drivers and the DPDK libraries.

¢ Enable SR-IOV. Single root I/0 virtualization (SR-IOV) allows a single PCle physical device under a
single root port to appear to be multiple separate physical devices to the hypervisor or guest.

Do not configure a vSwitch on the physical port on which you enable SR-IOV. To communicate with
the host or other virtual machines on the network, the VM-Series firewall must have exclusive access
to the physical port and associated virtual functions (VFs) on that interface.
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e Enable multi-queue support for NICs. Multi-queue allows network performance to scale with the
number of vCPUs and allows for parallel packet processing by creating multiple TX and RX queues.

VM-Series on ESXi System Limitations

The VM-Series firewall functionality is very similar to the Palo Alto Networks hardware firewalls, but with
the following limitations:

Do not use the VMware snapshots functionality on the VM-Series on ESXi. Snapshots can impact
performance and result in intermittent and inconsistent packet loss.See the VMware best practice
recommendation for using snapshots.

If you need configuration backups, use Panorama, or from the firewall, use Export named configuration
snapshot (Device > Set up > Operations). Using Export named configuration snapshot exports the
firewall’s active configuration (r unni ng- conf i g. xm ) and allows you to save it to any network
location.

Dedicated CPU cores are recommended.

High Availability (HA) Link Monitoring is not supported on VM-Series firewalls on ESXi. Use Path
Monitoring to verify connectivity to a target IP address or to the next hop IP address.

Up to 10 total ports can be configured; this is a VMware limitation. One port is used for management
traffic and up to 9 can be used for data traffic.

Only the vmxnet3 driver is supported.

Virtual systems are not supported.

vMotion of the VM-Series firewall is supported on vSphere 6.5, 6.7, and 7.0 if the ESXi hosts have
homogeneous CPU configuration. PAN-OS 9.1.6 and later is required to Use vMotion to Move the VM-
Series Firewall Between Hosts installed on vSphere 6.5 or 6.7.

Forged transmit and promiscuous mode must be enabled on the ESXi vSwitch port groups connected to
Layer 2 and vwire interfaces on the VM-Series firewall.

To use PCI devices with the VM-Series firewall on ESXi, memory mapped I/O (MMIO) must be below
4GB. You can disable MMIO above 4GB in your server's BIOS. This is an ESXi limitation.

When using ESXi 7.0, interfaces do not come up when attaching VFs to virtual machines with PCl device
passthrough.
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Install a VM-Series firewall on VMware
vSphere Hypervisor (ESXi)

To install a VM-Series firewall you must have access to the Open Virtualization Alliance format (OVA)
template. Use the auth code you received in your order fulfillment email to register your VM-Series firewall
and download the OVA template. The OVA template is a zip archive that contains three types of files:

e .mf: OVF manifest file that contains the SHA-1 digests of individual files in the package
e .ovf: OVF descriptor file that contains all metadata for the package and its contents
o .vmdk: Virtual disk image file that contains the virtualized version of the firewall

Complete the following tasks to install and configure the VM-Series firewall on ESXi.

¢ Plan the Interfaces for the VM-Series for ESXi

e Provision the VM-Series Firewall on an ESXi Server

e Perform Initial Configuration on the VM-Series on ESXi

¢ (Optional) Add Additional Disk Space to the VM-Series Firewall

e Use VMware Tools on the VM-Series Firewall on ESXi and vCloud Air
e Use vMotion to Move the VM-Series Firewall Between Hosts

Plan the Interfaces for the VM-Series for ESXi

By planning the mapping of VM-Series Firewall vNICs and interfaces, you can avoid reboots and
configuration issues. The following table describes the default mapping between VMware vNICs and VM-
Series interfaces when all 10 vNICs are enabled on ESXi.

VMware vNIC VM-Series Interfaces

1 Ethernet 1/0 (mgmt)
2 Ethernet 1/1 (eth1)
3 Ethernet 1/2 (eth2)
4 Ethernet 1/3 (eth3)
5 Ethernet 1/4 (eth4)
6 Ethernet 1/5 (eth5)
7 Ethernet 1/6 (eth6)
8 Ethernet 1/7 (eth7)
9 Ethernet 1/8 (eth8)
10 Ethernet 1/9 (eth9)

The mapping on the VM-Series Firewall remains the same no matter which vNICs you add on ESXi.
Interfaces you activate on the firewall always take the next available vNIC on ESXi.
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In the following diagram, eth3 and eth4 on the VM-Series Firewall are paired to vNICs 2 and 3 on ESXi, and
eth1 and eth2 are unmapped, as shown on the left.

If you want to add two additional interfaces while maintaining the current mapping, activate vNICs 4 and
5 and reboot down the firewall. The existing vNIC mapping is preserved because you added the interfaces
after the last-mapped inteface.

If you activate eth1 and eth2 on the VM-Series firewall, the interfaces reorder themselves as shown on the
right, resulting in a mapping mismatch that impacts traffic.

VNIC 1 —— Ethernet 1/0 (mgmt) VNIC 1 = Ethernet 1/0 (mgmt)

VNIC 2 = Ethernet 1/3 (eth3) VNIC 2 —— Ethernet 1/1 (eth1)

VNIC 3 = Ethernet 1/4 (eth4) VNIC 3 —— Ethernet 1/2 (eth2)
VNIC 4 —— Ethernet 1/3 (eth3)
VNIC 5 —— Ethernet 1/4 (eth4)

To avoid the issues described in the preceding example, you can do the following:

e When provisioning your ESXi host for the first time, activate all nine vNICs beyond the first. Adding all
nine vNICs as placeholders before powering on the VM-Series Firewall allows you to use any VM-Series
interfaces regardless of order.

e If all vNICs are active, adding additional interfaces no longer requires a reboot. Because each vNIC on
ESXi requires that you choose a network, you can create an empty port group as a network placeholder.

¢ Do not remove VM-Series firewall vNICs to avoid mapping mismatches.

Provision the VM-Series Firewall on an ESXi Server

Use these instructions to deploy the VM-Series firewall on a (standalone) ESXi server. For deploying the
VM-Series NSX edition firewall, see Set Up the VM-Series Firewall on VMware NSX.

STEP 1 | Download the OVA file.

Register your VM-Series firewall and obtain the OVA file from the Palo Alto Networks Customer
Support web site.

¥ The OVA file contains the base installation. After the base installation is complete, you
L must download and install the latest PAN-OS version from the support portal. This
ensures that you have the latest fixes implemented since the base image was created.
For instructions, see Upgrade the PAN-OS Software Version (Standalone Version).

STEP 2 | Before deploying the OVA file, set up virtual standard switch(es) or virtual distributed
switch(es) that you need for the VM-Series firewall.

> If you are deploying the VM-Series firewall with Layer 3 interfaces, your firewall uses
L Hypervisor Assigned MAC Addresses by default. If you choose to disable hypervisor
assigned MAC address, or if you are deploying the firewall with Layer 2, virtual wire, or
tap interfaces, you must configure (set to Accept) any virtual switch attached to the VM-
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Series firewall to allow the following modes: promiscuous mode, MAC address changes,
and Forged transmits.

Configure a virtual standard switch or a virtual distributed switch to receive frames for the VM-Series
firewall.

Virtual Standard Switch

1. Navigate to Home > Hosts and Clusters and select a host.

2. Click the Configure tab and view Virtual Switches. For each VM-Series firewall attached a virtual
switch, click on Properties.

3. Highlight a port group corresponding to a virtual switch and click Edit Settings. In the vSwitch
properties, click the Security tab and set Promiscuous Mode, MAC Address Changes and Forged
Transmits to Accept and then click OK. This change propagates to all port groups on the virtual
switch.

Virtual Distributed Switch

1. Select Home > Networking. Select your virtual distributed switch and highlight the Distributed Port
Group you want to edit.

2. Click Edit Settings, select Policies > Security, and set Promiscuous Mode, MAC Address Changes and
Forged Transmits to Accept and click OK.

STEP 3| Deploy the OVA.

\» If you add additional interfaces (VNICs) to the VM-Series firewall, you must reboot
& (because new interfaces are detected during the boot cycle). To minimize the need to
reboot the firewall, activate the interfaces at initial deployment or during a maintenance
window.

\Of To view the progress of the installation, monitor the Recent Tasks list.

7’ N

1. Login to vCenter using the vSphere client. You can also go directly to the target ESXi host if needed.

2. From the vSphere web client, go to Hosts and Clusters, right-click your host, and select Deploy OVF
Template.

3. Browse to the OVA file that you downloaded in 1 Select the file, and click Next. Review the
template’s details and click Next.

4. Name the VM-Series firewall instance, and in the Inventory Location window, select a Data Center
and Folder, and click Next.

5. Select an ESXi host for the VM-Series firewall, and click Next.
Select the datastore to use for the VM-Series firewall, and click Next.

7. Leave the default settings for the datastore provisioning, and click Next. The default is Thick
Provision Lazy Zeroed.

o
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”
(%) Deploy OVF Template —

Disk Format
In which format do you want to store the virtual disks?

— Datastore: datastorel
OVF Template Details

Name and Location .

Hast { Cluster Available space (GB): 105.8
Storage

Disk Format

Network Mapping

Ready to Complete {* Thick Provision Lazy Zeroed

" Thick Provision Eager Zeroed
" Thin Provision

8. Select the networks to use for the two initial vNICs. The first vNIC is used for the management
interface and the second vNIC for the first data port. Make sure that the Source Networks map to
the correct Destination Networks.

Source

OVF Template Details Map the networks used in this OVF tempate to networks in your inventory
Mame and Lecation
Host / Custer Source Networks | Destination Metwerks |
Storage VM Network VM Network
%zpmg VMHetwork2 [ Network =
Ready to Complete VM Network

dvPG302

dvPGE300

Desaiption:
The VM Network 2 netevark =
il
9. Review the details, select Power on after deployment, and click Next.
Source
OVF Template Details vhen you dick Finish, the deployment task will be started.
MName and Location Deployment settings:
Host / Cluster OVFfile: CAUsers\Deskiop\PAVN-6.0.0-b39\PAVM-6.0.0-b39.ovf
Storage Downloadsize: 10068
biskrornat Size ondisk: 60.0G8
MNetwork Mapping
Ready to Complete Name; WM-Series-Host 12
Folden Fws
Host/Cluster: 10.0.012
Datastore: vDiskl
Disk provisioning: Thick Provision Lazy Zeroed
Metwark Mapping: "WMNetwork"to VM Network'
Metwark Mapphng: "WMMNetwork2” to "M Network”

Wkpower on after deployment

10.When the deployment is complete, click the Summary tab to review the current status.

Perform Initial Configuration on the VM-Series on ESXi

Use the virtual appliance console on the ESXi server to set up network access to the VM-Series firewall. By
default, the VM-Series firewall uses DHCP to obtain an IP address for the management interface, but, you
can also assign a static IP address. After completing the initial configuration, access the web interface to
complete further configuration tasks. If you have Panorama for central management, refer to the Panorama
Administrator’s Guide for information on managing the device using Panorama.
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If you are using bootstrapping to perform the configuration of your VM-Series firewall on ESXi, refer to
Bootstrap the VM-Series Firewall on ESXi.

For general information about bootstrapping, see Bootstrap the VM-Series Firewall.

STEP 1| Gather the required information from your network administrator.

e |P address for MGT port
Netmask

Default gateway

DNS server IP address

STEP 2 | Access the console of the VM-Series firewall.
1. Select the Console tab on the ESXi server for the VM-Series firewall, or right click the VM-Series
firewall and select Open Console.
2. Press Enter to access the login screen.
3. Enter the default username/password (admin/admin) to log in.
4. Enter confi gur e to switch to configuration mode.

STEP 3 | Configure the network access settings for the management interface.

Enter the following commands:

set devi ceconfig systemtype static

set deviceconfig systemip-address <Firewal | -1 P> net mask <net nask>
def aul t - gat eway <gateway-1P> dns-setting servers primary <DNS-1P>

STEP 4 | Commit your changes and exit the configuration mode.
Entercommi t.

Enterexi t.

STEP 5 | Verify network access to external services required for firewall management, such as the Palo
Alto Networks Update Server.

1. Use the ping utility to verify network connectivity to the Palo Alto Networks Update server as shown
in the following example. Verify that DNS resolution occurs and the response includes the IP address
for the Update server (the Update server does not respond to ping requests.) After verifying DNS
resolution, press Ctrl+C to stop the ping request.

adm n@A- 220 > pi ng host updates. pal oal t onet wor ks. com

Pl NG updat es. pal oal t onet wor ks. com (10. 101. 16. 13) 56(84) bytes of data.
From 192.168. 1.1 i cnp_seq=1 Destination Host Unreachabl e
From 192.168. 1.1 icnp_seq=2 Destinati on Host Unreachabl e
From 192.168. 1.1 i cnp_seq=3 Destinati on Host Unreachabl e
From 192.168. 1.1 i cnp_seq=4 Destination Host Unreachabl e

2. Use the following CLI command to retrieve information on the support entitlement for the firewall
from the Palo Alto Networks update server: request support check If you have connectivity, the
update server responds with the support status for your firewall.
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STEP 6 | Apply the capacity auth code and retrieve a license before you begin testing the VM-Series
firewall.

An unlicensed VM-Series firewall can process up to approximately 1230 concurrent sessions. Depending
on the environment, the session limit can be reached very quickly, causing unpredictable results.

Add Additional Disk Space to the VM-Series Firewall

The VM-Series firewall requires a 60GB virtual disk, of which 21GB is used for logging, by default.

e For large deployments, use Panorama to aggregate data from all next-generation firewalls, and provide
visibility across all the traffic on your network. Panorama provides centralized logging and reporting.

¢ In smaller deployments where you do not use Panorama, you can add a new virtual disk to increase log
storage capacity. The new virtual disk can support 60GB to 2TB of storage capacity for logs. This task is
described below.

> When the virtual appliance is configured to use a virtual disk, the VM-Series firewall
L no longer stores logs. If the appliance loses connectivity to the virtual disk, logs can be
lost during the failure interval. If necessary, place the newly created virtual disk on a
datastore that provides RAID redundancy. RAID10 provides the best write performance
for applications with high logging characteristics.

STEP 1 | Power off the VM-Series firewall.

STEP 2 | On the ESXi server, add the virtual disk to the firewall.

1. Select the VM-Series firewall on the ESXi server.
2. Click Edit Settings.
3. Click Add to launch the Add Hardware wizard, and select the following options when prompted:

=

Select Hard Disk for the hardware type.

Select Create a new virtual disk.

Select SCSI as the virtual disk type.

Select the Thick provisioning disk format.

In the location field, select Store with the virtual machine option. The datastore does not have to
reside on the ESXi server.

Verify that the settings look correct and click Finish to exit the wizard. The new disk is added to
the list of devices for the virtual appliance.

AEIE

o

STEP 3 | Power on the firewall.

Powering on the firewall initializes the virtual disk for first-time use. The time that the initialization
process takes to complete varies by the size of the new virtual disk.

When the new virtual disk is initialized and ready, PAN-OS moves all logs from the existing disk to the
new virtual disk. New log entries are now written to this new virtual disk.

PAN-QOS also generates a system log entry that records the new disk.

> If you reuse a virtual disk that was previously used for storing PAN-OS logs, all logs from
the existing disk are overwritten.

STEP 4 | Verify the size of the new virtual disk.

1. Select Device > Setup > Management.

2. In the Logging and Reporting Settings section, verify that the Log Storage capacity accurately
displays the new disk capacity.
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Use VMware Tools on the VM-Series Firewall on ESXi and vCloud
Air
The VMware Tools utility improves VM-Series firewall management from vCenter server and vCloud
Director. VMware Tools are bundled with the software image for the VM-Series firewall, and all updates

are made available with a new OVF image. You cannot manually install or upgrade VMware Tools using the
vCenter server or vCloud Director.

* View the IP address(es) on the management interface and the software version on the firewall
and Panorama.

In the Hosts and Cluster section on the vCenter server, select the firewall or Panorama and view the
Summary tab for information on the IP address(es) assigned to the management interface and the
software version currently installed.

Navigator X | (55 PAVM7.1.0 | Actions =

4 Home fo] Getting Started | Summary | Monitor  Manage Related Objects

|8 8 9

PA-VM-7.1.0
w (v v “er paloaltonetws GuestOS:  CentOS 4/5/6/7 (64-bi)
~ g Toronto Compatbilty:  ESXi 5.1 and later (VMve
v @10 318 /w are Tools: Running, version:2147483647 (Guest Managed)
DNSName:  PA-VM
& “Windows IPAddresses: 1
v @107
E‘Duﬂuxg,ggwgr,mg Launch Remate Console Host:
G PAVM_1000HY Download Remote Console @ J\
{5 pavm_53

{51 ubuntu_client > VM Hardware Panos 7.1.0-c110 O/ |~ NSXActivity Monitoring O

e View resource utilization metrics on hard disk, memory, and CPU. Use these metrics to enable
alarms on the vCenter server.

In the Hosts and Cluster section on the vCenter server, select the firewall or Panorama and view the
Monitor > Utilization tab for information on hard disk, memory, and CPU usage.

(5 Pram_Y | Actions ~

Getting Started  Summary | Monitor | Manage Related Objects

‘ Issues ‘ Performance | Policies | Tasks | Events ‘ Utilization | Activity Monitoring | Senice Composer | Data Security | Flow Monitering

~ Virtual Machine CPU O |~ Virtual Machine Memory [}

| |

I I

0GHz 9.60 GHz 068 .00 GB

Consumed 144.00 MHz VM Consumed 3.63GB

Wl Active 168.00 MHz I YM Overhead Consumed 69.00 MB

r Reservation 0.00Hz r Reservation 0008

~ Limit Unlimited ~ Limit Unlimited

Shares Mormal (4000) Configured 8.00GB

Shares Mormal (81920}

> Cr=ll o B 1 oveeadResenation 307918
[ |
Il
0GB £.00 GB
Active Guest Memory 491.00 MB
Il Frivate 2.36GB
Il sShared 3.55GB
I Compressed 2.04 MB
I Swapped 1.92GE
Ballooned 0008
Unaccessed 160.96 MB

e Gracefully shutdown or restart the firewall and Panorama from the vCenter server.
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In the Hosts and Cluster section on the vCenter server, select the firewall or Panorama and select the
Actions > Power drop-down.

Mavigator I (i PAVM.7.4.0 | Actions
4 Home Lo) Gefting Started | § g G5 Actions - PA-VIA-7.1.0 :
a8 g
Guest0S owel
vJ wcente .~ J.paloaltonetwe CWE " & FowerOf
c d
+ [[g Toronto Snapshots »| [l Suspend
- @ 10.7510 = Open Console @ Reset
i} PAVM7.1.0 (& Migrate Shut Down Guest 08
Clone » I Restart Guest 0S

e Create alarm definitions for events you want to be notified about, or events for which you
want to specify an automated action.

Refer to the VMware documentation for details on creating alarm definitions.

In the Hosts and Cluster section on the vCenter server, select the firewall or Panorama and select

the Manage > Alarm Definitions to add a new trigger and specify an action when a threshold is met.

For example, missing heartbeats for a specified duration, or when memory resource usage exceeds a
threshold. The following screenshot shows you how to use notifications for heartbeat monitoring on the
firewall or Panorama.

Getting Started  Summary  Monitor | Manage | Related Objecis

| Settings ‘ Scheduled Tasks ‘ Alarm Definitions ‘ Tags ‘ Permissions | Sessions ‘ Storage Providers ]

+ b4 Q - pavm failure
Hams pefined In Name pavm failure

1
gy pavm failure J This Object Defined in _/J This Object

7 Metwork connectivity lost (5 This Object
- Description
!;:1 Network uplink redundancy | J This Object

Monitor type Virtual Machine
_p_é Network uplink redundancy .. 5 This Object I
g VMKemel NIC not configure (7] This Object Enabled Yes
Unmanaged workload detec... (5 This Object - Triggers

!;:1 Host IPMI System Event Log J This Object Trigger states Alarm triggers if ANY of the following conditions are met:
_p_é Host Baseboard Manageme... 5 This Object :: Ay, VM Heartbeatis equal to Intermittent Heartbeat
!;:1 License user threshold mon. [ This Object € VM Heartbeat is equal to No Heartbeat
_p_é Host memory usage (5 This Object ~ Actions

1 . - b
E5) Thin-provisioned volume ca J This Object e R @& Send anotification trap (Once)

L va A ompe bj
Eey vephere HAVM Component .. | (G} This Object A4 Send a notification trap (Repsat

5 Seni ontrol Ac bje "
[ Senice Control Agent Health [ This Object &= Send a nofification trap (Once)

| e N .
[ Identity Health Alarm (& This Object A+ Send a notification Irap (Oncs
!;:1 vSphere Client Health Alarm J This Object

Frequency Repeated actions recur every 5 minutes

_p_é ESX Agent Manager Health .. (5 This Object
4 Messane Aus Confin Health 1 This Ohiect

Use vMotion to Move the VM-Series Firewall Between Hosts

To maintain traffic flow while using vMotion to move your VM-Series firewall on VMware ESXi between
ESXi hosts with homogeneous CPU configurations, you must use the PAN-OS CLI to pause the internal
heartbeat monitoring of the VM-Series firewall during vMotion. You can specify the amount of time, in
minutes, that heartbeat monitoring is paused. Heartbeat monitoring can be paused for up to 60 minutes.
When the pause interval expires or you deliberately end the pause interval, heartbeat monitoring resumes.

vMotion of the VM-Series firewall is supported on vSphere 6.5, 6.7, and 7.0 if the ESXi hosts have
homogeneous CPU configuration.

¥ These commands are not required when using vMotion if you are running vSphere 7.0 or
z! later.

STEP 1| Log in the VM-Series firewall CLI.
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STEP 2 | Set the heartbeat monitoring pause interval using the following command. The pause begins as
soon as the command is executed. If vMotion is taking longer than expected, you can rerun this
command to set a new, longer interval that starts when the command is executed again.

request system heartbeat - pause set interval <pause-tine-in-m nutes>
You can view the time remaining in pause interval using the following command.
request system heartbeat - pause show i nterval

STEP 3| ( ) If you complete vMotion before the pause interval has elapsed, you can end the
pause by setting the interval to zero (0).

request system heart beat - pause set interval O
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VM Monitoring on vCenter

Install and configure the Panorama plugin for VMware vCenter to retrieve the IP addresses for guests in
your vCenter environment and use that information to build policy using Dynamic Address Groups.

!\\ The Panorama plugin for VMware vCenter does not support proxy servers.

e About VM Monitoring on VMware vCenter
¢ Install the Panorama Plugin for VMware vCenter
e Configure the Panorama Plugin for VMware vCenter

About VM Monitoring on VMware vCenter

The Panorama plugin for VMware vCenter gives you the tools to build policy for your vCenter environment
using Dynamic Address Groups. Dynamic address groups allow you to create policy that automatically
adapts to changes in your environment, such as the addition or deletion of guests. The VMware vCenter
plugin monitors for changes in your vCenter environment and shares that information with Panorama.

The plugin processes the information it receives from vCenter and converts it into a set of tags on
Panorama that you can use as match criteria for assigning IP address to dynamic address groups. Each tag
has a prefix that describes the hierarchy above the VM.

In this example, each tag in Panorama begins with the prefix shown below. Each tag includes the vCenter
name, data center name, and cluster name; if you have folders in your vCenter hierarchy, tags will include
the folder names. The order of the objects in the tag matches the order in the vCenter hierarchy.

vcenter.<vcenter-name>_ParentA_ParentB_Datacenter_CHILD1_CHILD2_Cluster_<tag>

vm vSphere Client Menu s

I ] =] Q o) ACTION
) = Summary Monitor Configure
[ ParentA
£ PARENTE Virtual Machines: 1C
Hosts: 1
[ Datacenter
[ CHILD1 =4
I CHILD2 ——
[FT Cluster

¥ The Panorama plugin for VMware vCenter does not support tags associated to vVApps or
;! resource pools.

The tags are shown in Panorama in the following formats:

e vcenter.<vcenter-name>_<datacenter-name>_<cluster-name>_vmname.<vm-name>—this tag maps
virtual machine IP addresses based on VM name.

e vcenter.<vcenter-name>_<datacenter-name>_<cluster-name>_guestos.<guest-os>—this tag maps
virtual machine IP addresses based on guest operating system.

e vcenter.<vcenter-name>_<datacenter-name>_<cluster-name>_annotation.<annotation>—this tag maps
virtual machine IP addresses based on annotation.

e vcenter.<vcenter-name>_<datacenter-name>_<cluster-name>_vlanld.<vlan-ID>—this tag maps virtual
machine IP addresses based on VLAN ID.
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e vcenter.<vcenter-name>_<datacenter-name>_<cluster-name>_host-ip.<host-ip>—this tag maps virtual
machine IP addresses based on host IP address.

e vcenter.<vcenter-name>_<datacenter-name>_<cluster-name>_<tag-category>.<user-defined-tag>—
this tag maps virtual machine IP addresses based on user-defined tags created in vCenter.

> The plugin supports a maximum of 16 user-defined tags per VM. Any user-defined tags
beyond 16 are not processed.

The Panorama plugin for vCenter cannot process tags that are longer than 128 characters; this includes
letters, numbers, and special characters. Whitespace in vCenter object names is replaced with forward
slashes. Additionally, Panorama does not support non-ASCII special characters or the following special
characters—'<>&” in vCenter VM names and annotations. Panorama drops tags containing unsupported
characters.

To retrieve endpoint IP-address-to-tag mapping information, you must configure a Monitoring Definition
for each vCenter in your virtual environment. The Monitoring Definition specifies the username

and password that allows Panorama to connect to vCenter. It also specifies the device groups and
corresponding notify groups containing the firewalls to which Panorama pushes the tags. After you
configure the Monitoring Definition and the Panorama plugin for VMware vCenter retrieves the tags, you
can create DAGs and add the tags as match criteria.

Install the Panorama Plugin for VMware vCenter

To get started with endpoint monitoring on vCenter, download and install the Panorama Plugin for VMware
vCenter.

If you have a Panorama HA configuration, repeat this installation process on each Panorama peer. When
installing the plugin on Panoramas in an HA pair, install the plugin on the passive peer before the active
peer. After installing the plugin on the passive peer, it will transition to a non-functional state. Installing the
plugin on the active peer returns the passive peer to a functional state.

STEP 1| Select Panorama > Plugins.
STEP 2 | Select Upload and click Browse to locate the plugin file.
STEP 3| Click OK to complete the upload.

STEP 4| Select the version of the plugin and click Install in the Action column to install the plugin.
Panorama will alert you when the installation is complete.

(@ VMware vCenter
B s

£ Menitoring Definition

Configure the Panorama Plugin for VMware vCenter

After installing the plugin, complete the following procedure to establish a connection between Panorama
and vCenter.

For the plugin to monitor virtual machines in your vCenter environment, you must have VMware tools
installed. In vCenter, IP addresses of VMs are not externally retrievable; they are only visible through
VMware tools.

STEP 1| Log in to the Panorama web interface.

STEP 2| Enable monitoring and set the monitoring interval.
1. Select Panorama > VMware vCenter > Setup > General.
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2. Select Enable Monitoring. This enables monitoring for all vCenters in your deployment.

3. Set the Monitoring Interval in seconds. The monitoring interval is how often Panorama retrieves
updated network information from vCenter. The default value is 60 seconds and has a range of 60 to
84600 seconds.

STEP 3 | Create a notify group.
1. Select Panorama > VMware vCenter > Setup > Notify Groups.
2. Click Add.
3. Enter a descriptive Name for your notify group.
4. Select the device groups in your vCenter deployment.

Notify Groups

STEP 4 | Add vCenter information. The Panorama plugin for VMware vCenter supports up to 16
vCenter instances.

Select Panorama > VMware vCenter > Setup > vCenter.

Enter a descriptive Name for your vCenter.

Enter the IP address or FQDN for vCenter and port, if applicable.

Enter your vCenter username.

Enter and confirm your vCenter password.

Click Validate to verify that Panorama can connect to vCenter using the login credentials you
entered.

7. Click OK.

ok bR

titem ) > X

STEP 5| Configure up to 16 Monitoring Definitions.

!\\ A vCenter instance can be assigned to only one Monitoring Definition.

1. Select Panorama > VMware vCenter > Monitoring Definition and click Add.

2. Enter a descriptive Name and optionally a description to identify the vCenter for which you use this
definition.

Select the vCenter and Notify Group.

4. Click OK.

w
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Monitoring Definition @

STEP 6 | Commit your changes.

STEP 7 | Verify that you can view the VM information on Panorama, and define the match criteria for
Dynamic Address Groups.

¥ You must use the OR operator when using more than one tag in the match criteria; using
the AND operator does not work.

¥  Some browser extensions may block API calls between Panorama and vCenter which
L prevents Panorama from receiving match criteria. If Panorama displays no match criteria
and you are using browser extensions, disable the extensions and Synchronize Dynamic
Obijects to populate the tags available to Panorama.

STEP 8 | Verify that addresses in your VMs are added to DAGs.

1. Select Panorama > Objects > Address Groups.
2. Click More in the Addresses column of a DAG.

Panorama displays a list of IP addresses added to that DAG based on the match criteria you specified.

STEP 9 | Use dynamic address groups in policy.

1. Select Policies > Security.

Click Add and enter a Name and a Description for the policy.

Add the Source Zone to specify the zone from which the traffic originates.

Add the Destination Zone at which the traffic is terminating.

For the Destination Address, select the Dynamic address group you just created.

Specify the action— Allow or Deny—for the traffic, and optionally attach the default security profiles
to the rule.

Repeats Steps 1 through 6 to create another policy rule.
8. Click Commit.

ok own

N

STEP 10| You can update the dynamic objects from vCenter at any time by synchronizing dynamic
objects. Synchronizing dynamic objects enables you to maintain context on changes in the
virtual environment and allows you to enable applications by automatically updating the
Dynamic Address Groups used in policy rules.

1. Select Panorama > VMware vCenter > Monitoring Definition.
2. Click Synchronize Dynamic Objects.

STEP 11| If a firewall in your vCenter deployment restarts or disconnects from Panorama, that firewall
goes out of sync with the Panorama plugin for vCenter and no receive updates. After the
firewall reconnects with Panorama, you must manually synchronize Panorama and the
firewall.

1. Log in to the Panorama CLI.
2. Execute the following command.

adm n@anor anma> request plugi ns vmavare_vcenter sync
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Troubleshoot ESXi Deployments

Many of the troubleshooting steps for the VM-Series firewall are very similar to the hardware versions of
PAN-OS. When problems occur, you should check interface counters, system log files, and if necessary, use
debug to create captures.

The following sections describe how to troubleshoot some common problems:

e Basic Troubleshooting
Installation Issues

e Licensing Issues
Connectivity Issues

Basic Troubleshooting

Recommendation for Network Troubleshooting Tools

AP tis useful to have a separate troubleshooting station to capture traffic or inject test packets
in the virtualized environment. It can be helpful to build a fresh OS from scratch with common
troubleshooting tools installed such as tcpdump, nmap, hping, traceroute, iperf, tcpedit,
netcat, etc. This machine can then be powered down and converted to a template. Each time
the tools are needed, the troubleshooting client (virtual machine) can be quickly deployed to
the virtual switch(es) in question and used to isolate networking problems. When the testing
is complete, the instance can simply be discarded and the template used again the next time
it is required.

For performance related issues on the firewall, first check the Dashboard from the firewall web interface.
To view alerts or create a tech support or stats dump files navigate to Device > Support.

For information in the vSphere client go to Home > Inventory > VMs and Templates, select the VM-Series
firewall instance and click the Summary tab. Under Resources, check the statistics for consumed memory,
CPU and storage. For resource history, click the Performance tab and monitor resource consumption over
time.

Installation Issues

e Issues with Deploying the OVA
e Why does the firewall boot into maintenance mode?
e How do | modify the base image file for the VM-1000-HYV license?

Issues with Deploying the OVA

e The VM-Series is delivered as a zip archive in the Open Virtualization Alliance (OVA) format that
expands into three files.

If you are having trouble deploying the OVA image, make sure the three files are unpacked and
accessible. If necessary, download and extract the OVA image again.

e The virtual disk in the OVA image is nearly 1GB. It must be present on the computer running the
vSphere client, or it must be accessible as a URL for the OVA image.

e Make sure the network connection between the vSphere client computer and the target ESXi host
has low latency and sufficient bandwidth. If the connection is poor, the OVA deployment can take
hours, or timeout and fail.
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You can minimize this problem if you host the image on a device in the same network as the ESXi
host.
e Any firewalls in the path must allow TCP ports 902 and 443 from the vSphere client to the ESXi
host(s).
e ESX 6.5.0a build 4887370 limits you to 2 CPU cores per socket. If you are deploying a VM-300, VM-500
or VM-700 to which you want to allocate more than 2 vCPUs per socket, refer to the VMware KB:
https://kb.vmware.com/s/article/53354, for a workaround.

Why does the firewall boot into maintenance mode?

If you have purchased the VM-1000-HYV license and are deploying the VM-Series firewall in standalone
mode on a VMware ESXi server, you must allocate the minimum memory your VM-Series model requires.

To avoid booting in maintenance mode, you must either modify the base image file (see How do | modify
the base image file for the VM-1000-HV license?), or, edit the settings on the ESXi host or the vCenter
server before you power on the VM-Series firewall.

Also, verify that the interface is VMXnet3. Setting the interface type to any other format causes the firewall
to boot into maintenance mode.

How do | modify the base image file for the VM-1000-HV license?

If you have purchased the VM-1000-HYV license and are deploying the VM-Series firewall in standalone
mode on a VMware ESXi server, use these instructions to modify the following attributes that are defined in
the base image file (.ova or .xva) of the VM-Series firewall.

Important: Modifying values other than those listed here invalidates the base image file.

STEP 1| Open the base image file, for example 7.0.0, with a text editing tool such as notepad.

STEP 2 | Search for 4096 and change the memory allocated to 5012 (that is 5 GB) as follows:

<ltenw
<rasd: Al | ocati onUni t s>byte * 2720</rasd: Al | ocati onUni t s>
<rasd: Descri pti on>Menory Si ze</rasd: Descri pti on>
<r asd: El enent Name>4096MB of menory</rasd: El enment Name>
<rasd: | nst ancel D>2</ r asd: | nst ancel D>
<r asd: Resour ceType>4</rasd: Resour ceType>
<rasd: Vi rtual Quantity>4096</rasd: Virtual Quantity>

<ltenp
<rasd: Al | ocati onUni t s>byte * 2720</rasd: Al |l ocati onUni t s>
<rasd: Descri pti on>Menory Si ze</rasd: Descri pti on>
<r asd: El enent Name>5120MB of menory</rasd: El enent Nanme>
<rasd: | nst ancel D>2</ r asd: | nst ancel D>
<r asd: Resour ceType>5</rasd: Resour ceType>

<rasd: Vi rtual Quantity>5120</rasd: Virtual Quantity>

STEP 3| Change the number of virtual CPU cores allotted from 2 to 4 or 8 as desired for your
deployment:

<ltenw
<rasd: Al l ocati onUnits>hertz * 10"6</rasd: Al |l ocati onUnits>
<rasd: Descri pti on>Nunber of Virtual CPUs</rasd: Description>
<r asd: El enent Name>2 virtual CPU(s)</rasd: El ement Name>
<rasd: | nst ancel D>1</r asd: | nst ancel D>
<rasd: Resour ceType>3</rasd: Resour ceType>
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<rasd: Vi rtual Quantity>2</rasd: Vi rtual Quantity>
<vnw. Cor esPer Socket ova:required="fal se">2</vnmw. Cor esPer Socket >
</ltenp
<l tenr
<rasd: Al | ocati onUnits>hertz * 1076</rasd: Al l ocati onUni t s>
<rasd: Descri pti on>Nunber of Virtual CPUs</rasd: Description>
<r asd: El enent Name>4 virtual CPU(s)</rasd: El ement Name>
<rasd: | nst ancel D>1</r asd: | nst ancel D>
<rasd: Resour ceType>3</rasd: Resour ceType>
<rasd: Vi rtual Quantity>4</rasd: Vi rtual Quantity>

<vmw; Cor esPer Socket ova:required="fal se">2</vmw Cor esPer Socket >
</ltenp

Alternatively, you can deploy the firewall, and before you power on the VM-Series firewall, edit the
memory and virtual CPU allocation directly on the ESXi host or the vCenter server.

Licensing Issues

e Why am | unable to apply the support or feature license?
e Why does my cloned VM-Series firewall not have a valid license?
e Does moving the VM-Series firewall cause license invalidation?

Why am | unable to apply the support or feature license?

Have you applied the capacity auth-code on the VM-Series firewall? Before you can activate the support or
feature license, you must apply the capacity auth-code so that the device can obtain a serial number. This
serial number is required to activate the other licenses on the VM-Series firewall.

Why does my cloned VM-Series firewall not have a valid license?

VMware assigns a unique UUID to each virtual machine including the VM-Series firewall.So, when a VM-
Series firewall is cloned, a new UUID is assigned to it. Because the serial number and license for each
instance of the VM-Series firewall is tied to the UUID, cloning a licensed VM-Series firewallresults in

a new firewall with an invalid license. You need a new auth-code to activate the license on the newly
deployed firewall. You must apply the capacity auth-code and a new support license in order to obtain full
functionality, support, and software upgrades on the VM-Series firewall.

Does moving the VM-Series firewall cause license invalidation?
If you are manually moving the VM-Series firewall from one host to another, be sure to select the option,
This guest was moved to prevent license invalidation.

Connectivity Issues

e Why is the VM-Series firewall not receiving any network traffic?

Why is the VM-Series firewall not receiving any network traffic?

On the VM-Series firewall. check the traffic logs (Monitor > Logs). If the logs are empty, use the following
CLI command to view the packets on the interfaces of the VM-Series firewall:

show counter global filter

delta yes

G obal counters:

El apsed tine since | ast sanpling: 594.544 seconds
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Total counters shown: O

In the vSphere environment, check for the following issues:

e Check the port groups and confirm that the firewall and the virtual machine(s) are on the correct port
group

Make sure that the interfaces are mapped correctly.
Network adapter 1 = management

Network adapter 2= Ethernet1/1

Network adapter 3 = Ethernet1/2

For each virtual machine, check the settings to verify the interface is mapped to the correct port group.

e Verify that either promiscuous mode is enabled for each port group or for the entire switch or that you
have configured the firewall to Hypervisor Assigned MAC Addresses.

Since the dataplane PAN-OS MAC addresses are different than the vNIC MAC addresses assigned by
vSphere, the port group (or the entire vSwitch) must be in promiscuous mode if not enabled to use the
hypervisor assigned MAC address:

e Check the VLAN settings on vSphere.

The use of the VLAN setting for the vSphere port group serves two purposes: It determines which
port groups share a layer 2 domain, and it determines whether the uplink ports are tagged (802.1Q).
e Check the physical switch port settings

If a VLAN ID is specified on a port group with uplink ports, then vSphere uses 802.1Q to tag
outbound frames. The tag must match the configuration on the physical switch or the traffic does not
pass.

Check the port statistics if using virtual distributed switches (vDS); Standard switches do not provide
any port statistics
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Performance Tuning of the VM-Series for ESXi

The VM-Series firewall for ESXi is a high-performance appliance but may require tuning of the hypervisor
to achieve the best results. This section describes some best practices and recommendations for facilitating
the best performance of the VM-Series firewall. For the best performance, ESXi 6.0.0.0 or later is
recommended.

e Install the NIC Driver on ESXi

e Enable DPDK on ESXi

e Enable SR-IOV on ESXi

e Enable Multi-Queue Support for NICs on ESXi
e VNF Tuning for Performance

Install the NIC Driver on ESXi

For the best performance, use SR-IOV with Intel 10GB network interfaces which requires the ixgbe 4.4.1
driver to support multiple queues for each interface.

STEP 1 | Obtain a list of network interfaces on the ESXi host.

1. Login to the ESXi host CLI.

2. Use the following command to return a list of network interfaces:

STEP 2 | Determine the driver version for a particular interface.

$ esxcli network nic |ist

You can use either et ht ool oresxcl i to determine the currently-installed driver version. The

following example uses vNIC4 and returns driver version 3.21.6.

ethtool—et ht ool -| <ni c-nanme>

$ ethtool -1 VvNIC4

driver: ixgbe

version: 3.21.6iov
firmnare-versi on: 0x80000389
bus-i nfo: 0000: 04: 00. 0

esxcli—esxcli network nic get -n <nic-nane>

$

esxcli network nic get -n vNI C4

Advertised Auto Negotiation: true

Advertised Link Mobdes:

Aut o Negoti ation: true

Cabl e Type:

Current Message Level: 7

Driver |nfo:
Bus I nfo: 0000: 04:00.0
Driver: ixgbe
Fi rmvar e Ver si on: 0x80000389
Versi on: 3.21.6iov

Li nk Detected: false

Li nk Status: Down

Nanme: VN C4

PHYAddress: 0

VM-SERIES DEPLOYMENT GUIDE | Set Up a VM-Series Firewall on an ESXi Server 117

© 2020 Palo Alto Networks, Inc.



Pause Autonegotiate: true

Pause RX: true

Pause TX: true

Supported Ports: FIBRE

Supports Auto Negotiation: true
Supports Pause: true

Supports Wakeon: fal se

Transcei ver: externa

Wakeon: None

STEP 3| Install the new driver.

1. Download the ixgbe 4.4.1 driver from the VMware website. Extract the contents to a local directory
and find the .zip or .vib files for your driver.

2. Create a new folder in your ESXi host datastore.
3. Copy the local .zip or .vib file you extracted to the new folder in your ESXi host datastore.
4. Enable maintenance mode on the ESXi host.
5. Use one of the following commands to install the new driver, using -d for .zip files, or -v for .vib files.
® $ esxcli software vib install -d <path to driver .zip file>
$ esxcli software vib install -v <path to driver .vib file>

You must specify the absolute path to the .zip or .vib file. For example:
$ esxcli software vib install -d "/vnfs/vol unes/
Dat ast or e/ Di rect or yNane/ Dri ver Nane. zi p"

6. Verify the VIB installation.

$ esxcli software vib |ist

7. Reboot the ESXi host.

Enable DPDK on ESXi

Data Plane Development Kit (DPDK) enhances VM-Series performance by increasing network interface
card (NIC) packet processing speed. On the VM-Series firewall, DPDK is enabled by default on ESXi.

!\‘ All data interfaces must be using the same driver to support DPDK.

To take advantage of DPDK, you must use a NIC with one of the DPDK drivers mentioned in DPDK Driver
Versions:

If you disable DPDK, the NIC uses packet mmap instead of DPDK. You can disable DPDK using the
command set system setting dpdk-pkt-io off.

See the Compatibility Matrix for ESXi hypervisor support and PacketMMAP and DPDK driver support by
PAN-OS version.

Enable SR-IOV on ESXi

Single root 1/0 virtualization (SR-IOV) allows a single PCle physical device under a single root port to appear
to be multiple separate physical devices to the hypervisor or guest. Enable SR-IOV by enabling virtual
function devices on the SR-IOV NIC and the modify the guest settings in vCenter.
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SR-1I0V on the VM-Series for ESXi requires one of the Intel NIC drivers mentioned in PacketMMAP Driver
Versions. See the Compatibility Matrix for SR-IOV and DPDK driver support by PAN-OS version.

There are two ways to enable SR-IOV on ESXi.

e SR-IOV passthrough—In this method you enable virtual function devices on the SR-IOV NIC and modify
the guest settings in vCenter, adding the SR-IOV VF interface as adaptor type “SR-IOV passthrough”.
Refer to Assign a Virtual Function as SR-IOV Passthrough Adapter to a Virtual Machine.

This method, which is preferred for PAN-OS 8.1.2 and later, allows you to add the SR-IOV PF to a
vSwitch or DvSwitch.

e PCI Adaptor—This method was required for PAN-OS 8.0 through 8.1.1. You can view the PCI Adaptor
workflow in Enable SR-IOV on ESXi in the 8.1 Deployment Guide.

The PCI Adaptor method has the limitation that you cannot configure a vSwitch on the physical port on
which you enable SR-IOV. The VM-Series firewall must have exclusive access to the physical port and
associated virtual functions (VFs) on that interface so it can communicate with the host or other virtual
machines on the network. Refer to Add a PCI Device in the vSphere Web Client.

Enable Multi-Queue Support for NICs on ESXi

Multi-queue allows network performance to scale with the number of vCPUs and allows for parallel packet
processing by creating multiple TX and RX queues. Modify the .vmx file or access Advanced Settings to
enable multi-queue.

STEP 1 | Enable multi-queue.

1. Open the .vmx file.
2. Add the following parameter:

et her net X pni cFeatures = “4”

STEP 2 | Enable receive-side scaling (RSS).

1. Log in to the CLI on the ESXi host.
2. Execute the following command:

$ vnkl oad_nod -u ixgbe
$ vkl oad_nod i xgbe RSS="4, 4, 4, 4,4, 4"

STEP 3| For the best performance, allocate additional CPU threads per ethernet/vSwitch device. This is
limited by the amount of spare CPU resources available on the ESXi host.
1. Open the .vmx file.
2. Add the following parameter:

et her net X. ct xPerDev = “1”

VNF Tuning for Performance

This topic provides VNF tuning guidance for VM-Series deployments. It is a reference to help you choose
some of the parameter settings for a VM-Series deployment. Before attempting tuning, you should be
familiar with the steps to install the VM-Series firewall on the VMware vSphere hypervisor (ESXi), including
how to configure tuning parameters and attributes.
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\ This guidance might not apply to VM-Series deployments on top of white-box or grey-box
l environments targeting SD-WAN, MSSP, or CSSP use-cases.

VM-Series is a high-performance appliance and is available in various form-factors depending on size,
hypervisor footprint, and its deployment location in either private or public cloud.

Global and host-level configuration changes impact other VMs running on the same host. You should
consider any trade-offs and prudently choose the parameters that best suit your deployment.

e ESXi Tuning Parameters
e Use Cases
e References

ESXi Tuning Parameters

To achieve best results in performance on VM-series, you can tune hardware, hypervisor, and network I/O
parameters.

!\‘ The parameters mentioned here do not apply to every deployment model.

BIOS Settings

Physical Settings

Virtual NIC Settings

NUMA and Resource Considerations

BIOS Settings

This section recommends BIOS Power Management, Hyperthreading, and Intel VT-D settings that can
enhance VM-Series firewall performance, and concludes with a sample BIOS configuration.

e Power Management

e Hyperthreading

e Intel Virtualization Technology for Directed I/O
e Sample BIOS Configuration

Power Management

For latency-sensitive applications, any form of power management adds latency to the path where an idle
system (in one of several power-saving modes) responds to an external event. VMware recommends setting
the BIOS power management setting to “static high performance” (no OS-controlled power management),
effectively disabling any form of active power management. Servers with Intel Nehalem class and later
CPUs (Intel Xeon 55xx and later) offer two other power management options: C-states and Intel Turbo
Boost.

Leaving C-states enabled can increase memory latency and is therefore not recommended for low-latency
workloads. Even the enhanced C-state, known as C1E, introduces longer latencies to wake up the CPUs
from halt (idle) states to full-power. VMware recommends disabling C1E in the BIOS to further lower
latencies.

e For HP, set Power Regulator Mode to Static High Mode and disable QPI Processor, C-state support, and

C1E Support.

e For Dell, set Power Management Mode, CPU power, and Performance Management to Maximum
Performance.
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Another parameter to consider is P-states. For outright performance considerations, disable P-state settings
on BIOS.

Intel Turbo Boost can lead to performance variations over a period of time. For consistent and deterministic
performance, disable Turbo Boost.

Hyperthreading

If the hardware and BIOS support hyperthreading, ESXi automatically enables hyperthreading on hosts. For
the best performance from VM series firewalls, disable hyperthreading on ESXi hosts.

If the deployment environment warrants enabling hyperthreading, then ensure that all CPU resources for
the VM-Series firewall are reserved from the same NUMA/Socket node that has access to the PCl devices.

In general, configure the PA-VM as a single NUMA VM. See NUMA and Resource Considerations for more
details.

Intel Virtualization Technology for Directed I/0O

Intel Virtualization Technology for Directed /O (Intel VT-D) allows a LAN card to be dedicated to a guest
system, which enables increased network performance beyond that of an emulated LAN card. Enable this
feature at the BIOS. If you plan to leverage SR-IOV for performance (recommended), enable the SRI-OV
BIOS setting.

Sample BIOS Configuration

The following screenshots show the system profile settings and the processor settings for a Dell BIOS.

System BIOS

System BIOS Settings « Processor Settings

LOg|Ca| Processor @ Enabled ﬂ D|58b|ed -|
Alternate RTID {(Requestor Transaction ID) Setting - © Enabled @ Disabled

Virtualization Technology @® Enabled O Disabled

Address Translation Services (ATS) e @ Enabled O Disabled

Adjacent Cache Line Prefetch -« @@ Enabled ¢ Disabled

Hardware Prefetcher @® Enabled O Disabled

DCU Streamer Prefetcher « s @ Enabled O Disabled

(O T [ e o oo oo e e e e @® Enabled O Disabled |
Logical Processor Idling : O Enabled @® Disabled

Configurable TDP - : s - - @ Nominal O Level1

KZAPIC MO -rvrresssssesssss e O Enabled @® Disabled

Dell Controlled Turbo e : : . Disabled 7|

Each processor core supports up to two logical processors. When set to Enabled, the
0 BIOS reports all logical processors. VWhen set to Disabled, ... (Press <F1= for more help)
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System BIOS

System BIOS Settings + System Profile Settings

SYSLO PTOFl@ wermssarsemsmsmmesssmsmssssemsssmmes s

4
]

|Performance

= Allows optimizing the system for a specific profile, which presets multiple sub-options, or
customizing the individual sub-options. (Press <F1= for more help)
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System BIOS

Systemn BIOS Settings * Processor Settings

CONfIGUrAble TDP e @ Nominal @ Level1 [=]
K2APIC MO vorsmme st () EN@DIG @ Disabled
Dell CONtrollad TUFDO - | Disabled =
NUMber of COres Per ProOgeSSOr e | All 7|
o LT RT3 o e ————— ?es .
Processor Core Speed s 340 GHZ

PROCESSOR 1
Family-Model-Stepping o GogF 4
Brand - Intel(R) Xeon{R) CPU E5-2699A v4 @ 2.40GHz
L) D O s e s (e Y[ o)

Each processor core supports up to two logical processors. When set to Enabled, the
BIOS reports all logical processors. When set to Disabled, ... {(Press <F1> for more help)

Physical Settings
Most 1GbE or 10GbE network interface cards (NICs) support a feature called interrupt moderation

or interrupt throttling, which coalesces interrupts from the NIC to the host so that the host doesn’t
get overwhelmed and spend all its CPU cycles processing interrupts. However, for latency-sensitive
workloads, the time the NIC is delaying the delivery of an interrupt for a received packet or a packet
that has successfully been sent on the wire is the time that increases the latency of the workload. For

best performance on PA-VM, disable interrupt moderation. For example, disable physical NIC interrupt
moderation on the ESXi host as follows:

# esxcli system nodul e paraneters set -mixgbe -p "InterruptThrottl| eRat e=0"

e Transmit Queue
¢ Queue Pairing

Transmit Queue

The ESXi uplink pNIC layer also maintains a software Tx queue of packets queued for transmission, which
by default holds 500 packets. If the workload is I/O intensive with large bursts of transmit packets, this
queue can overflow, leading to packets being dropped in the uplink layer. The Tx queue size can be
increased up to 10,000 packets with the following ESXi command:

# esxcli system settings advanced set -i 10000 -o /Net/MaxNetifTxQueuelLen

Depending on the physical NIC and the specific version of the ESXi driver being used on the ESXi host,
sometimes packets can be dropped in the pNIC driver because the transmit ring on the pNIC is too small
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and is filled up. Most pNIC drivers allow you to increase the size of the transmit ring using the following
command:

# ethtool -G vmicO tx 4096

This command increases the Tx ring size to 4096 entries. The maximum size you can set for a specific pNIC
driver, as well as the current Tx ring size in effect, can be determined using the following command:

# ethtool -g vmicO

Ri ng paraneters for vmmicO:

Pre-set maxi nuns:

RX: 4096

RX Mni: O

RX Junbo: O

TX: 4096

Current hardware settings:
RX: 512

RX Mni: O

RX Junbo: O

TX: 4096

Queue Pairing

Some pNIC drivers, such as Intel’s ixgbe and Broadcom'’s bnx2x, also support “queue pairing”, which
indicates to the ESXi uplink layer that the receive thread (NetPoll) will also process completion of
transmitted packets on a paired transmit queue. For certain transmit-heavy workloads, this can cause
delays in processing transmit completions, causing the transmit ring for the vNIC to run out of room for
transmitting additional packets, and forcing the vNIC driver in the guest OS to drop packets.

Disabling queue pairing for all pNICs on an ESXi host creates a separate thread for processing pNIC transmit
completions. As a result, completions are processed in a timely manner, freeing space in the vNIC's transmit
ring to transmit additional packets.

The ESXi command to disable queue pairing is:

# esxcli system settings advanced set -o /Net/Net Net qRxQueueFeat Pai r Enabl e
-i 0

For this to take effect, you must reboot the ESXi host.

 If PCl-pass through on VM-700 is used on a dedicated host, no performance tuning of the
NIC/NIC driver is needed. However, this deployment mode is not common.

Virtual NIC Settings

If possible, use SR-IOV for better performance, as explained in the following topics:

e SR-IOV
e VMXNET3/vSwitch and Virtual Interrupt Coalescing
e Enable Multiqueue Support on Intel x710/x520
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SR-IOV

e Changing module parameters for an SR-IOV driver requires an ESXi host reboot.
e Disable physical NIC interrupt moderation on ESXi host as follows:

# esxcli system nodul e paraneters set -mixgbe -p "InterruptThrottl eRat e=0"
¢ If you enable multiqueue support, you must also enable Receive-Side Scaling (RSS) for the driver.

e To enable RSS, set the port value to 4.
e Specify ports in a comma-separated string.

Example—Set 3 NICs with 2 ports each.

$ vnkl oad_nod -u i xgbe esxcli system nodul e paraneters set -m i xgbe
-p RSS="4,4,4,4,4,4

$ vnkl oad_nod i xgbhe RSS="4,4, 4,4, 4, 4"

Example—Set RSS for a single port:

$ vnkl oad_nod -u i xgbe esxcli system nodul e paraneters set -m i xgbe
-p RSS="0,4,0,0,0,0"

VMXNET3/vSwitch and Virtual Interrupt Coalescing

By default, VMXNET3 supports an interrupt coalescing algorithm (for the same reasons that physical NICs
implement interrupt moderation). To avoid flooding the host system with too many interrupts, packets are
collected and one single interrupt is generated for multiple packets. This is called interrupt coalescing.

Interrupt coalescence refers to the amount of traffic that a network interface receives, or the amount
of time that passes after traffic is received, before you issue a hard interrupt. Interrupting too soon or
too frequently results in poor system performance, as the kernel stops (or “interrupts”) a running task
to handle the interrupt request from the hardware. Interrupting too late can result in traffic loss if the
traffic is not taken off the NIC soon enough—more traffic arrives, overwriting the previous traffic still
waiting to be received into the kernel.To disable this functionality through the vSphere Web Client,
go to VM Settings > Options > Advanced General > Configuration Parameters and add an entry for
et her net X. coal esci ngSchene with the value di sabl ed.

To disable virtual interrupt coalescing for all virtual NICs on the host (which affects all VMs, not just the
latency-sensitive ones), set the advanced networking performance option. Go to Configuration > Advanced
Settings > Net and set Coal esceDef aul t On to O (disabled).

Enable Multiqueue Support on Intel x710/x520

Use ESXi 6.0.0 or later, with an ixgbe driver version with multiqueue support. See SR-IOV Driver Versions in
the Compatibility Matrix. Modify the . vnx file or access Advanced Settings to enable multiqueue support:

et her net X. pni cFeatures = “4”

To set multi-core affinity so a vSwitch can exceed 300K PPS, set:
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et her net X. pni cFeatures = "4"
et hernet X. ct xPerDev = "1"

Setting et her net X. ct xPer Dev = “ 1", is like a binary flag (set to 1 to enable). This binary flag adds a
CPU thread to process traffic only from the port et her net X. This leads to improved traffic scheduling
performance.

NUMA and Resource Considerations

NUMA is Non-Uniform Memory Access. Multi-Core processors have complicated designs. To tackle
performance issues in such systems, you need to be aware of all NUMA and CPU Pinning nuances. Vital
aspects to look for:

e Which cores are our threads are running on? (if hyperthreading is enabled, check Hyperthreading)
e  Which cores are our vCPUs are running on? (affinity)

¢ In which NUMA socket is the physical NIC card installed?

e Where has memory been allocated? (NUMA effects)

Threads running on any socket see one unified memory space - therefore they can read/write to
memory that is local to other Sockets.

¢ Is memory shared between different sockets on a node?
¢ It takes more time to access memory on different sockets than it takes to access local memory.

NUMA effects occur when threads excessively access memory on a different NUMA domain. To avoid
cross-NUMA issues, avoid Quick Path Interconnect (QPi) between Socket O communication and Socket
1.

For latency-sensitive VMs like PA-VM, VMware recommends that you do not over-commit vCPUs as
compared to the number of physical CPUs (processors) on the ESXi host. For example, if the host has 8 CPU
cores, limit the number of vCPUs for your VM to 7. This ensures that the ESXi VMkernel scheduler has a
better chance of placing the vCPUs on pCPUs that won’t contend with other scheduling contexts, such as
vCPUs from other VMs or ESXi helper worlds. It is a good practice to ensure that the number of vCPUs you
allocate to the VM does not exceed the number of active CPU-consuming processes or threads in the VM.

For best performance, all vCPUs should be scheduled on the same NUMA node and all VM memory should
fit and be allocated out of the local physical memory attached to that NUMA node. This can be changed
using the VM setting numa. nodeAf finity=0, 1, ..whereO, 1, and so forth, are the socket numbers.

To ensure that the VM gets exclusive access to the CPU resources, set Latency Sensitivity to High. For the
new setting to take effect, the VM CPU reservation must be set to maximum, Memory should be reserved,
and the CPU limit must be set to unlimited.

¢ In newer versions, use the vSphere Web Client to set the VM Latency Sensitivity option to High (the
default is Normal).

e Inolder versions, set sched. cpu. | at encySensi ti vi ty to High.
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Virtual Hardware VM Opticns

CcPU * 2 v (i ]
Cores per Socket 2 Sockets: 1

CPU Hot Plug
Reservation 4200 E MHz

Limit Unlimited D MHz

~ Memory * 55 ~ GB -
Reservation 563: MB v

Reserve all guest memory (All locked)

Virtual Hardware VM Options

Settings [) pisable acceleration

Enable logging

Debugging and statistics Run normailly
Swap file location

® pefault

Use the settings of the cluster or host containing the virtual machine

B Virtual machine directory

Store the swap files in the same directory as the virtual machine

U Datastore specified by host

Store the swap files in the datastore specified by the host to be used for swap files. If not possible, store the swap files in
the same directory as the virtual machine, Using a datastore that is not visible to both hosts during vMotion might affect

the vMotion performance for the affected virtual machines

Configuration Parameters
EDIT CONFIGURATION...

Latency Sensitivity High

Additionally, VM'’s vCPUs can be pinned to host CPU cores using the VM setting Host Affinity so that it is
never scheduled to different cores. Keep NUMA and hyperthreading in mind when you use Host Affinity.
Avoid setting Host Affinity if the system is over committed. For more detail see Potential Issues with CPU
Affinity.
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CPU 2

Cores per Socket 2 Sockets: 1

CPU Hot Plug Enable CPU Hot Add

Reservation o} -~ | MHz

Limit Unlimited - | MHz

Shares Normal

CPUID Mask [ Expose the NX/XD flag to guest :J Advanced...
Hardware virtualization Expose hardware assisted virtualization to the guest OS
Performance Counters Enable virtualized CPU performance counters

Scheduling Affinity

CPU/MMU Virtualization Automatic

After you implement the tuning parameters, use esxtop or CPU charts to check CPU Ready (%RDY) and Co
Stop (%CSTP) for the VM. Both values should be close to 0% to ensure exclusive access to CPU resources.
You can also use esxtop to check for NUMA usage and ensure memory resources for the VM are not spread
across NUMA nodes. For more detail, see Interpreting esxtop Statistics.

Use Cases
Use Case 1: vSwitch Deployment

The figure below shows a deployment of a PA-VM on an ESXi host where the data ports “Port 1” and “Port
2" are linked to eth1 and eth2 of the PA-VM. Each port hosts two queue pairs (for example, Tx0/Rx0, and
Tx1/Rx1) or has multiqueue enabled.
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vSwitch
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Enabling multiqueue and RSS for load balancing packets sent/received to/from multiple queues enhances
processing performance. Based on an internal logic of vCPU to port/queue mapping (in this case) packets
arriving and being sent out from P1/Q0 and P2/QO are processed by dataplane task T1 running on (i.e.,
pinned to) vCPU1. The data plane task T2 follows a similar association, as shown in the vSwitch deployment
diagram above.

The two data plane tasks are running on vCPU1 and vCPU2 and these are non-sibling CPUs (means that
they do not share the same core in case of hyperthreading). This means that even with hyperthreading
enabled the task assignment can be pinned to different cores for high performance. Also these dataplane
task vCPUs all belong to the same NUMA node (or socket) to avoid NUMA-related performance issues.

Two other performance bottlenecks can be addressed with increasing the queue sizes and dedicating a
vCPU or thread to the ports that schedule traffic to and from these ports. Increasing the queue sizes (Qsize)
will accommodate large sudden bursts of traffic and prevent packet drops under bursty traffic. Adding a
dedicated CPU thread (et her net X. ct xPer Dev = 1) to port level packet processing will allow traffic to
be processed at a higher rate, thereby increasing the traffic throughput to reach line rate.

The PA-VM packet processing technique also determines performance. This can be set to either DPDK or
PacketMMAP. DPDK uses a poll mode driver (depends on the driver type) to constantly poll for packets
received in the queues. This leads to higher throughput performance. Depending on the poll period is
latency observed by the packets. If the polling is continuous (i.e., busy-poll a setting from the PANOS

cli) then the vCPU utilization for the data plane tasks will be a 100% but will yield the best performance.
Internally the software uses a millisecond-level polling time to prevent unnecessary utilization of CPU
resources.

PacketMMAP, on the other hand, has a lower performance than DPDK but it works with any network level
drivers. For DPDK the vSwitch driver must have support for DPDK. PacketMMAP works with interrupts
that are raised when a packet is received by the port and placed in the receive queue. This means that for
every packet, or group of packets, interrupts are raised and packets are drained off the receive queue for
processing. This results in lower latency in packet processing, but reduced throughput, because interrupts
must be processed every time, causing higher CPU overhead. In general PacketMMAP will have lower
packet processing latency than DPDK (without busy poll modification).

VM-SERIES DEPLOYMENT GUIDE | Set Up a VM-Series Firewall on an ESXi Server 129

© 2020 Palo Alto Networks, Inc.



Use Case 2: SR-IOV Deployment
The SR-IOV diagram below shows a PAVM deployment similar to the vSwitch use case, but in SR-IOV

mode.
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In SR-IOV the compatible physical NIC port (manifests as a Physical Function) is essentially carved out
into multiple interfaces (manifests as Virtual Functions). The figure above shows that NIC1 Port1 has

a VF named VFX that is associated as one of the PAVM dataplane interfaces — eth1, for example. A
similar association is created for Port2 VF to PAVM eth2.The chain of packet processing is similar to

that of the deployment in the vSwitch environment. The only difference is that the SR-IOV VF drivers
should be compatible with those used in PAN-OS. Also, since there is no internal vSwitch (in the host)
switching traffic, there is no need to set a dedicated thread for traffic scheduling from a port (that is,

et her net X. ct xPer Dev = 1 is not required in this setting). Interfaces with SR-IOV and DPDK will yield
even higher packet processing performance than the vSwitch use case.

References

e Tuning VMware vCloud NFV for Data-Intensive Workloads

e Best Practices for Performance Tuning of Telco and NFV Workloads in vSphere
e Potential Issues with CPU Affinity

e |Interpreting esxtop Statistics
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Set Up the VM-Series Firewall on vCloud
Air

The VM-Series firewall can be deployed in a virtual data center (vDC) on vCloud Air using the
vCloud Air portal, from the vCloud Director portal or using the vCloud Air API.

> About the VM-Series Firewall on vCloud Air
> Deployments Supported on vCloud Air
> Deploy the VM-Series Firewall on vCloud Air
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About the VM-Series Firewall on vCloud Air

You can deploy the VM-Series firewall in a virtual data center (vDC) on VMware vCloud Air using the
vCloud Air portal or from the vCloud Director portal. And to centrally manage all your physical and VM-
Series firewalls, you can use an existing Panorama or deploy a new Panorama on premise or on vCloud Air.

The VM-Series firewall on vCloud Air requires the following:

ESXi version of the software image, an Open Virtualization Alliance (OVA) file, from the Palo Alto
Networks Customer Support web site. Currently, the vCloud Air Marketplace does not host the software
image.

In order to efficiently deploy the VM-Series firewall, include the firewall software image in a vApp. A
vApp is a container for preconfigured virtual appliances (virtual machines and operating system images)
that is managed as a single object. For example, if your vApp includes a set of multi-tiered applications
and the VM-Series firewall, each time you deploy the vApp, the VM-Series firewall automatically secures
the web server and database server that get deployed with the vApp.

License and subscriptions purchased from a partner, reseller, or directly from Palo Alto Networks, in the
Bring Your Own License (BYOL) model; the usage-based licensing for the VM-Series on vCloud Air is not
available.

Due to the security restrictions imposed on vCloud Air, the VM-Series firewall on vCloud Air is best
deployed with Layer 3 interfaces and the interfaces must be enabled to use the hypervisor assigned
MAC address. If you do not enable hypervisor assigned MAC address, the VMware vSwitch cannot
forward traffic to the dataplane interfaces on the VM-Series firewall because the vSwitch on vCloud

Air does not support promiscuous mode or MAC forged transmits. The VM-Series firewall cannot be
deployed with tap interfaces, Layer 2 interfaces, or virtual wire interfaces.

The VM-Series firewall on vCloud Air can be deployed in an active/passive high availability configuration.
However, the VM-Series firewall on vCloud Air does not support VM Monitoring capabilities for virtual
machines that are hosted on vCloud Air.

To learn all about vCloud Air, refer to the VMware vCloud Air documentation.
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Deployments Supported on vCloud Air

To enable applications safely, block known and unknown threats, and to keep pace with changes in your
environment, you can deploy the VM-Series firewall on vCloud Air with Layer 3 interfaces in the following
ways:

Secure the virtual data center perimeter—Deploy the VM-Series firewall as a virtual machine that
connects isolated and routed networks on vCloud Air. In this deployment the firewall secures all north-
south traffic traversing the infrastructure on vCloud Air.

Set up a hybrid cloud—Extend your data center and private cloud into vCloud Air and use a VPN
connection to enable communication between the corporate network and the data center. In this
deployment, the VM-Series firewall uses IPSec to encrypt traffic and secure users accessing the cloud.
Secure traffic between application subnets in the vDC—To improve security, segment your network
and isolate traffic by creating application tiers, and then deploy the VM-Series firewall to protect against
lateral threats between subnets and application tiers.

The following illustration combines all three deployments scenarios and includes Panorama. Panorama
streamlines policy updates, centralizes policy management, and provides centralized logging and reporting.
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Deploy the VM-Series Firewall on vCloud Air

Use the instructions in this section to deploy your VM-Series firewall in an on-demand or dedicated vDC
on vCloud Air. This procedure assumes that you have set up your vDC, including the gateways required
to allow traffic in and out of the vDC, and the networks required for routing management traffic and data
traffic through the vDC.

STEP 1 | Obtain the VM-Series OVA image from the Palo Alto Networks Customer Support web site;
the vCloud Air Marketplace does not host the software image currently.
1. Go to: www.paloaltonetworks.com/services/support.html.
2. Filter by PAN-OS for VM-Series Base Images and download the OVA image. For example, PA-VM-
ESX-9.1.0.ova.

STEP 2 | Extract the Open Virtualization Format (OVF) file from the OVA image and import the OVF file
in to your vCloud Air catalog.

When extracting files from the OVA image, make sure to place all the files—.mf, .ovf, and .vmdk—within
the same directory.

For instructions to extract the OVF file from the OVA image, refer to the VMware documentation:
https://www.vmware.com/support/developer/ovf/#sthash WUp55ZyE.dpuf

When you import the OVF file, the software image for the VM-Series firewall is listed in My
Organization’s Catalogs.
- — = = [/ e |
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4 _(_—* e ) (2| 0alion etworks.com  (Account Administrator) | Preferences | Help » | Logout
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STEP 3 | Choose your workflow.

A vApp is a collection of templates for preconfigured virtual appliances that contain virtual machines,
and operating system images.

e If you want to create a new vDC and a new vApp that includes the VM-Series firewall, go to step 4
e If you have already deployed a vDC and have a vApp and now want to add the VM-Series firewall to
the vApp to secure traffic, go to step 5
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STEP 4| Create a vDC and a vApp that includes the VM-Series firewall.

1. Login to vCloud Air.
2. Select VPC OnDemand and select the location in which you want to deploy the VM-Series firewall.

vmmMware" vcioud= air

HH
Smm Services =

Home VPC On Demand A Virtual Machines
Virtual Private Cloud OnDemand in 5 c.iromia 13 @
Virtual Data Centers Resource Usage Virtual Machines Gateways Networks
All
& New Virtual Machine Actions
Test_ MV (]

3. Select Virtual Data Centers and click + to add a new Virtual Data Center.

4. Select the vDC, right click and select Manage Catalogs in vCloud Director. You will be redirected to
the vCloud Director web interface.

5. Create a new VApp that contains one or more virtual machines including the VM-Series firewall:

1. Select My Cloud > vApps, and click Build New vApp.

amieally 2 paloaltonetworks.com  {Account Administrator) | Preferences | Help

|G} Home |QMyCIOud | [ Catalogs ‘%Admlmstratmn |

| My Cloud 35 vApps
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Recent kemz

Consc'~- Mame 1a Status Sha... O Created On vDC

BB WM-2ncw-ViApp " Build New wvApD...

GhvMs % test Stopped ﬂﬂ: fc| 08/04/2015 5:46 PM & VDG for HA testing
»
 Expired ltems
] Logs i -
- 38 vapp_DC Stopped & n 0810012015 436 PM (G Test_ MV

2. Select Name and Location, and the Virtual Datacenter in which this vApp will run. By default,
Leases for runtime and storage never expire and the vApp is not automatically stopped.

3. Add Virtual Machines. To add the VM-Series firewall image from the Look in: drop-down, select
My Organization’s Catalog, select the image and click Add. Click Next

4. Configure Resources to specify the Storage Policies for the virtual machines when deployed. The
VM-Series firewall uses the Standard option.

5. Configure the Virtual Machines. Name each virtual machine and select the network to which
you want it to connect. You must connect NIC O (for management access) to the default routed
network; NIC 1 is used for data traffic. You can add additional NICs later.

6. Verify the settings and click Finish.

7. Continue to step 6.

STEP 5| Add the VM-Series Firewall into a vApp.

1. Login to vCloud Air.

2. Select your existing Virtual Data Center from the left pane, right click and select Manage Catalogs in
vCloud Director. You will be redirected to the vCloud Director web interface.

3. Select My Cloud > vApps and click the Name of the vApp in which to include the VM-Series firewall.

4. Open the vApp (double-click on the name), select Virtual Machines and click # to add a virtual
machine.
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1. In the Look in: drop-down, choose My Organization’s Catalog, select the VM-Series firewall image
and click Add. Click Next.

2. Click Next to skip Configure Resources. The VM-Series firewall uses the Standard option and you
do not to modify the Storage Policy.

3. Enter a Name for the firewall and for management access (NIC 0), select the default routed
network and the IP Mode— Static or DHCP. You can configure NIC 1 and add additional NICs in
step 6. Click Next.

4. Verify how this vApp connects to the vDC— Gateway Address and Network Mask for the virtual
machines in this vApp.

5. Verify that you have added the VM-Series firewall and click Finish.

6. Continue to step 6.

STEP 6 | Connect the data interface(s) of the VM-Series firewall to an isolated or a routed network, as
required for your deployment.

1.

2.
3.
4.

In vCloud Director, select My Cloud > vApps and select the vApp you just created or edited.
Select Virtual Machines and select the VM-Series firewall. Then, right-click and select Properties.
Select Hardware, scroll to the NICs section and select NIC 1.

Attach the dataplane network interface to a vApp network or an organizational VDC network based
on your connectivity needs for data traffic to the VM-Series firewall. To create a new network:

1. In the Network drop-down, click Add Network.

2. Select the Network Type and give it a name and click OK.

3. Verify that the new network is attached to the interface.

To add additional NICs to the firewall, click Add and repeat step 4 above. You can attach a maximum
of seven dataplane interfaces to the VM-Series firewall.

Verify that the management interface of the VM-Series firewall is attached to the default routed
subnet on the vDC and at least one dataplane interface is connected to a routed or isolated network.

1. Select My Cloud > vApps and double-click the Name of the vApp you just edited.
2. Verify network connectivity in the vApp Diagram.
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STEP 7| ( ) Edit the hardware resources allocated for the VM-Series firewall.
Required only if you need to allot additional CPU, memory, or hard disk to the firewall.

1. Select My Cloud > vApps and double-click the Name of the vApp you just deployed.
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2. Select Virtual Machine and click on the Name of the VM-Series firewall to access the Virtual Machine

Properties.
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3. Add additional Hardware resources for the VM-Series firewall:

e See VM-Series System Requirements for the minimum vCPU, memory, and disk requirements for

your VM-Series model.
¢ NICs: One management and up to seven dataplane interfaces.

STEP 8 | Power on the VM-Series firewall.

STEP 9 | Configure an IP address for the VM-Series firewall management interface.
Perform Initial Configuration on the VM-Series on ESXi.

The VM-Series firewall on vCloud Air supports VMware Tools, and you can Use VMware Tools on
the VM-Series Firewall on ESXi and vCloud Air to view the management IP address of the VM-Series
firewall.

STEP 10 | Define NAT rules on the vCloud Air Edge Gateway to enable Internet access for the VM-
Series firewall.
1. Select Virtual Data Centers > Gateways, select the gateway and double-click to add NAT Rules.

2. Create two DNAT rules. One for allowing SSH access and one for HTTPS access to the management

port’s IP address on the VM-Series firewall.
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3. Create a SNAT rule for translating the internal source IP address for all traffic initiated from the

management port on the VM-Series firewall to an external IP address.

To send and receive traffic from the dataplane interfaces on the firewall, you must
create additional DNAT and SNAT rules on the vCloud Air Edge Gateway.

GATEWAY ON WORDPRESS

Gateway IP: 107.189.85.254 High Availability: Disabled

Configuration: Compact Status Ready

NAT Rules Firewall Rules Networks Public IPs

Network Address Translation (NAT) modifies the source/destination IP addresses or packets arriving to or leaving from this edge gateway

=+ Add Actions
Original Translated
Type Protocol
IP Address Port IP Address Port
DNAT 107.189 85.254 443 10.0.0.102 443 TCP
DNAT 107.189 85.254 22 10.0.0.102 22 TCP
SNAT 10.0.0.102 Any 107.189.85.254 Any Any

STEP 11| Log in to the web interface of the firewall.
In this example, the URL for the web interface is https://107.189.85.254

Applied On

d3pdvSd-ext

d3pdvSd-ext

d3p4vBd-ext

The NAT rule on the Edge Gateway translates the external IP address and port 107.189.85.254:443 to

the private IP address and port 10.0.0.102:443.

STEP 12 | Add the auth code(s) to activate the licenses on the firewall.

Activate the License.

STEP 13 | Configure the VM-Series firewall to use the hypervisor assigned MAC address.

Hypervisor Assigned MAC Addresses

STEP 14| Configure the dataplane interfaces as Layer 3 interfaces.
1. Select Network > Interfaces > Ethernet.
2. Click the link for ethernet 1/1 and configure as follows:

¢ Interface Type: Layer3
e Select the Config tab, assign the interface to the default router.

e On the Config tab, select New Zone from the Security Zone drop-down. Define a new zone, for

example untrust, and then click OK.
e Select IPv4, assign a static IP address.

¢ On Advanced > Other Info, expand the Management Profile drop-down, and select New

Management Profile.

e Enter a Name for the profile, such as allow_ping, and select Ping from the Permitted Services list,

then click OK.
e To save the interface configuration, click OK.
3. Repeat the process for each additional interface.
4. Click Commit to save the changes.
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Set Up the VM-Series Firewall on VMware
NSX

The VM-Series firewall can be deployed in both versions of VMware’s network virtualization
solution—NSX-V and NSX-T.

> Set Up the VM-Series Firewall on VMware NSX-V
> Set Up the VM-Series Firewall on VMware NSX-T (North-South)
> Set Up the VM-Series Firewall on NSX-T (East-West)
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Set Up the VM-Series Firewall on VMware
NSX-V

The VM-Series firewall for VMware NSX-V is jointly developed by Palo Alto Networks and VMware. This
solution uses the NetX API to integrate the Palo Alto Networks next-generation firewalls and Panorama
with VMware ESXi servers to provide comprehensive visibility and safe application enablement of all data
center traffic including intra-host virtual machine communications.

The following topics provide information about the VM-Series for NSX-V:

e VM-Series for Firewall NSX-V Overview

e VM-Series Firewall for NSX-V Deployment Checklist

e Install the VMware NSX Plugin

e Register the VM-Series Firewall as a Service on the NSX-V Manager

e Deploy the VM-Series Firewall

e Create Security Groups and Steering Rules

e Apply Security Policies to the VM-Series Firewall

e Steer Traffic from Guests that are not Running VMware Tools

e What is Multi-NSX Manager Support on the VM-Series for NSX-V?

e Add a New Host to Your NSX-V Deployment

e Dynamically Quarantine Infected Guests

e Migrate Operations-Centric Configuration to Security-Centric Configuration
e Use Case: Shared Compute Infrastructure and Shared Security Policies

e Use Case: Shared Security Policies on Dedicated Compute Infrastructure

e Dynamic Address Groups—Information Relay from NSX-V Manager to Panorama

VM-Series for Firewall NSX-V Overview

NSX-V, VMware's Networking and Security platform designed for the software-defined data center (SDDC),
offers the ability to deploy the Palo Alto Networks firewall as a service on a cluster of ESXi servers. The
term SDDC is a VMware term that refers to a data center where infrastructure—compute resources,
network and storage—is virtualized using VMware NSX-V.

To keep pace with the changes in the agile SDDC, the VM-Series firewall for NSX-V simplifies the process
of deploying a Palo Alto Networks next-generation firewall and continually enforcing security and
compliance for the east-west traffic in the SDDC. For details on the VM-Series for NSX-V, see the following
topics:

e What are the Components of the VM-Series for NSX-V Solution?

e How Do the Components in the VM-Series Firewall for NSX-V Solution Work Together?

e What are the Benefits of the NSX-V VM-Series firewall for NSX-V Solution?

e What is Multi-Tenant Support on the VM-Series Firewall for NSX-V?

What are the Components of the VM-Series for NSX-V Solution?

The following tables show the components of this joint Palo Alto Networks and VMware solution. The
following topics describe each component in more detail:

e vCenter Server

e NSX-V Manager

e Panorama

e VM-Series Firewall for NSX-V
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e Ports/Protocols used Network Communication

VMware Components

vCenter Server

The vCenter server is the centralized management tool for the vSphere suite.

NSX-V Manager

VMware's Networking and Security platform must be installed and registered
with the vCenter server. The NSX-V Manager is required to deploy the VM-
Series firewall on the ESXi hosts within a ESXi cluster.

ESXi Server

ESXi is a hypervisor that enables compute virtualization.

t\‘ See the Palo Alto Networks Compatibility Matrix for supported software versions.

Palo Alto Networks Components

PAN-OS

The VM-Series base image (PA-VM-NSX-9.1.zip) is used for deploying the VM-
Series firewall for NSX-V with PAN-OS 9.1.

The minimum system requirement for deploying the VM-Series firewall for NSX-
V on the ESXi server depends on your VM-Series model. See VM-Series System
Requirements for the minimum hardware requirements for your VM-Series
model.

Panorama

Panorama must be
running the same
release version or
later version that
the firewalls that it
will manage.

Panorama is the centralized management tool for the Palo Alto Networks next-
generation firewalls. In this solution, Panorama works with the NSX-V Manager
to deploy, license, and centrally administer—configuration and policies—on the
VM-Series firewall for NSX-V.

Panorama must be able to connect to the NSX-V Manager, the vCenter server,
the VM-Series firewalls and the Palo Alto Networks update server.

The resources required by Panorama depend on the mode Panorama will run

in: Legacy or Panorama ( ). New Panorama installations run in
Panorama mode. Panorama installations running in Legacy mode prior to upgrade
remain in Legacy mode after upgrading to 9.1. For more information about

the modes and the requirements associated with each mode, see Set Up the
Panorama Virtual Appliance.

In Panorama Mode, set the memory, number of CPUs, and storage based on the
log storage capacity of Panorama:

e 2TB storage—8 CPUs and 16GB memory

o 4TB storage—8 CPUs and 32GB memory

e 6to 8TB storage—12 CPUs and 32GB memory

e 10to 16TB storage—12 CPUs and 64GB memory
e 18 to 24TB storage—16 CPUs and 64GB memory
e System Disk Space: 81GB

e Log Storage Capacity: 2TB to 24TB

In Legacy Mode, set the memory and the number of cores based on the number
of firewalls that Panorama will manage:

e 1to 10 firewalls: 4 cores and 4GB memory
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e 11 to 50 firewalls: 8 cores and 8GB memory
e 51 to 1,000 firewalls: 8 cores and 16GB memory
e System Disk Space: 52GB

e Log Storage Capacity: 11GB (default log storage on the system disk) to 8TB (if
you add a virtual logging disk)

VM-Series Firewall The VM-100, VM-200, VM-300, VM-500, and VM-1000-HV, support NSX-V.
for NSX-V

vCenter Server

The vCenter server is required to manage the NSX-V Manager and the ESXi hosts in your data center. This
joint solution requires that the ESXi hosts be organized into one or more clusters on the vCenter server and
must be connected to a distributed virtual switch.

For information on clusters, distributed virtual switch, DRS, and the vCenter server, refer to your VMware
documentation: http://www.vmware.com/support/vcenter-server.html

NSX-V Manager

NSX-V is VMware's network virtualization platform that is completely integrated with vSphere. The NSX-
V Firewall and the Service Composer are key features of the NSX-V Manager. The NSX-V firewall is a
logical firewall that allows you to attach network and security services to the virtual machines, and the
Service Composer allows you to group virtual machines and create policy to redirect traffic to the VM-
Series firewall (called the Palo Alto Networks NGFW service on the NSX-V Manager).

Panorama

Panorama is used to register the VM-Series firewall for NSX-V as the Palo Alto Networks NGFW service on
the NSX-V Manager. Registering the Palo Alto Networks NGFW service on the NSX-V Manager allows the
NSX-V Manager to deploy the VM-Series firewall for NSX-V on each ESXi host in the ESXi cluster.

Panorama serves as the central point of administration for the VM-Series firewalls running on NSX-V.
When a new VM-Series firewall is deployed in NSX-V, it communicates with Panorama to obtain the license
and receives its configuration/policies from Panorama. All configuration elements, policies, and dynamic
address groups on the VM-Series firewalls can be centrally managed on Panorama using Device Groups and
Template Stacks. The REST-based XML API integration in this solution, enables Panorama to synchronize
with the NSX-V Manager and the VM-Series firewalls to allow the use of dynamic address groups and share
context between the virtualized environment and security enforcement. For more information, see Policy
Enforcement using Dynamic Address Groups.

VM-Series Firewall for NSX-V

The VM-Series firewall for NSX-V is the VM-Series firewall that is deployed on the ESXi hypervisor. The
integration with the NetX API makes it possible to automate the process of installing the VM-Series firewall
directly on the ESXi hypervisor, and allows the hypervisor to forward traffic to the VM-Series firewall
without using the vSwitch configuration; it therefore, requires no change to the virtual network topology.

The VM-Series firewall for NSX-V only supports virtual wire interfaces. On this firewall, ethernet 1/1 and
ethernet 1/2 are bound together through a virtual wire and use the NetX dataplane API to communicate
with the hypervisor. Layer 2 or Layer 3 interfaces are neither required nor supported on the VM-Series
firewall for NSX-V, and therefore no switching or routing actions can be performed by the firewall.

For enabling traffic separation in a multi-tenancy environment, you can create additional zones that
internally map to a pair of virtual wire subinterfaces on the parent virtual wire interfaces, ethernet 1/1 and
ethernet 1/2.
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Ports/Protocols used Network Communication

In order to enable the network communication required to deploy the VM-Series firewall for NSX-V, you
must allow the use of the following protocols/ports and applications.

e Panorama—To obtain software updates and dynamic updates, Panorama uses SSL to access
updates.paloaltonetworks.com on TCP/443; this URL leverages the CDN infrastructure. If you need a
single IP address, use staticupdates.paloaltonetworks.com. The App-ID for updates is paloalto-updates.

The NSX-V Manager and Panorama use SSL to communicate on TCP/443.

e VM-Series Firewall for NSX-V—If you plan to use WildFire, the VM-Series firewalls must be able to
access wildfire.paloaltonetworks.com on port 443. This is an SSL connection and the App-ID is paloalto-
wildfire-cloud.

The management interface on the VM-Series firewall uses SSL to communicate with Panorama over
TCP/3978.

e vCenter Server The vCenter Server must be able to reach the deployment web server that is hosting the
VM-Series OVA. The port is TCP/80 by default or App-ID web-browsing.

How Do the Components in the VM-Series Firewall for NSX-V Solution
Work Together?

To meet the security challenges in the software-defined data center, the NSX-V Manager, ESXi servers and
Panorama work harmoniously to automate the deployment of the VM-Series firewall.

1. Register Palo Alto NGFW Panorama

each host

on all hosts in the cluster

5. Push network introspection

rules to redirect traffic on

2. Automatically deploy VM-1000-HV.

. S —

=t -1 g

— — —
EEEI< ---------- i

1. Register the Palo Alto Networks NGFW service—The first step is to register the Palo Alto Networks
NGFW as a service on the NSX-V Manager. The registration process uses the NetX management plane
API to enable bi-directional communication between Panorama and the NSX-V Manager. Panorama
is configured with the IP address and access credentials to initiate a connection and register the Palo
Alto Networks NGFW service on the NSX-V Manager. The service definition includes the URL for
accessing the VM-Series base image that is required to deploy the VM-Series firewall for NSX-V, the
authorization code for retrieving the license and the device group and template stacks to which the
VM-Series firewalls will belong. The NSX-V manager uses this management plane connection to share
updates on the changes in the virtual environment with Panorama.

2. Deploy the VM-Series automatically from NSX-V—The NSX-V Manager collects the VM-Series base
image from the URL specified during registration and installs an instance of the VM-Series firewall
on each ESXi host in the ESXi cluster. From a static management IP pool or a DHCP service (that you
define on the NSX-V Manager), a management IP address is assigned to the VM-Series firewall and
the Panorama IP address is provided to the firewall. When the firewall boots up, the NetX dataplane
integration API connects the VM-Series firewall to the hypervisor so that it can receive traffic from the
vSwitch.
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Establish communication between the VM-Series firewall and Panorama—The VM-Series firewall then
initiates a connection to Panorama to obtain its license. Panorama retrieves the license from the update
server and pushes it to the firewall. The VM-Series firewall receives the license and reboots with a valid
serial number.

> If your Panorama is offline, which means that it does not have direct Internet access to
L retrieve the licenses and push them to the firewalls, you must manually license each
firewall. If your VM-Series firewall does not have internet access, you must add the serial
number of the firewall to Panorama so that it is registered as a managed device, so that
you can push the appropriate template stacks and device group settings from Panorama.
Install configuration/policy from Panorama to the VM-Series firewall—The VM-Series firewall
reconnects with Panorama and provides its serial number. Panorama now adds the firewall to the device
group and template stack that was defined in the service definition and pushes the configuration and
policy rules to the firewall. The VM-Series firewall is now available as a security virtual machine that can
be further configured to safely enable applications on the network.
Push traffic redirection rules to NSX-V Manager—Create security groups and define network
introspection rules that specify the guests from which traffic will be steered to the VM-Series firewall.
See Integrated Policy Rules for details.

) To ensure that traffic from the guests is steered to the VM-Series firewall, you must

have VMware Tools installed on each guest. If VMware Tools is not installed, the NSX-

V Manager does not know the IP address of the guest and therefore, the traffic cannot

be steered to the VM-Series firewall. For more information, see Steer Traffic from Guests

that are not Running VMware Tools. This is not required if you are running NSX-V

Manager 6.2.4 or later.
Receive real-time updates from NSX-V Manager—The NSX-V Manager sends real-time updates on the
changes in the virtual environment to Panorama. These updates include information on the security
groups and IP addresses of guests that are part of the security group from which traffic is redirected to
the VM-Series firewall. See Integrated Policy Rules for details.
Use dynamic address groups in policy and push dynamic updates from Panorama to the VM-Series
firewalls—On Panorama, use the real-time updates on security groups to create dynamic address groups,
bind them to security policies and then push these policies to the VM-Series firewalls. Every VM-Series
firewall in the device group will have the same set of policies and is now completely marshaled to secure
the SDDC. See Policy Enforcement using Dynamic Address Groups for details.

Integrated Policy Rules

Panorama serves as the single point of configuration that provides the NSX-V Manager with the contextual
information required to redirect traffic from the guest virtual machines to the VM-Series firewall. The traffic
steering rules are defined on Panorama and pushed to NSX-V Manager; these determine what traffic from
which guests in the cluster are steered to the Palo Alto Networks NGFW service. Security enforcement
rules are also defined on Panorama and pushed to the VM-Series firewalls for the traffic that is steered to
the Palo Alto Networks NGFW service.

Steering Rules—The rules for directing traffic from the guests on each ESXi host are defined on
Panorama and applied by NSX-V Manager as partner security services rules.

For traffic that needs to be inspected and secured by the VM-Series firewall, the steering rules created
on Panorama allow you to redirect the traffic to the Palo Alto Networks NGFW service. This traffic is
then steered to the VM-Series firewall and is first processed by the VM-Series firewall before it goes to
the virtual switch.
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Traffic that does not need to be inspected by the VM-Series firewall, for example network data backup
or traffic to an internal domain controller, does not need to be redirected to the VM-Series firewall and
can be sent to the virtual switch for onward processing.

¢ Rules centrally managed on Panorama and applied by the VM-Series firewall—The next- generation
firewall rules are applied by the VM-Series firewall. These rules are centrally defined and managed on
Panorama using template stacks and device groups and pushed to the VM-Series firewalls. The VM-
Series firewall then enforces security policy by matching on source or destination IP address—the use
of dynamic address groups allows the firewall to populate the members of the groups in real time—and
forwards the traffic to the filters on the NSX-V Firewall.

To understand how the NSX-V Manager and Panorama stay synchronized with the changes in the
SDDC and ensure that the VM-Series firewall consistently enforces policy, see Policy Enforcement using
Dynamic Address Groups.

Policy Enforcement using Dynamic Address Groups

Unlike the other versions of the VM-Series firewall, because both virtual wire interfaces (and subinterfaces)
belong to the same zone, the VM-Series firewall for NSX-V uses dynamic address groups as the traffic
segmentation mechanism. A security policy rule on the VM-Series firewall for NSX-V must have the same
source and destination zone, therefore to implement different treatment of traffic, you use dynamic address
groups as source or destination objects in security policy rules.

Dynamic address groups offer a way to automate the process of referencing source and/or destination
addresses within security policies because IP addresses are constantly changing in a data center
environment. Unlike static address objects that must be manually updated in configuration and committed
whenever there is an address change (addition, deletion, or move), dynamic address groups automatically
adapt to changes.

Any dynamic address groups created in a device group belonging to NSX-V configuration and configured
with the match criterion _nsx_<dynam ¢ address group nane> trigger the creation on corresponding
security groups on the NSX-V Manager. In an ESXi cluster with multiple customers or tenants, the ability to
filter security groups for a service profile (zone on Panorama) on the NSX-V Manager allows you to enforce
policy when you have overlapping IP addresses across different security groups in your virtual environment.

If, for example, you have a multi-tier architecture for web applications, on Panorama you create three
dynamic address groups for the WebFrontEnd servers, Application servers and the Database servers. When
you commit these changes on Panorama, it triggers the creation of three corresponding security groups on
NSX-V Manager.

Dynamic Address Groups Match on Security Group Names

Ll

WebFrontEnd Application Database

NSXManager ~ Panorama Tag P
Database 12.12.12.12
WebFrontEnd 22.22.22.22
WebFrontEnd 33.33.33.33
Application 44.44.44. 44

Application 55.55.55.55

On NSX-V Manager, you can then add individual guest VMs or IP sets (IP ranges or subnets) to the
appropriate security groups. Then, in security policy you can use the dynamic address groups as source or
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destination objects, define the applications that are permitted to traverse these servers, and push the rules
to the VM-Series firewalls.

Each time a guest is added or modified in the ESXi cluster or a security group is updated or created, the
NSX-V Manager uses the PAN-OS REST-based XML API to update Panorama with the IP address, and the
security group to which the guest belongs. To trace the flow of information, see Dynamic Address Groups—
Information Relay from NSX Manager to Panorama.

Update to a Dynamic Address Group o

p— .
=== =—= = New IP: Database . Tag
IP:
12121212

WebFrontEnd Application ~ Database

\» To ensure that the name of each security group is unique, the vCenter server assigns
L a Managed Object Reference (MOB) ID to the hame you define for the security group.
The syntax used to display the name of a security group on Panorama is serviceprofileid-
specified_name-securitygroup-number; for example, serviceprofile13-WebFrontEnd-
securitygroup-47.

When Panorama receives the API notification, it verifies/updates the IP address of each guest and the
security group and the service profile to which that guest belongs. Then, Panorama pushes these real-time
updates to all the firewalls that are included in the device group and notifies device groups in the service
manager configuration on Panorama.

On each firewall, all policy rules that reference these dynamic address groups are updated at runtime.
Because the firewall matches on the security group tag to determine the members of a dynamic address
group, you do not need to modify or update the policy when you make changes in the virtual environment.
The firewall matches the tags to find the current members of each dynamic address group and applies the
security policy to the source/destination IP address that are inc