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2. Yt Apache BB SO GEH N httpd. conf BY ssl. conf) :



SSLEngine on
SSLCertificateFile /path/to/yourdomain. crt
SSLCertificateKeyFile /path/to/yourdomain. key

SSLCertificateChainFile /path/to/ca_bundle. crt

3. )3 Apache k%%

sudo service apache2 restart

2. Nginx IR% 2%
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2. ZmfE Nginx it B A

server {

listen 443 ssl;

server name yourdomain.com;

ssl certificate /path/to/yourdomain. crt;

ssl _certificate key /path/to/yourdomain. key;
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3. H )3 Nginx IR%:

sudo service nginx restart
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4. Tomcat R85

1. RHEP#E 4 0y PKCS#12 R 3K:

openssl pkcsl2 —export —in yourdomain. crt —inkey yourdomain. key —out yourdomain. pfx

2. Ym4E Tomcat [ server. xml:

{Connector port="443" protocol="org. apache. coyote. httpll. Httpl1NioProtocol”
maxThreads="150" SSLEnabled="true”>

<{SSLHostConfig>

Certificate certificateFile="conf/yourdomain. crt”
certificateKeyFile="conf/yourdomain. key”

type="RSA” />

</SSLHostConfig>

</Connector>

3. #H )3 Tomcat k%% .
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1. Apache

1E. htaccess CAFHENIN:

RewriteEngine On
RewriteCond %{HTTPS} off
RewriteRule ~(.#%)$ https://%{HTTP_HOST}%{REQUEST URI} [L, R=301]

2. Nginx
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server {

listen 80;

server name yourdomain. com;

return 301 https://$host$request_uri;

}

3. IIS

{§ ] URL Rewrite BiByZs s .

<rule name="HTTP to HTTPS redirect” stopProcessing="true”>

<match url="(.%)" />

{conditions>

<add input=" {HTTPS}” pattern="off” ignoreCase="true” />

{/conditions>

<action type="Redirect” redirectType="Permanent” url="https://{HTTP HOST}/{R:1}” />

{/rule>
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https://yourdomain.com
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3. H3hEH (Let’s Encrypt) : f#iJ] Certbot 25 T. A SZH H 3 5 :

sudo certbot renew ——dry-run
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2. HSTS Sk¥B. 5@ e 28 (G@E o HTTPS U 7] «

Header always set Strict-Transport-Security “max—age=31536000; includeSubDomains”
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