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1 THT AT ceereererrersessessesesseesesseseseesessessesaese e e e e e sae e e e e ssesaesaesae e et e e ese s e eneeseesaaeaans 1
Lol H B ettt bbbt 1
Lo 2 3 ottt 1
L3 BATAITE Mottt st 1
2 FRBEZEH .ottt sttt st sttt sttt e 2
2.1 T-SBC FI A=SBC 73 BEFAFIEERA oo 2
2.2 T-SBC FIl A=SBC —ARALFFFNZER oo 2
3 SBCHEEREXMARFIMER (A-SBC A I-SBC HIEPL) wovverrreererrererrererereenns 2
3.1 SBCEBEESRIFIE oot 2
3.2 SBCHIEXMRSAFELR CRIEIFRIETE) o 4
4 SBCHCE-IP NetWork BCE (ASBC/ISBC BJIERL) eeveeeeeeeererereeerereesssesenensnsnssnnes 5
401 R TP HIHEBCE oot 5
4.2 JEITEFEHIHE Web U7 SBC .ottt 6
4.3 BT Ethernet GTOUD BB oo ee e en e see e 6
4.4 FCE SBC Ethernet DEVICE ..oiiicieiiiieeiesessesssesssesse s ssssesssssssesanes 6
4.5 T SBC IP INTETTACE oovvereecveeeeeeeeseeeeseeesssesssees s ssss s ssss s s s sssnssnssssesenssens 7
4.6 BT SBC HA oo st es e 8
4.7 BCE NAT TranSLation .occeeeeceeeeeeeeeeeees et st e s es s s s e s st st te s sesae s s seeans 9
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5.2 PLE STP INTEITACE coviieeiicteeictceeteeeeeeeete ettt ettt ettt ettt ae st eas et enserenserenns 11
5.3 TIL B DIOXYSEL cviuiitieiitetictie ettt ettt ettt eat et etess et et ete st et et esessete st ene st enseteneetensereneens 12
5.4 TIEEE TP GTOUD wvvieieieieieiee ettt ettt e ettt se e seses s sasas st et esatssssssssesssesesesesanas 14
5.5 T ClassifiCation .iiiieiiieieieeeeceeeeeeeeee e s sttt es et st ssssssesssessaesenenas 14
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6.6  SBC Debug RecOrding ToBk ..oioceoceeeeeeeieeeeeeeseeseeesses s ssss s esss s sesneas 21
TROUBLESHOOT->LOGGING—>debug recording At DR, 453 wireshark 3. 2....cociveeieeee 21
ROUBLESHOOT->10gging filters, B NEW; woeeeeeseseceeseesseesseesssesssssessesssssssssssssesenns 21
7 SBC BE-RFRESARFABE I 22
7.1 SBC ARAF L ENTLE S oo 22
SETUP->ADMINISTRATOR->MAINTENGCE->Configureation File .........cccceeeeiiiiieiciieececieee e 22
To2  FFATEN ettt 23
(O T oy OO OO OO OO 23
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2 REGLEH
2.1 I-SBC 1 A-SBC 4+ B #r M4 #4

2.2  T1-SBC 1 A-SBC —/&4b 36 Fh2E#

3 SBC #EBER KA AREBHIER (A-SBC M I-SBC ¥JiEMN)

3.1 SBC #HEBERIIH
A/ISBC 7y B KIZR (=il

A-SBC
= i - e |Et1-RHEUAPEAA [Bh1-WHEUAPES [Eth-2B R MEST [Bh-2B A [Fth-3 HADBRE
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BEU-—NEZEFR
HEE)
1-S8C-1 ] F®m0S, EFSBC
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SHA-EAT)
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52 [SBCEH AEP_[shEP |£45EEE0 EEs
1 A-SBC
2 1-SBC
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I-SBC
Eth-2 NERLMES
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Jsee1 FEOS, HAISEC
1-SBC-2 KVME R 505
ISBC/ASBCAE 4 1 B #8 i 0 & A MIPIRK (SBCHMi A1)
F5 SBCE R AFIP [ShMIP |54 im0 |Eim 0 &
1 A-SBC
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BURH SBC e B & H 4R SR

3.2 SBC HENRFH/ER (REIHFRIERE

Max. Concurrent Media Sessions
Max. Max
Concurrent SRTP .
Prodact Signaling | RTP(RTP- | oporp oyp SBC Codec i
Sessions Lt e and/or Transcoding
TOMRTP) * I7pm.sRTP)
DL320e G8 4-cores 3.1 15,000 10,000 6,500 nfa 75,000
GHz 16 GB RAM
Mediant SE SBC gﬁf‘g g-g %R(:ﬁ'ora 28 24000 16,000 14,000 nfa 120,000
-0r -
DL360 G9 8-cores 2.6 24,000 24,000 14,000 nfa 0
GHz 32 GB RAM
1vCPU, 250 250 250 nfa 1,000
2 GB RAM
$ | v24vcry, 3,000 3,000 2000 | = 1vCPU:nfa 15,000
£ 8 GB RAM » 2vCPU: Table 4-23
) » 4 vCPU: Table 4-25
4/8 vCPU 9,000 £,000 5,000 « See Table 4-27 75,000
16 GB RAM
1vCPU 250 250 250 nfa 1,000
2 GB RAM
1/2/4 vCPU 1,800 1,800 1,400 + 1vCPU: nla 9,000
4 GB RAM = 2vCPU:
Table 4-23
o] = 4 vCPU:
3 Table 4-25
S?? 4/8 vCPU 4,000 2,700 2,700 See Table 4-27 75,000
Mediant VE SBC ¢ |16GBRAM
2 |8wvcru 24,000 24,000 10,000 nia 0
= 16 GB RAM
SRHAOV Intel
NICs
8 vCPU 24,000 24,000 10,000 nfa 75,000
32 GB RAM
SR-IOV Intel
NICs
1vCPU 250 250 250 nfa 1,000
% 2 GB RAM
2 1/214 vCPU 900 600 600 = 1vCPU:nla 10,000
< |4 GBRAM = 2vCPU: Table 4-31
= 4vCPU: Table 4-33
_[SBC ELEXEBR
L EE S Bk (FE) AMARS |CPU |RAM (G) |Hard Disk (G) |&JF
L] 1|Vmware 250 1000 1 2 40
i Exsi 5.5l & 3000 15000 4 8 40
| 9000 75000 8 16 40
‘] 2[kvm 250 1000 1 2 40
| | 1800 9000 4 2 40
i 4000 75000 8 16 40
[ 24000 75000 8 32 40|SR-IQV intel NICs
1] 3|Hyper-v 250 1000 1 2 40
Winserver
g J01R2 BLE 900 10000 4 4 40
3|CPUER Z/28GHzl EF5. FHAWX
4N FEEREAASENSERLEENENEESERIEESASIERIEET . WESBCHTRAEREHRY AEF AEAREEITHREASHREER.
5
5
7| SR MR E S E E S EIMGE. FHARERUHERS SB— T ANMA
8|
o
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43' YR SBC L PSR

4

4 SBC BECE-IP NetWork ECE (ASBC/ISBC ¥33i&E M)

4.1 ‘S IP HhHALE (KRHEE)
MEREZWE, HEEZS EEUNEEME, TEEH TEASETHITEE

BN SBC #=H &, WA %: Admin, BRIA%TE: Admin

» Toreconfigure the IP address using CLI:

I. Connect to the virtual machine’s console (e.g., in vSphere, switch to Console tab); you
will be presented with the CLI management interface.

2. At the prompt, type the username (default is Admin - case sensitive), and then press
ENTER:

Username: Admin

3. At the prompt, type the password (default is Admin - case sensitive), and then press
ENTER:

Password: Admin

ey
Ele Edit Ve Toeenbore Adwiristretion Hugeins el
B e "b Home b ] Tweetory b ] ety
] ¥ =B T 7| = % G B
mnly 8602 s
=@ "_°-3E-955£B . E-5BC Boston
5B Boaton — r—
% E-SEC e York summary | Rasodrce Allocaion | Petormance | Events . [T, Permiskns

Welcome to fudioCodes CLI

Recent Tasks Mame, Targel or Stalus canians: = [7 Cea %
Mama Taraet | Skatus | Detais Inbaedby | Requssted Skart Tims = | Start Tra Tea]
?;_] Poveer ©n vital machine '_T_| E-56C foston @ Comgleted roc 05-Nov-12 LZ:50:E5 05-Kow-1Z 12:50:25 Cor
| | »
[E Teska | | [roat "z

4. At the prompt, type enable and press ENTER:
> enable

5. At the prompt, type the password again and press ENTER:
Password: Admin

6. At the prompt, type the following commands to access the network interface
configuration:

# configure network
(config-network)# interface network-if 0
(network—if-0) 4

BCE 1P Huhik, WG, TMKH
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7. At the prompt, type the following commands to configure the IP address, prefix length
and default gateway:

(network-if-0)# ip-address 10.4.212.155
(network-if-0) # prefix-length 16
(network-if-0)# gateway 10.4.0.1

M B PR A7

8. At the prompt, type the following command to apply the network interface configuration
and exit the table:

(network-if-0)# activate
(network-if-0)# exit

4.2 ETEHEHAHE Web 15 1H SBC

B3 http A1 https Uj1a], FH firefox F1 chrome W %25 U5 17], %\ http://SBC & ¥ bl 5k
https://sbc & BEHuIE, 5140 http://192.168.0.10, %I AN FH 14 Admin, BRiA %569 : Admin

<« c e © & 192168010 o n@oe® =
B Microsoft Teams Dir.. B% BERSIEEMAR... @ TAS - Tasks .3 Office 365 (@) (%4 - Microsoft T.. @73 §¥ Plan Direct Routing ... Avaya Lync/Skype f.. BY IWRESSISMAEISEE.  (f APAC License Request »
QCaudiocodes f——
Web Login

Username

Admin|

Password

sesee

e Lo

4.3 ZF Ethernet Group 88
Setup-->IP NetWork--> CORE ENTITIES---->Ethernet Group

JE S SBC W g 4, BRASE SCRITT

Mediant SW
® SRD | Al
{2t NETWORK VIEW Ethernet Groups (15)
4 CORE ENTITIES
Page[t  |of2 »» =i Show[1w | recordsper page
IP Interfaces (4) +
INDEX = NAME MODE MEMBER 1 MEMBER 2
Ethernet et Devices (4) &
0 GROUP_1 SINGLE GEY
ST e 1 GROUP_2 SINGLE GE2
Physical Ports (4) 2 GROUP_3 SINGLE GE3
Static Routes (0} 3 GROUP_4 SINGLE GE_4
HA Settings a GROUP_S MONE
HA Network Manitor (0) s GROUP_6 NONE
NAT Translation (4) 3 GROUP_7 NONE
P GROUP_8 NONE
8 GROUP_9 NONE
QUALITY ] GROUP_10 HONE

4.4 TcE SBC Ethernet Device
€ X SBC WIHIN T, NT Z4fRE, &M SBC WHERHSH VLAN ID FB &, #3)241EH
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http://sbc/
https://sbc/
http://192.168.0.10/

Setup-->IP NetWork--> CORE ENTITIES---->Ethernet Device, & 7 New, #13 SBC W [ &

Mediant SW
® SRD Al
£} NETWORK VIEW Ethernet Devices (1) @1 a1
4 CORE ENTITIES
] Page |1 of 1 Show [ 10 | records per page
1P Interfaces (4) +3
INDEX + VLN ID UNDERLYING INTERFACE NAME TAGGING MTU
Ethernet Devices (4)
o 1 GroUP_1 oM Untagged 1500
Ethernet Groups (15) ) 2 GROUP 2 HA Untagged 1500
Physical Port (2 : s e T =
Static Routes (0} Intemalagent Untagged 5
HA Settings
HA Network Monitor (0)
NAT Translation (4) }

Index: H zh4E R,

Name: H & 45, N TALETEMT, BEUCR B S N A 4 7—FF, e 38 SIPTrunk,
%75 siptrunk

Vlan ID:SBC W6 vian FBES, BRI 1 HF4G, &AM —ANID, AT UIZINFRECE . thin: sip
trunk X N2 E VLAN I1D:1, B FEACERYE A% B2 1 VLAN ID:2,  [6]—™ VLAN ID AgE & i F

Underfying interface: it B 75 ERCE MM D20, (S I ZHED ethernet Group X 21D

Tagging:i% 4% Untagging

MTU:ERIA 1500

GENERAL
Index 4
Name
VLAN ID 1

underlying Interface - | View

Tagging Tagged

MTU 1500

Cancel APPLY

4.5 WdE SBC IP interface
E XA P ELDWIER, 1P Hulik

Setup-->IP NetWork--> CORE ENTITIES---->Ethernet Device, /57 New, #11% IP interface
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# B} SBC FC B B ERAES SCRY

¢} NETWORK VIEW IP Interfaces (4) +1

4 CORE ENTITIES

EoEn - PagelTJor 1|+ Show[15°5] reconcs per page
P Interfaces (4) <

== woex ave WPUCTON  rerracemove paDoRess PREAXLENGIH PFAUT puivons | SECONDARYONS  ETHERNET DEVE
Ethernet Groups (15) 0 oA Media + Cc wal 192168.0.10 24 19216801 0000 0000

24

107.94 2 17216.107.254

Index:ERN, HBNERK

Name: HE S, & SMEZORRA, B4R S R AR, sz O T SIPTrunk,
275 SipTrunk

Application Type:
2 AL I, — SRR R

BN O H T EA R P I Hhuty,  Application Type:OAM+Media+Control , 32 715t
SR

$ANBEOHT HA, Application Type:MAINTENNACE

FEAEOH PSS (k55 ASBC 2 BE AR, 1SBC /25X KM SIPTrunko BH],
Application Type:Media+Control

Ethernet Device:i%&#5 IP interface X MW IEAN /Y [

DNS: AR 4 75 Bk &

IP Address:fic & IP, AR,

GENERAL IP ADDRESS

Index 4 Interface Mode 1Pv4 Manual v
Name IP Address 0.0.00

Application Type OAMP + Media + Control v Prefix Length 16

Ethernet Device - v  View Default Gateway 0.0.0.0

DNS

Primary DNS 0000

Secondary DNS 0000

Cancel QEGIHNG

4.6 PHcE SBC HA
FER R R0 IR H A, B I5 H ) SBC (A-SBC/I-SBC) # 42 iy Al VR B

Setup-->IP NetWork--> CORE ENTITIES---->HA Settings
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HA Remote Address:3H 5 75— SBC HA ip interface f] IP Hihik

HA Device Name: F| & X %%, $&2470 SBC M4 7, WL T HIX %, HLunfl sBc-1
HA Remote Device name: H € X &%, f87—6 SBC & T, BINLZFH, tbinfA sBc-2

Mediant SW 1P NETWORK

® SRD Al

4 CORE ENTITIES HA Settings

IP Interfaces (4) +»

HIGH AVAILABILITY NETWORK MONITOR
Ethernet Devices (4) &
Ethernet Groups (15) HA Remote Address . 10101013 4 HA Netwark Manitor « Enable
Preempt Mode Disable ~ Monitor Threshold 1

Preempt Priority

HA Device Name « ASBC
‘ HA Remote Preempt Priority 5
HA Remote Device Name . ASBC2

QUALITY

4.7 TWCE NAT Translation

BRI LI H L A-SBC T ELEE Y I IP RIS A i ) NAT, T ELEC R R v il 1-
SBC 5 ZoB I 1P AR RIS i 111 NAT,  FHT-X34% K SIPTrunk,

Setup-->IP NetWork--> CORE ENTITIES-——->NAT Translation, £t New

NAT Translation (4)

INDEX = SOURCE INTERFACE TARGET IP ADDRESS SOURCE START PORT SOURCE END PORT TARGET START PORT TARGET END PORT
(1] PublicAgent 611478113 65060 65060 65060 65060
1 PublicAgent 61.1478113 9000 11499 9000 11439
2 InternalAgent 132.252.116.99 05080 65080 65080 65080
3 InternalAgent 13225211699 12000 14499 12000 14499
v

Index:ERIA

Source Interface:#R¥& N FH LR, 75 EZDMEME/N S 1P interface NAT
Source start port: 154 it [ B A& v 1

Source End Port: {54 Jify 1 BRI 1 i 11

Target IP Address:NAT AR IP itk

Source start port: 154 it [ B AR 1

Source End Port: 154 Jiiy I B A St

QC audiocodes
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# BURH SBC e B & H 4R SR

SOURCE TARGET
|
Index 4 Target IP Address
(
Source Interface - v | View Target Start Port
'
| Source Start Port TargetEnd Port

Source End Port

SBC Bic B-Signaling&media BCE (ASBC/ISBC JiE M)

5.1 TMcE Media Realms
SE SOV 55 N FH PR S A i 1
Setup-->Signaling&Media--> CORE ENTITIES-->Media Realms, /i New

Media Realms (3)

& Page[l_Jort ~  show 1o ] recordsper page
INDEX = NAME IPV4 INTERFACE NAME UDP PORT RANGE START EEUShSA\?)EI‘\IRI?EFG’;A EDIA UDP PORT RANGE END DEFAULT MEDIA REALM
0 LAN LAN+OAM 6000 500 8439 Yes
1 publicAgent PublicAgent 9000 500 11499 No
2 InternalAgent InternalAgent 12000 500 14499 No
Sy
Index:ERIA

Name: H & 3, VAR N H & X447, T BRI R, & N WanUser
IPV4 interface name: i #X] B Ml 55 N FH 1Y) interface (IP network R IP interface)
UDP Port Range start: 5 & X AR 4hm 1 (HL 4 6000)

Number of media session legs: 7] LA H & 3, @R YEH SBC session 1 &%, (SBC —/NMilig
Fi 5 A~ UDP A4k 1)

FoAt e B BRI
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B} SBC Hr B kP SOy

GENERAL QUALITY OF EXPERIENCE
Index 3 QOE Profile

Name Bandwidth Profile
TGDO|Ogy Location Down ~

IPv4 Interface Name - v  View

UDP Port Range Start -1

Number Of Media Session Legs -1

UDP Port Range End

TCP Port Range Start 0
TCP Port Range End 0
Default Media Realm No ~

5.2 BEE SIP interface
B SO 55 B R4 4 ity
Setup-->Signaling&Media--> CORE ENTITIES-->SIP interface, riifi New

® SRD | All

£} TOPOLOGY VIEW SIP Interfaces (3)

m [ ] page[t |of1 Show [10 | records per page
SRDs (1)
NETWORK APPLICATION .
Pl % I R

Media Realms (3)

4 CORE ENTITIES

L LAN DefaultSRD (#0)  LAN+OAM SBC 5060 0 o
Proxy Sets (1) 1 PublicAgent DefaultSRD (#0)  PublicAgent S8C 65060 0 0
1P Groups (3) 2 Intermalagent DefaultSRD#0] Itemaligent 5B °

CODERS & PROFILES

Index:ERIA
Name: H & X, #IERM SR H 4 7401, HEan SIP trunk

Application Type:i&$& SBC

ENCAPSULATING

ROTOCOL MEDIA REALM

Mo encapsulation  LAN
Mo encapsulation  publicAgent

dation  Internaligent

Network Interface &£ FR MV 55 I FH AH G IP interface(IP network T[] ip interface)

UDP Port: [ & X524 1, BRIA 5060
TCP Port: H & A5 441, BRIA 5060
TLS Port: H & Xf54 % -, ERIA 5061
Media Realms: & X it SIP Interface At 1

HA BN E
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GENERAL MEDIA
Index 3 Media Realm - v | View
Name Direct Media Disable v
Topology Location Down v
Network Interface - v | View SECURITY
Application Ty SBC >
pplication Type LS Context Name #0[defauly] v View

UDP Port 5060

TLS Mutual Authentication ~
TCP Port 5060

Message Policy - ~ | view
TLS Port 5061

User Security Mode Not Configured ~
SCTP Port 0

Enable Un-Authenticated Registrations Not configured ~
SCTP Secondary Network Interface - v | View

Max. Number of Registered Users -1

Additional UDP Ports
Additional UDP Ports Mode Always Open ~

Encapsulating Protocol No encapsulation M v

Cancel NEiZYNG

5.3 HBcE proxyset

ESLEX T RGIM SIP trunk, & PFIY LGOI E o, — B0 RIS X
NN L

Setup-->Signaling&Media--> CORE ENTITIES-->Proxy set, 7 New

£ TOPOLOGY VIEW Proxy Sets (1)

8 vogeJor - how 6] recortsper page

4 CORE ENTITIES

SRDs (1)

SIP Interfaces (3) INDEX NAME SRD SBC |PV4 SIP INTERFACE [‘SRF([]-;Q KEEFALIVE TIME REDUNDANCY MODE PROXY HOT SWAP
Mola Rl ) 0 Huaiel- UAP DefaultsRD (#0) AN 0 Disable

IP Groups (3)

CODERS & PROFILES

4 58C

Index: WM 1 FFIR
Name: HENHATF, BWEXN T RGN AT, HADHEIELduty, 27 50E A0 9600
SBC IPV4 sip interface:1E ¥ FHMIF— ) sip interface 2

R E HA siprec FINA, TBERBIL—%(EFZREERI proxset, Hiht 555735 R 545
M A v

Proxy keep alive:i%#¥ using options
MR 66 2k, FEILR
Redundancy mode:i%#% Home

FARERIA
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GENERAL REDUNDANCY

Index 1 Redundancy Mode v |
Name Proxy Hot Swap Disable v —
SBC IPva SIP Interface - v | View Proxy Load Balancing Method Disable ~ v
TLS Context Name - v | view Min. Active Servers for Load Balanding 1

KEEP ALIVE AEANEED

Proxy Keep-Alive Disable - Classification Input IP Address only @

Proxy Keep-Alive Time [sec] 60 DNS Resolve Method ~ |

Keep-Alive Failure Responses
Success Detection Retries 1
Success Detection Interval 10

Failure Detection Retransmissions -1

Cancel QEUZURE

fic & 5¢ proxy set Aiili apply J5, 0%t J7 Hhil Fdm O S AL, 5 proxy address
items, A7 New

@ Proxy Sets [#0] > Proxy Address (1)

INDEX = PROXY ADDRESS TRANSPORT TYPE
0 172.16.107.78:5060 uppP

Index:ERIA
Proxy Address: X} ¥ify R Gr bk Al 1, 4% X0 F -

IP address:Port F 21 192.168.1.10:5060

Transport type: H4 X 3y 22 4t K FH (4% %1 /7 =X, UDP/TCP/TLS

GEMNERAL

Index 1

Proxy Address

R,
Transport Type o =]
Proxy Priority o
Proxy Random Weight o

Cancel APPLY

QX audiocodes
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5.4 BZE IP Group
EX P, WTLAREMRNACE P 484, Proxy set nJ DABEAFE A 4k

Setup-->Signaling&Media--> CORE ENTITIES-->IP Group , 5.7 NEW

Mediant SW SIGNALING & MEDIA

@ SRD Al

4 TOPOLOGY VIEW IP Groups (9)
4 CORE ENTITIES
] Fageli Jof1 Stow [10 ] records per page [
SRDs (1)
P Idertaces () swaow | aasrrer | Me | W
Media Realms (3) INDEX ¥ NAME SR TR ?‘IZJIZII;AT\GV PROXYSET [P PROFILE MEDIA REALM NAME PROXY SET MANIPULATION M;\NIPIH ATION
Proxy Sets (1) SET
1P Groups (3) 1 IPG_UAP DefaultSRD(  Server Not Configured  HuaWei-UAP IP-Profile LAN Enable -1 -1
2 ‘WanUser_Public DefaultSRD(  User Not Configured - - publicAgent Enable -1 -1
(CODERS & PROFILES 3 WanUser_Interr DefaultSRD |  User Not Configured nternalAgent Enable A 1

4 5BC

Classification (3)

Index: M 1 FFUR
Name: H 7€ X, L5 Proxy set 47 —F¢, T TR ANME 55N H
Type:l-SBC:i%EFE server, server & T X14E sip Trunk,A-SBC:i%&#; User, T BEFEACEE 3/

Proxy Set:Type ¥ server, FFEALE, St IP Group W55%} B proxyset ,Type %+ User,
ANTREREE

WERIA H A sip rec BINH, FEA SIP REC B3L— IP Group, 2K EU & server
Media Realm: 165 N F X} B () media realm FHC &

Proxy Set 5 IP Group ——ILIL, %1 proxyset 75 ZLULHC—™ IP Group

HAb BRI B

GENERAL QUALITY OF EXPERIENCE -
Index 0 QoE Profile - v | View
Name Bandwidth Profile - v | View "
Topology Location Down ~ s
’
Type Server v MESSAGE MANIPULATION a
it
Proxy Set - v | View
Inbound Message Manipulation Set -1 1
- v | View !
1P Profile Outbound Message Manipulation Set -1 L
Media Realm - v | View Message Manipulation User-Defined String 1
Internal Media Realm - v | View Message Manipulation User-Defined String 2
Contact User Proxy Keep-Alive using IP Group settings Disable ~

SIP Group Name
Created By Routing Server SBC REGISTRATION AND AUTHENTICATION
Used By Routing server Not Used s Max._ Number of Registered Users -1

Proxy et Cannectivity Reeistration Marle Iser Initiates Resistration v

Cancel NN

5.5 HEE Classification
7€ X classification

QC audiocodes
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Setup-->Signaling&Media--> SBC-->Classification , i New

& TOPOLOGY VIEW

4 CORE ENTITIES

SRDs (1
SIP Interfaces (3)
Media Realms (3)
Proxy Sets (1)
1P Groups (3)

CODERS & PROFILES

4 SBC

lassification &;

Index: ZE A 1 FF46

Classification (3)

e[ o | s
INDEX NAME SRD *

SRD (#0)

page[t  |of1 show [ 10| records per page
i SOURCE DESTINATION
SOAIRCE S USERNAME SOURCE HOST USERNAME
INTERFACE
PATTERN PATTERN

DefaultSRD (#0) LAN

RD (H0)  PUDIICA

nternal

DESTINATION

hosT ACTION TYPE SOURCE IP GROUP.
. Allow

Allow

Allow

Name: H & X, IR IP Group HI4 F—#F, IP Group 5 classification ——LEL, %/ ip group
i L —A™ classification

Source sip interface:i% ¥ 5 IP Group MVZ5FH X} W SIP interface

Source IP Group:1ZE %5 MV 55 AH X B (1] 1P Group

MATCH

Index 0
Name
Source SIP Interface

Any

Source IP Address

Source Transport Type Any
Source Port 0
Source Username Pattern *
Source Host *

1 Destination Username Pattern *
Destination Host *

i Message Condition

5.6 MEIP to
TE SN L B

IP routing

#0 [DefaultSRD] v

v | View

v  View

Cancel

ACTION

Action Type Allow
Destination Routing Policy
IP Group Selection Source IP Group
Source IP Group

IP Group Tag Name default

IP Profile

APPLY

Setup-->Signaling&Media--> SBC-->IP to IP routing , 5.7 NEW

SETUP

QCaudiocodes

Mediant SW

£ 10

4 CORE ENTITIES

LOGY VIEW

SRDs (1)
SIP Interfaces (3)
Media Realms (3)
Proxy Sets (1)
1P Groups (3)

CODERS & PROFILES

4 5BC
Classification (3)

4 Routing

Routing Policies

o emme

SIGNALING & MEDIA

IP-to-IP Routing (5)

OMERE - . ®

N ROUTING
DEX NaME foumn

o option Default SBCRoL
1 Interr er--> Default_SBCRoL
2 UAP-->Internall  Default_SBCRoL
3 UAP-->PublicUs:  Default_SBCRoL
4 PublicUser—>U# Default SBCRoL
#0[option]

GENERAL

ALTERNATIVE
ROUTE
OPTIONS

Route Row
Route Row
Route Row
Alternative Rout

Route Row

~

v | View
- L
1

v | Vi

iew |

v | view
v

page[ |of1 Show 10 ] records per page ;
SOURCE DESTINATION
SOURCE P DESTINATION  DESTINATION ~ DESTINATION  DESTINATION
REQUESTTYPE  USERNAME USERNAME o -
GROUP o, oo, VP P GROUP SIP INTERFACE  ADDRESS
any OPTIONS g . Dest Address - internal
WanUser_Interr Al . . IP Group 1PG_UAP LaN
IPG_UAP Al . . IP Group WanUser_interrInternalAgent
IPG_UAP Al . - IP Group WanUser_Public PublicAgent
WanUser_Public All . IP Group 1PG_UAP LAN
ACTION

audiocodes
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SRR R E
Index:0
Name:Options

Source IP Group:Any
Request Type:Options

Destination Type:Dest Address

Destination Address:internal

Routing Policy #0 [Default_SBCRoutingPolicy] v
GENERAL ACTION
)
Index Destination Type e DestAddress ~ \
Name « option Destination IP Group - v | View 1
Alternative Route Options Route Row ~ Destination SIP Interface - v  View
Destination Address e internal
MATCH Destination Port 0
Source IP Group Any ~ | View Destination Transport Type - I
Request Type « OPTIONS v IP Group Set - v | View
Source Username Pattern * Call Setup Rules Set ID -1
Source Host * Group Policy Sequential v
Source Tag Cost Group - v | View o

Cancel
M 2 B HTTAG -
I-SBC:
Index:ERIA

Source IP Group:iE#:J5 IP Group, & /7 FEIY LI H H, FEAY AL AMNEE, HS source IP Group i
PRI HH0 44 211 1P Group

Destination IP Group:i£ % H f) IP Group, &/ IFAYALLIE H, BRI ARE,  F8 Destination
IP Group & SIPTRUNK f¥J IP Group

Destination SIP interface:IE £ #R H (1) 1) SIP interface
I-SBC HTig N EUFAY AL AR R R A S

A-SBC:

Index: BRIA

Source IP Group:IE#£J5 IP Group, 7 7 WY I H A BIIEIY s, HS source IP Group
I26 A JRE TG VE W 44 714 1P Group

QX audiocodes
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Destination IP Group:3%£#% H ) IP Group, %5/ WEAY AL IR H e, R B eI daoty, 8
Destination IP Group s&W:HYH 0 IP Group

Destination SIP interface: & £ R H Y SIP interface

I ] e 281 P2 5 ) B 5 R B0 ] oo PR B P AT S o

GENERAL ACTION

Index 5 Destination Type P Group v
Name Destination IP Group - v | View
Alternative Route Options Route Row v Destination SIP Interface - v  View

Destination Address

MATCH

| Destination Port 0
Source IP Group Any ~ | View Destination Transport Type v
Request Type Al ~ IP Group Set - v | view
Source Username Pattern * Call Setup Rules Set ID -1
Source Host * Group Policy Sequential ~
i Source Tag Cost Group - v | View
I Destination Username Pattern * Routing Tag Name default
Destination Host * Internal Action Editor
Destination Tag Modified Destination User Name: v

Cancel WEUNG

6 SIP Rec L&
Setup-->Signaling&Media--> SIP Recording—>Sip recording setting
NN S
SIP Recording Settings

GENERAL

Recording Server (SRS) Destination Username

SIP Recording Time Stamp Format Local Time 4
SIP Recording Metadata Format Legacy R
Video Recording Sync Timeout 2000

QX audiocodes
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Setup-->Signaling&Media--> SIP Recording—>Sip recording rules, i NEW

SIP Recording Rules (6)

e -

INDEX = RECORDED IP GROUP
0 UAP
1 SIPTRUNK
2 WanUser
3 UAP--AgentRegister
4 AnonymousCard Users
5 SIPTRUNK-Zhibo
#0
GENERAL
Recorded IP Group ® UAP
Recorded Source Pattern *
Recorded Destination Pa.. E
Condition
Peer IP Group ® Any
Caller Both

PageD of 1

Show | records per page

PEER IP GROUP CALLER RECORDING SERVER (SRS) IP GROUP

Any Both SRS

Any Both SRS

Any Both SRS

Any Both SRS

Any Both SRS

Any Both SRS
RECORDING SERVER

View Recording Server (SRS) I... * SRS View

Redundant Recording 5... - View

View

GENERAL

Index |
Recorded IP Group Any
Recorded Source Pattern *
Recorded Destination Pattern *
Condition -
Peer IP Group Any
Caller Both

RECORDING SERVER

Recording Server (SRS) IP Group - v | View

v | View Redundant Recording Server (SRS) IP Group - v | View

v | View

v | View

GENERAL
Index )
Recorded IP Group . #1[UAP]
Recorded Source Pattern *
Recorded Destination Pattern *
Condition -
Peer IP Group Any

Caller Both

Index:ERIA

Recorded IP Group:Z 5T ¥ IP Group

RECORDING SERVER

Recording Server (SRS) IP Group . #2 [SRS] v | View

v View Redundant Recording Server (SRS) IP Group - v | View

v | View

v  View

Cancel QNG
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Recorded source pattern:AR#E 75 EACE , 75 EXTIRLE 058, BRI E ISR H

Recorded destination pattern:R#E T EALE, XX MRLP A FE . BN 2R E
Condition: A FFIR I E, BN R, Ll UUID. BN E

Peer IP Group: Z S5XIRIEANA IP Group, —MXERINECE Any

Caller: BRINPCE both

Recording Server (SRS) IP Group:3 & A 55 %3] IP Group

7 SBC 4 - a4 M2 % (ASBC/ISBC 33&E M)

7.1 2F VOIP SIP H4LRAE
BE MRTFTE I SIP H4bIRA

Monitor—>Voip Status—>proxyset status

IRA online NIEH, WPIRAA offline, REAIER, ML 1P Hibk275iE

mOUd.\ ocodes MONITOR

MONITOR

® SRD Al

£3 MONITOR Proxy Sets Status
—— - This page refreshes every 60 seconds
SUMMARY
SUCCESS FAILURE
PROXY SETID NAME MODE KEEP ALIVE ADDRESS PRIORITY WEIGHT COUNT counT  STATUS
0 HuaWei- UAP Parking Enabled OFFLINE

4 VOIP STATUS 172.16.107.78 - - 0 1447 OFFLINE

PERFORMANCE MONITORING

SBC Registered Users

Proxy Sets Statws
Registration Status

SBC COR Histary

NETWORK STATUS

7.2 BEEOBMERBEMRES (RFBF ASBC)
BT RS L AR A

Monitor—>Voip Status—>SBC Registered users

Mediant SW MONITOR

® SRD Al

£} MONITOR SBC Registered Users

SUMMARY ADDRESS OF RECORD CONTACT

PERFORMANCE MONITORING

A VOIP STATUS

SBC Registered Users

ation Sta
SBEC CDR History

NETWORK STATUS

QC audiocodes
Page 19




‘ BURF SBC AR ELEF B SR

7.3 & SBC &% (ASBC/ISBC ¥J3i&E M)

Monitor-->Summary-->Active alarms

® ) so m

£} MONITOR Aclive Alarms

4 SUMMARY

SEQUENTIAL# ,  SEVERITY SOURCE DESCRIPTION TME
Device Information

4 @ Vvajr Boars# NTP server alarm. No connection o NTP server. 04/0%/2020, 01.00.29
e
Major

3 BOArG#1IPGIoUpH1 P Group i & iy biockea PIPG_UAF) Ho Worki D4/D2020. 00°50°45
Alarms History .
1

@ vajor ‘Boare#1/ProxyConnection#o Prowy Set Alarm Proxy Set 0 (HuaWel-UAR): Proxy lost. Iooking for another pro»  04/09/2020, 00-50-45
Activity Log

@ viar soara1 o KAL SY5_HA: Redundant unt o dcomcried 04082020, 005016
PERFORMANCE MONITORING PEJEEHI 1 View 1-dord
VOIP STATUS This page refreshes every 60 seconds

4 NETWORK STATUS

IP Interface Status
Ethernet Device Status
Ethernet Port Infarmation
Static Roures Status.

IDS Active Black List (0)

7.4 & SBC HA IRZ (ASBC/ISBC #Ji&E M)

Monitor——>monitor

®® s a
Py MONITOR

4 SUMMARY

Device Information

192.168.1.20 7.20A.156.028 Mediant SW Operational 37212860398572

Device Infarmation

Active Alarms

Alarms History Active Device: sbe-act .
Activity Log,

4 PERFORMANCE MONITORING * ?
Network
Success / Failure Ratio

Average Call Duration
Performance Profile (0)

Redundant Device: sbe-stdby
VOIP STATUS

vy
4§E§ e v

NETWORK STATUS -

7.5 SBC Syslog T.E
HEPradFE, syslog HE T HAET EEL, & ) W fnl @l 1) o

TROUBLESHOOT->LOGGING—>Syslog Setings FiHE syslog

NEAE: http://redirect. audiocodes. com/install/index. html

QX audiocodes
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BURH SBC e B & H 4R SR

= O x
Syslog Settings
IpLLTSER i
SYSLOG ACTIVITY TYPES TO REPORT

Enable Syslog sys lo g'ﬂ:.;"i e Enable IZ| Parameters Value Change (]
Syalog Server P setsyslogigEaRy | 721816150 Auxiliary Files Loading (]
Device Reset [l

Syslog Server Port S14 Flash Memory Burning (]
Syslog CPU Protection Enabled IZI Device Software Upgrade (]
Syslog Optimization Disabled IZ| Mon-Authorized Access O

: Sensitive Parameters Value Change (]

Debug Level " | Detalled IZ| Login and Logout O
LI Activity (]

Action Executed [l

- @ Q cC 7z &L

7.6 SBC Debug Recording T.E

TROUBLESHOOT->LOGGING—>debug recording EcE DR, &% wireshark 3.2

DR #diff F#E: https://audiocodes.sharefile.com/share/view/s11fdcc5b0b145c59/fofb02e4-
7f54-46¢1-bac6-82f8e909608d

Debug recording destination IP:%% DR T_E.ff] PC

DEBUG RECORDING CALL FLOW
Debug Recording Destination IP e 172.16.107.41 Call Flow Report Mode Disable
Debug Recording Destination Port 925

Debug Recording Interface Name

ROUBLESHOOT->1ogging filters, f New;

Mediant SW TROUBLESHOOT jol-
@ SRD Al v
) "
£ MESSAGE LOG Logging Filters (1)
4 LOGGING -
Edit 8 page[t Jof1 show |10~ records per page | o
Logging Settings
Logging Filters (1) INDEX FILTER TYPE VALUE LOG DESTINATION LOG TYPE MODE
0 Any Debug Recording Server Signaling & Media & PCM Enable

CALL DETAIL RECORD

TEST CALL

DEBUG

QC audiocodes
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GENERAL
Index
Filter Type Any £ N
Value |
Log Destination Debug Recording Server b
Log Type *  Signaling & Media & PCM i
Mode Enable v

Cancel [adRG

SBC & H - A7 AC B SCA-F1 -5 N\ e B S8
8.1 SBC fREKSANBLEH

SETUP->ADMINISTRATOR->MAINTENGCE->Configureation File

Save IMI File

RAFEC B midy

SARE L A, M E AL HORCEL SO, il

Load IMI File

QX audiocodes
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BURH SBC e B & H 4R SR

R BCE, sidi

Restore Defaults

’

Preserve Network

configuration NTEINIMN W —EK B ), MRABIRE ML E, &

g Preserve Network configuration.

8.2 WA

ADMINISTRATION->MAINTEANCE->license Key

s ¢ pan.baidu.com/s/1RjwTrof

<« ¢ @

EE AudioCodes 445HD ... 5 Google Chrome

©OC AudioCodes 440HD IP Pho

@ w0 §, hitps:;//192.168.0.2

ADMINISTRATION

® SRD | All v

£t TIME & DATE

WEB & CLI

SNMP

A MAINTENANCE

B UL 1110 A L B
Auxiliary Files

License Key

Configuration Wizard

8.3 Al &fny

License Key

G723 NETCODER G729 G727 GSM-FR ILBC G722

PSTN PROTOCOLS

CAS
1UA

SECURITY FEATURES

IPSec

Media Encryption
Strong Encryption
Encrypt Control Protocol

IP MEDIA FEATURES

Conference
VXML
Ext. Voice Prompt

ADMINISTRATION->MAINTEANCE->license Key

oc AudioCodes

ARER

(=3
=3
10MB

TELEPHONY INTERFACES

E1 Trunks
T1 Trunks

ROUTER FEATURES

T1/E1 WAN Trunks

v ooasons & [ ]

® SRD Al -

£} TIME & DATE License Key
4 WEB&CLI empyy Local License Key
Local Users (2)
Authentication Server
Web Settings
GENERAL VOIP SIGNALING PROTOCOLS
cul Setings
Aceess List High Availability (HA) (] sip
Additional Management Interfaces (0) Maximum Supported Software 530 MGCP
Customize Access Level (0) Version
SNMP
SKYPE FOR BUSINESS VOIP FEATURES
4 LICENSE
MSFT (] Volce Quality Menitoring

Floating License
4 MAINTENANCE

Maintenance Actions
Configuration File

Auxiliary Files
High-Availability Maintenance
System Snapshots

Software Upgrade

WebRTC

SIPRec Sessions.
Media Enhancement

£ Foating License

Load File | &

33624537010120

No
Limic

73
SBC CAPACITY
Loeal Actual
SBC Sessions 3 3
Far End Users (FEU) 3 3

SECURITY FEATURES

Media Encryption
Strong Encryption
Encrypt Control Protocol

Q00
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8.4 MBI

SETUP->ADMINISTRATOR——>Web&CLI-—>Local user, A] LS INHETF 2 AME 4 R FH P 8 S350

€3 TIME & DATE Local Users (2)
4 WEB&CLI
oEs - PageltJor1 - snow 10 <] recordsper page
Local Users (2)
Authentication Sever — wewae | easwo | stans L T ——
Web Sereings g = . vad 0 s 4 5 w secumy adminsra
€U Settings 1 user . vaud 0 s 1 15 « wontor
Access List

Additional M

gement Interfaces (0)

Customize Access Level (0)

Password: % h5
Password Age: % it st J st ]

GENERAL SECURITY
Index 0 Password Age e 0
Username o Admin Web Session Limit 5
Password .. CLI Session Limit -1
User Level + | Security Administrator v Web Session Timeout 15
Block Duration 60

SSH Public Key

Status o Valid ~

Cancel QRN
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