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IPv4 st | IPv6 B&iE#: O Lan AL E T 1Pv4 Huhl, 7ELbAbsiiT ER.

IPv6 s | IPv6 B&iE#: O LanRECE 1 1Pve Huhl, 7EUbab#iiTER.

BEEREE | TPv6 BEIEHE I AXT LA TPv6 B e B s A B A =X

ERIRES MATIE TPve B £ D PIRES, W23 UP/DOWN .

FHURA | A CEEDIRES” 2 N0 Ehs Al A 1Pv6 FEIERE D PIRES (EAR
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5.10.3. IPv6 REIERC B 5
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HizEl  twnlll

52
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1 (1-100)

BEE 1 (1-255)

4. fEEADUT2 I, fERGSER S “M%> IPv6 BREDERASIRH” , Ad<Ghi@>i o)z
IPv6 B, BEE HAR IPv6 L% A 3200: 1234 : /64 fiiEiEiE F—BkH 810 tunl10 &
%, BikERiESE TH:

bfES

IPiatHE TS [ 3100:1234:/64
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HiEO | twnl10
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5. PCl % & IPv6 Hidik >}y 3100:1234::2/64, ERIAFGH F—Bkiiht A 3100:1234::1, PC2 i%
B IPv6 Mtk 3200:1234::2/64, BERIAMEH T —BkHuhE N 3200:1234:: 1.

6. HCESERE, PCL X} PC2 #4T ping6 ik, PC [H]15 A AT DL E @,

5.11.VPN B#

N T HRIHHHE VPN i REIp AR i e tE, B R GE (R 2D 1%k
fiti_ b, SRS VAR E, PALERTE VPN F P AR 24, il D55 S0 S0 T RE 51K
T P9 IR A5 B R e
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5.11.1. VPN FH P

VPN H 0B A P AL AAE 00 . & i B E0R VPN 5 B SRS & B ThiEE .
5.11.1.1. VPN BAf/si

TERGEH T “PLE>VPN EIE>VPN i P eiO>VPN AL, #EN VPN R PO AL E
ﬁ%&

N o

VPNRIF R VPNIIFRE VPNEFRES

FAFeR

L (1024-65535)

VPN H 7 A e B 0 R4 B R

Hc B I L]

DAL W 2D VY0P A S

gt 15 2RI\ 1 8443,

FH A8 5 oM https: //1P Hidik: 8443, H P Al £ A EIR TU& 20 H a5 is, 78 VPN
JU R VPN % Py, (EREBhHOTIEE VPN B SCR .

-
ESEN

23]
D
WiAHER (6-31 )

5.11.1.2. VPN I|IPARE

TERGEH b “PLE>VPN EIE>VPN FEPHOOVPN T ATRE 7, #EN VPN (TP TIE AL E
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~
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5.11.1.3. VPN Z sl E

FERGE P R “PILE>VPN EIE>VPN A HDOVPN B RIRECE 7, 3t AR PiRBLE il
Zo TR NI AAAME E X URL.

£ VPN Z FunBEC B A N RMIERE “ ALY B

VPNFF VPNIIFRE VPNEFREE

= SEVURL
Windows 32 Bit bR R
Windows 64 5| et -
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I0SEFTEFES
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Windows 32 Bit

T\ Windows 32 % o Aaf, HSCRE zip #620, STHR/NAE

I 15M, FRAEEL N P i 2 AT readme, B U 3 HL A A
LN “VPNCLIENT WIN32 V11.10 20210519” , readme H&1Z 22354,
] Version fgA<5 A1 MD5 18 .

Windows 64 Bit

F\ Windows 64 fr% P4 H, WICHF zip i, SRR

I 15M, SRR AL R b e 2 A readme, R Ui 22 2% AL A £ b
N “VPNCLIENT WIN64 VI11.10 20210519” , readme fU{5i% % %540
] Version fgAs5 A1 MD5 18 .

Android F Android & P s e, HSCEF zip M, SO
15M, E45ANEE R i 35 mAN readme, %77 i 20 25 AL Ay 44 4% 2
SN “VPNCLIENT ANDROID V11.10 20210519” , readme B &% 434
it Version ixA<5 A1 MD5 1H .
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VPNEFREE
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Android
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(0-256 =73
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H & X URL Fic B WA FELH U BH U0

L]

WePEE E SCURL Ji7, AR o H 3015 R .

Windows 32 Bit

% ® Windows 32 7 VPN 2 P (4 ks, 74 HTTP A1 HTTPS IR%S
%, AP EETER TS S, ARG AR IURS .

Windows 64 Bit

B E Windows 64 f7 VPN & 1) R4k BEHe, 3 HTTP A0 HTTPS A4S
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10S

WE 10S VPN &/ i) R EBEEe, SCRF HTTP ATHTTPS fss#%, H P
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Android BEE Android VPN &/ i) N 80BERE, SFF HTTP A1 HTTPS A4S %%,
P T EATIERE FEIRS S, B8RS AR TR S .

5.11.1.4. VPN ZPisrb)
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SSL VPN EFi%
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SSLVPN
EaEEE:client
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5. figEbr e Bon® M imbt E , Rl CGRT AW EZRA S, BEERIES%
AE

FThEAS X

Haikma: vinio

6. FERI KR RGP Rl “RZE>VPN EIE>VPN i A HUOOVPN B R E 7 hikEd
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5.11.2. VPN AHFAiE

TERG A T “PLEOVPN EIE>VPN FHAIAIE” , #E VPN B A AERC & T -
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ST
FETE
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5.11.3. VPN F %48
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5.11.5. VPN zhZ& 04 B ~H
LHREK

WRERTR, &&H ge0/1 Fl ge0/2 H:1 LA 7 AP B AE ML b, /8 Bl A4t
SSL VPN AR%s, BRI & 1Y B Pk SSLVPN i 1a] Y ) Web A FTP AR 4588
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1. ERGEH T “MLE>SSL VPN>SSL VPNECZE” , #E A SSL VPN ECE i, ACE SSL

VPN IBCE, AEERIESH MHE:
SSL VPNECE
== @&lD
SEET

BEmE | 21.1.0116
bl 21.1.0.0M16
DNS1

DNS2

WINS1
WINS2
FREE | 1012024 + 5Em
Heht B
1012024 i |
=R

2. HERGHHAT “NEORPMEORR” , AR, SdrGE> ey, Ak

ERIESHE THE:
E
=W | test
=%
TS WSl 55585 | LDAP
EIT | aeees (6-31 =255
BEAEE - (6-31 =FF)

3. TFRGEH ST “PNEOVPN EIES>VPN B Adily” , N VPN B Al T2,

duls>, TR 8443, BAEEiESE THE:

(1-31 =)

fTI<ARF
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VPNFEF s VPNIIFRE VPNEFRES

A
w0 8443 (1024-65535)

4. (ERGEH ST CILEOVPN EIE>VPN BB AIAIE” . N VPN B AIER T, T <EES

VPNRIFAE
SHME

INEER, [Earsaciin
HAE

BEEER

w0 EGlD

5. {ERGH T “RLEOVPN ETE>VPN R AESR” , HEA VPN BRER I, B
(s, A B ARk B

VPNAEFEH
Tl &5 =13
test JQRKHWAEBEZS64FNICVWHCWLIZU44CQH (- BES

i

212 nam B e

6. fHFHFHLN (FreeOTP 83 Authenticator)#i N ZEHEE & 4 — LB A 04,

7. BEENEA DL R, R AT CEFOWME, Bl IEmAZIE DL IRAE,
BAERIRSHTE:
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SSL VPN EF iR

S04 |

iEAEE0S

_mH | e |

v ZEES .

_en | |

.f SSLVPN C
S Dis

Wed Jun 30 14:08:10 2021 OPTIONS IMPORT: route options modified A
Wed Jun 30 14:08:10 2021 OPTIONS IMPORT: route—related options modified

Wed Tun 30 14:08:10 2021 ROUTE default_gateway=172.17.0.1

Wed Tun 30 14:08:10 2021 TAPWIN32 device [L!APY 2] opened: \\. \Globall {23FEDACI—45:
Wed Jun 30 14:08:10 2021 TAP-¥in32 Driver Version 9.9

Wed Jun 30 14:08:10 2021 TAP-Win32 MTU=1500

Wed Jun 30 14:08:10 2021 Set TAP¥in32 TUN subnet mode network/local/netmask = 21.1.(
Wed Jun 30 14:08:10 2021 Hotified TAP-Win3Z2 driver to set a DHCP IF/netmask of 21.1.(
Wed Jun 30 14:08:10 2021 Successful ARP Flush on interface [19] {28FEDAC3-482A—478D—E
Wed Jun 30 14:08:15 2021 TEST REOUTES: 1/1 succeeded len=1 ret=1 a=0 u/d=up

Wed Jun 30 14:08:15 2021 C:\WINDOWS'system32\route exe ADD 10.1.2.0 MASKE 255. 255 255.
Wed Jun 30 14:08:15 2021 ROUTE: CreatelpForwardEntry succeeded with dwForwardMetricl:
Wed Tun 30 14:08:15 2021 Reute addition via IPAPI succeeded [adaptive]

Wed Jun 30 14:08:15 2021 Initialization Sequence Completed
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WREATR, &K ge0/1 Fl ge0/2 #:10 LA 5 A B E M b, P i B A4t
SSL VPN AR5, JfBR 4 i BLI6 W A Pk SSLOVPN 15 1) Y A ) Web 1 FTP AR 55 2% .

WEBJR55E%

10.1.2.2/24
geo/2
10.1.2.1/24
ge0/1 "/! i
‘ DUT1 \- i
FIPRS:E —

10.1.2.3/24

BELER

1. TERSGEH AT “MLg>SSL VPN ECE ” HHlcE SSL VPN L E, HMRERIESE T
K.

SSL VPNECE
=2 Gl
zzux €D
i3l 2110116
prica i} 21.1.0.0116
DNS1
DNS2
WINS1

WINS2

FREEE | 10.1.2024 =+ &
Hhhik E
1012024 0

2. ERGERAT “NEORPXNEORR” , #ARPTH, slrEsE>egmr, A
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ESEISSTE R AN AT
E
EZFR | test (1-31 =f5)

==
TAIEEET EesiAbndl FEEHEE | LDAP
EIS | eeee (6-31 =5

BAEIE | eeeeme (6-31 %7

3. ARG H AT “MLEO>VPN EE>VPN AL , #EN VPN A Psul i, 1<
Pty iEOEIAK 8443, EAR(E BiES% TIK:

VPNFEFeRs VPNIJFmE VPNEFREE

L)

iwl | 8443 (1024-65535)

4. FERGEHF AL “PIEEOVPN EEE>VPN A FAIAE” , #EA VPN FIAIE R, FTF<E
HHFHERD>, BN LSRN 3, RRERIESH TH:

VPNFFAE
SN
hibes Rl
AL
B
BNEREE | 3 (1-10)

FREO¢

5. fEHE A RS SbL. RSO P A HPEiEE, JEER, B
SEE R, HARMERIESH TH:
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o SSL VPN Client

SHAENATS: 2iEE

Wed Jun 30 14:08:10 2021 OPTIONS IMPORT: route options modified L)
Wed Jun 30 14:08:10 2021 OPTIONS IMPORT: route—related options modified

Wed Tun 30 14:08:10 2021 ROUTE default gateway=172.17.0.1

Wed Tun 30 14:08:10 2021 TAP-WIN32 device [LI7[d 2] opened: \\. \Global' {28FEDAC3~48:
Wed Jun 30 14:08:10 2021 TAP¥in32 Driver Version 9.9

Wed Jun 30 14:08:10 2021 TAP—¥in32 MTU=1500

Wed Jun 30 14:08:10 2021 Set TAP-¥in32 TUN subnet mode network/local/netmask = 21.1.(
Wed Jun 30 14:08:10 2021 Hotified TAPWin32 driver to set a DMCP IF/netmask of 21.1.(
Wed Jun 30 14:08:10 2021 Successful ARP Flush on interface [19] {28FEDACI-482A~478D—
Wed TJun 30 14:08:15 2021 TEST ROUTES: 1/1 succeeded len=1 ret=l &=0 w/d=up

Wed TJun 30 14:08:15 2021 C:\WINDOWS\system32\route. exe ADD 10.1.2. 0 MASK 255. 255 255,
Wed Jun 30 14:08:15 2021 ROUTE: CreatelpForwardEntry succeeded with dwForwardMetricl:
Wed Jun 30 14:08:15 2021 Route addition via IPAPT succeeded [adaptivel

Wed Jun 30 14:08:15 2021 Initialization Sequence Completed

i
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gF | EE | pE |

6. TERGR T “FLOVPN EIE>VPN RN, #EA VPN PN AR, HAik
RIEZETA:

VPNAFHEA

B HiRxE TRHHER e

test Windows64 15412b50b4e6437 1bicca2d94i3a32de

=12 | wzEA H ===

7. AL TR i A SRR A RAAL A, R e, RUATRIRR T S e, R i
s Tk, BARERIHSHETE:
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o SSL VPN ClientiE (client)

HRATS: #iFF

Wed Jun 30 14:16:30 2021 Set TAP-Win3Z TUN subnet mode network/local/metmask = 21.1.0 A
Wed Jun 30 14:16:30 2021 Wotified TAP-Win32 driver to set a DHCP IF/netmask of 21.1.0
Wed Jun 30 14:16:30 2021 Successful ARP Flush on interface [19] {28FEDAC3~462A—~4760-€
Wed Jun 30 14:16:35 2021 TEST ROUTES: 1/1 succeeded len=l ret=l a=0 u/d=up

Wed Jun 30 14:16:35 2021 C:\WINDOWS\system32'route. exe ADD 10.1.2. 0 MASK 255. 255. 255,

Wed Jun 30 14:16:35 2021 ROUTE: [SSLVPN Client % ceeded 'litl.'l dwForwardMetricls
Wed Jun 30 14:16:35 2021 Route a ded [adaptive]
Wed Jun 30 14:16:35 2021 Initial ted
Wed Jun 30 14:18:10 2021 AUTH: R . . rol message
Wed iun 30 14:18:10 2021 TCF/UDP client S0 :
Wed Jun 30 14:18:10 2021 C:\WIND( IELETE 10.1.2.0 MASK 255.255.¢
Wed Jun 30 14:18:10 2021 Route d ided [adaptivel
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