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B2 (%1) :
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This system is for authorized use only.
Last login: wed Ooct 12 04:08:37 2022 from 101.87.178.177
You have Tlogged into the system.
By using this ploduct you agree to the terms and conditions
as specified // .checkpoint.com/download_agreement.html
order to conf1gu|e youn system, please access the wWeb UI and finish the First Time wizard.
izuf6275hb3571p00cq4jjz>

B admin 45

1Zuf6275hb3571p00cq4jjZ> set user admin password
New password:

verify new password:

1Zuf6275hb3571p00cq4jjz>

RERE, #HTEHBNT
izuf62 ?5hb35;1p00cq4jjf} save config

1Zuf6275hb3571p00cq4]jjz>
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) hittps://139.196.92.126 A g © § 0 6 G ¢ @

© This system is for authorized use only.

heck Poi!lt[‘ Username:
) SN

LOGIN =

R81 First Time Configuration

Welcome to the

Check Point First Time Configuration Wizard

You're just a few steps away from using your system!
Click MNext to configure your system.

Platform: Aliyun
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Deployment Options Check Point

LA

etup
@ Continue with RA&1 configuration
nstallation

() Install from Check Point cloud

() Install from USE device
Recovery

(@) Import existing snapshot @

Management Connection Check Point

Interface: ethl

Configure |Prvd: Manually o
[Pvd address: 172,16, 0 185
Subnet mask: 255,255,255, 0

Default Gateway: (172, 16, 0 253

Configure |Pvé: Off o
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Device Information

Host Mame: SMS
Domain Mame: Cpticnal
Primary DMS Server 100.100.2.136

Secondary DMS Server 100.100.2.138

Tertiary DNS Server:

Proxy Settings

[] Use & Proxy server

Date and Time Settings

@ Set time manually:

Date: Wednesday, Cctober 12, 2022 |
Time: 12 |19
Time Zone; Taipei, Asia (GMT +8:00) b

(01 Use Metwerk Time Protocol (NTR):

©2022 SHANGHAI SHONE TENCHNOLOGY CO., LTD. All rights reserved
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® Security Gateway: Z&M% (BHkIiE)
® Security Management: EIEiR%E %

BERE_E— FEUR N mEER—&8=EI L.

SOFTWAAE TECHNOLD 8

J&] Check Point

Products

Security Gateway
Security Management

Clustering
[C] Unit is a part of a cluster, type: Cluster¥L »
Define Security Management as: Primary o

Automatically download Blade Contracts, new software, and other important data (highly

recommended)

@ For more information click here
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Security Management GUI Clients

GUI clients can log into the Security Managament from:
@ Any IP Address

i) This machine

i) Metwork

(D Range of IPv4 addresses:

First Time Configuration Wizard Summary J&] Check Point

Your device will be configured with the following products:
Security Gateway

Security Management: Primary Security Management

Improve product experience:

Send data to Check Point | more =

[] Send crash data which might contain personal data to Check Paint. | more =
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First Time Configuration Wizard Summary Chﬁﬂkpﬂj’"’f

Your device will be configured with the following products:
Secunty Gateway
Secur

First Time Configuration Wizard

This will start the configuration process. Are you sure you want to continue?

Improve product experience:

Send data to Check Point | more >

First Time Configuration Wizard Summary B} Check Point

Verifying Configuration ]

™ Security Gateway 6%

Secunty Management
Compatibility Packages

Finalizing Configuraticn (this may take several min...
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First Time Configuration Wizard Summary

Verifying Configuration

Security Gateway

00

Security Management

Compatibility | Rebooting System

Finalizing Con .
" Please wait while the systern is rebooting.

View mode:
@ overview
| & Network Management
&% Network Interfaces
& arp
&5 DHCP Server
&% Hosts and DNS.
2% IPvA Statie Routes
&% NetFlow Export
28 System Management
£ Proxy
B Time
A Cloning Group
£ snup
1 Job Scheduler
A Mail Notifieation
£ Messages
£ Display Format
1 Session
A Crash Data
£ System Configuration
A system Logging
£ Network Access
£ Certificate Authority
A Host Access
& uop
|2 &+ Advanced Routing
&+ DHC? Relay
(33
& 16Mmp
& 1P Broadcast Helper
& pim
& Static Multieast Routes
&R
& 1P Reachability Detection
& IPsec Routing
B ospF
& Route Aggregation
& Inbound Route Filters
B Route Redistribution
& Routing Optiens.
& Router Discovery
& Policy Based Routing
PR

Manage Software Blades using SmartConsole

. | System Overview Ax || Blades Ax

Check Point Security Gateway | Ra1

Firewall

Kernel 3.10.0-957.21.3¢px86_64

Edition: 64-bit IPSec VPN

Build Number: 392

System Uptime: 1 minute

[

Software Updates no new recommended updates detected

Application Control

URL Filtering

Alibaba Cloud

Anti-Virus

Platform, Anti-Bot

Aliyun

Threat Emulation

Network Configuration ~x

Name 1Pud Address  IPVG Address Link Status
O up
O w

[CHT

Threat Extraction
eth0
eth0:1

172160165
13919692126 -

Anti-Spam and Mail
o 127001

Data Loss Prevention

Mobile Access

Content Awareness

Throughput Packet Rate

Jt= per second [bps]
Jackets per second

BhE

B3 SmartConsole EC & B KRS ThEE

©2022 SHANGHAI SHONE TENCHNOLOGY CO., LTD. All rights reserved
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O | ® cases0003 x | [ Checkpointc x | BBl R X | asass2s-fpwr X | B - Chiphe! X % - Google X Google BB X | @ Practical troul X Gaia x |+ - 0o
<« G () hitps//139.196.92.126/ 38efe1b8ce16a7f2ee34dcf71b0c6e3 1/cgi-bin/home.tcl LN s S ] p G a3 = @ a
Q,
“ - €
— Manage Software Blades using SmartConsole [J N AILELINEIS
View mode: | Advanced -
® overview System Overview AX Blades A X -
- _ Packets accepted: 14112
as g
= &w Network Management Check Point Security Gateway | R81 Packets droppec: 0 ™
& Network Interfaces . Peak number of 519
e Kernel: 3.10.0-957.21.3cpx86_64 Firewall connections: 1
DHCP Server Edition: 64-bit Number of 3
connections:
Hosts and DNS. Build Number: 392 o]
&% 1Pv4 Static Routes System Uptime 4 hours 43 minutes 1PSec VPN
&% NetFlow Export Software Updates: ~ 2new recommended updates +
= %F System Management
& Proxy 1PS
£ Time —
£ Cloning Group Application Control
1 snvp i N
¥ Job Scheduler Alibaba Cloud
£ WMail Notification URL Filtering
& Messages
4 Display Format P‘ﬁ‘l"""’" Anti-Virus
4 Session Aliyun
4 Crash Data
£ system Configuration Anti-Bot
£ system Logging Network Configuration
£ Network Access Name IPv4 Address  IPv6 Address Threat Emulation
g Certificate Authority etho 172160185
Host A
ot Aecess etho:1 139.196.92.126
£ Lop " 172151100 Threat Extraction
etl B
= Advanced Routin
N lo 127.00.1 D
& DHCP Relay Anti-Spam and Mail .

24 SmartConsole

Check Point
SmartConsole

. O.o.
0. o

® Finish

Thank you for installing

SmartConsole

[¢] Launch SmartConsol

Z Pk SmartConsole
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1v admin

a (I XXX 2R T
SmartConsole

& v 139.196.92.126 v

Read Only Demo Mode @

[&] Check Point LOGIN >

SmartConsole = TUH

Gheck Point
SmartConsole

Q search.. Q Search..

Hardware  CPU Usa... S —— S New.w

€8 SMS 172.160.185 Re1 Openserver & 2 available Check_Point R81_JUMBO_HF_MAIN_Bundle_T69_FULLtgz
Object Categories

& Network Objects

% Services

8% Applications/Categories
$e VPN Communities

Ao Data Types

gt Users/Identities

W Servers

Time Objects

K UserCheck Interactions

@ umit

Summary Licenses

c'ﬁ SMS Access Blades

IPv4 Address: 172.16.0.185 Open server

s Gaia Management Blades
Version: R81 Network .
e policy Logging &

B . Stat
License Status: Q Management atus

COMMAND CPU: a
LINE

Memory: e

nformation. - te Blades,

it EE FW BUEEEOE R XA
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Check Point
artConsol

& Scripts~ [ Actions » £ Monitor [ Current session changes.. Q@ Search... Q Search..

: : ¥ New..v
Status  Name Active Blades ;i gotey

General Properties . N
I@ N Edit [T Actions ™ (B Q Searen. ObjextCategones
System Backup & Network Objects
- VPN Domain Topology P ‘Comments
Proxy
NAT
HTTPS Inspection & eth!  Thisnetwork  172.16.1.100/24
HTTP/HTTPS Proxy
ICAP Server Ae Data Types
Platform Portal
Mail Transfer Agent
Logs W servers
Optimizations
Hit Count
Other N UserCheck Interactions

@ Limit

“ Services

< el EEm RS +8 Appiications/Categories

3 VPN Communities

42t Users/Identities

Time Objects

Summary Tasks Errors Licenses

(g SMS

IPv4 Address: 172.16.0.185
os: Gaia
Version: R81

License Status: Not Activated

Gheck Point
SmartConsole

#- N & Scripts + [ Actions + (5 Monitor | Q Search.. Q Search..

Status Name Recommended Updat Recommended Jumbo

Object Categories

& Network Objects
+% Getinterfaces_~ ™\ Edit [ Actions~ (3 Q Search.. -

% Services

Leads To e T o e —— Applications/Categories
Internet (External) $2 VPN Communities

Override & eth0 External 172.16.0.10/24

& eth!  Thisnetwork  172.16.1.10/24 Ao Data Types
A& Users
Interface: eth0
W Servers

Time Objects

K UserCheck Interactions

@ umit

General General

Qos 1Pv4: 172.16.0.10

Security Zone Advanced
* User defined

IPv6:

Topology

Specify Security Zone:
specty v Leads To: Internet (External) @

According to topology: ExternalZone @
Security Zone:  None

[Anti-Spooﬂng Anti Spoofing: ~ Disabled

Perform Anti-Spoofing based on interface topology

@ Add Tag

Cancel

Cancel
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(\m Policy

i@ Exceptions

Shared Policies
+ (@ Geo Policy

F Inspection Settings

Access Tools
i VPN Communities
) Updates
X UserCheck
[ Client Certificates
48, Application Wik @

@ Installation History

(g Policy
256 NAT
- Threat Prevention
(m Policy
i@ Exceptions
Shared Policies
+ @ Geo Policy
F Inspection Settings

Access Tools
#: VPN Communities
) Updates
R UserCheck
[ Client Certificates
48, Application Wik @

@ Installation History

Summary  Details

e G| Q ©@alTm

Install Policy [} Actions +

Destination Services & Applications  Action

Install On

Missing cleanup rule - Unmatched traffic will be dropped and not logged

Accept s
Drop i&%#

Logs History

e ~ | Log File: Latest Log File || Current Rule *

Showing first 50 results (1.1 sec)) out of at least 50 results

Today, 1:03:35
Today, 1:03:35
Today, 1:03:30
Today, 1:03:29
Today, 1:03:25
Today, 1:03:24

Automatic Generated Rules

Automatic Generated Rules :

Automatic Generated Rules

Automatic Generated Rules :

Automatic Generated Rules

¥ Automatic Generated Rules

1 & 192.168.1.0/24 & 192168.1.0/24 Any = Original
2 & 192.168.1.0/24 * Any Any
3 & CP_default Of ..

4 & CP_default Of .. Any Any

2 gateway-1 Bl gateway-1(1... 100.64.0.3 domain-udp [UDP/53)

& gateway-1 Bl gateway-1 (1... [ publicl.sdns... domain-udp (UDP/53)
100.64.0.3
M publict.sdns...

[l gateway-1(1...

& gateway-1 Bl gateway-1(1... domain-udp (UDP/53)

&3 gateway-1 Bl gateway-1 (1... domain-udp [UDF/53)

D gateway-1 = 37.49.225.71 smtp (TCP/25)

&2 gateway-1 = 37.49.225.71 [l gateway-1(1... smtp (TCP/25)

n Original Services Translated Source  Translated D
Machine Static NAT (Mo Rules)

Machine Hide NAT (No Rules)

Address Range Static NAT (Mo Rules)

Network Static MAT (No Rules)

Address Range Hide MAT {No Rules)

: Network Hide NAT (1-4)

Original Original

ﬁ."w\z 168.1.0/24 (F Original Original

CP_default Offic Any = Original Original Original

& CP_default Offic Original Original

Manual Lower Rules (No Rules)

©2022 SHANGHAI SHONE TENCHNOLOGY CO., LTD. All rights reserved

Translated Services

BERETS—
gateway t

Cleanup rule Standard domain-u...

Cleanup rule Standard domain-u...
Cleanup rule Standard domain-u...
Cleanup rule Standard domain-u...
Cleanup rule Standard  smip Traff...

Cleanup rule Standard  smtp Traff...

Q, Search.

Object Categor Host...

& Netwark Ot HNetwork Graup...

“F Services Mare
28 Applications/Categories
2 VPN Communities

Ao Data Types

44k Users

i Servers

© Time Objects

N UserCheck Interactions

0 Limit

admin
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~ Access Control
g Policy nal Services  Translated Source  Translated Dest Translated Services _Install Oy
55 NAT * Any 4 TCP-13289 i B janserver2016 @ Remote Desk.. S Xiang-FW

Networks

& CP_default_Office Mode_addresses...
- . Automatic Generated Rules :

» HTTPS Inspection & IPv6_Link_Local_Hosts
Automatic Generated Rules : Maching]

g Policy Lan-172.16.1.0 & Lan-172.16.1.0

Automatic Generated Rules : Address

Enter Object Co

Automatic Generated Rules : Network]|

Shared Polidies Automatic Generated Rules : Address

% 7 1Pv4
+@ Geo policy v Automatic Generated Rules : Network] | General

g Policy
& Gateways

2 & CPdefault OF. & war Network address: ~ 172.16.1.0 = Original % Al

All

3 & CP_default Of.. % Net mask: 255.255.255.0 Original

*
4 . - Broadcast address: iai €2 Yiang-|
Exceptions & Lan-1721610 < Original B Xiang-FW
@

Included 7
5 & Lan-17216.10 © Original
F Inspection Settings @ ) el rigina

Manual Lower Rules (No Rules)

Xiang-FW

IPV6
Network address:

Prefix:

Groups & Add Tag
o Lan-172.16.1.0

N Cancel
Access Tools

IP Address:  172.16.1.0
$ VPN Communities prses TGS

Last Modifier : admin

@ Updates
R UserCheck Edited by me
[ Client Certificates @
12, Application Wiki @

@ Installation History

ieck Point
artConsole

Q Search..

= 2 Actions ~ -
« Access Control &

R Policy . Original Services  Translated Source Translated Services _Install Oy
55 NAT * Any < TCP-13289 |l B |an-server2016  C@ Remote Desk.. S Xiang-FW

- . Automatic Generated Rules : Machi e x
= HTTPS Inspection & IPv6_Link_Local Hoste

Automatic Generated Rules : Machine]
Lan-172.16.1.0 & Lan-172.16.1.0
En d

Networks 3

& CP_default_Office_Mode_addresses...

M Policy Automatic Generated Rules : Address
Automatic Generated Rules : Network]
Shared Policies Automatic Generated Rules : Address

v Automatic Generated Rules: Network] ~ General Values for address translation

- @ Geo Policy

i 5 A CPdetaunOf. A [~ _Add automatic address translation rules | Y
g Policy G

Translation method:
3 2 CPdefault Of.. % Al
&2 Gateways ® Hide behind the gateway

4 & lan-1721610 <) Hide behind IP address

 Exceptions

*
&8 Xiang-FW
L]

5 & Lan-17216.10 Xiang-FW
F Inspection Settings ® > 9

Manual Lower Rules (No Rules)

[Install on gateway: €8 Xiang-FW

Groups € Add Tag

Cancel

o Lan-172.16.1.0

Access Tools
IP Address:  172.16.1.0
& VPN Communities s iess

) Updates Last Modifier : admin
R UserCheck Edited by me

[ Client Certificates @
12, Application Wiki @

@ Installation History

admin

©2022 SHANGHAI SHONE TENCHNOLOGY CO., LTD. All rights reserved



Check Point

SOFTWARE TECHNOLOGIES LTD.
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