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*MongoDB (75 EANE AT db.serverStatusOFL SR F) 5
*Redis (752 Q1B IAT info ABRAIELR) 5
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THERH R ER N

HegEE R W HERE

O EFlis
HE A
AN ZS W CPU Bl Memory B Network B Disk Hm OS
oAl BRI 4 N2
&7 AR M A
WEB: O 1s ] Apache W Nginx B Tomcat [] Resin
B T ] MySal [J MSSQL ] Oracle ] MongoDB B Redis

] memcached Bl RDS-Mysql | Il RDS-MSSQL ] KVStore B zookeeper

HoAth: ehcache Ifi#%, Solr Hif%
Port His:
M i W 80 W 22 [ 3306 [J 1433 O 21
Hoft: 8080, 8088, 9090, 8090
URL Hfif%:
IE SRS O https W hitp B api
URL: api M. HM
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il MR LN T

RN A= REBIR RERR AT
CPU {#R=% (CPUUtilization) BoMEN—R, EL=IR>=90%
AR (vm.DiskUtilization) oMK, EE=IR>=90%
ECS R7EERZ (vm.MemoryUtilization) SSHBRN—R, ELE=X>=90%
Z15 10 BEM CPU B2 L (cpuiowait) | S9WHRERN—R, ELE=">=60%
inode EAZX (fs.inode) FoMEN—R, EL=R>=90%
TERREUE R BRSHRN—X, EZ—R>=80%
SESLHIFEIR BRSHRN—IR, EZ—IR>=5
|OPS fER%= BRSHRN—X, EZ—R>=80%
hBs CPU fER=x BRSHRN—X, EZ—X>=80%
MR ERE BRSHRN—X, EZ—X>=80%
REFERE BRSHRN—X, EZ—IR>=90%
IR EKIEREE (DropConnection ) SoMEN—R, EL=K>0
RAERHERZE FoMWEN—R, EL=R>=80%
Def QPS fER= %ﬁ’f‘*’(ﬁiﬂﬂ—)ﬁt, ELE=IR>=80%
[Eix 5 & ECS I FoMEN—R, EL=R>0
CPU{#B= (CpuUsage) EoHRN—R, EL=">=80%
— , EEHERZR (ConnectionUsage) %ﬁ%ﬁlﬂﬁﬁ,mu—u, EEE=1R>=80%
Zlficdis AEEAR (MemoryUsage) FEoEHRN—X, ELE=">=80%
QPS fER= SO, EL=R>=80%
CPU fER=x %ﬁ’f‘ﬁlﬂfﬁlmﬂ—u, ELE=R>=80%
REFERE BoMHEN—R, EL=R>=80%
= MongoDB HhER (B R FHMEN—K, EL=X>=80%
|OPS fER%= %ﬁ’f‘ﬁlﬂfﬁlmﬂ—u, ELE=IR>=80%
TERREUERE FoMEN—R, EL=R>=80%
CPU fER=x SO, EL=R>=80%
REFERE %ﬁ’f‘ﬁﬁﬁlmﬂ—fk, EL=R>=80%
DRDS 3;}RDS NFE5 SQL BF I m Rz |l K F SHERII—R, B R>=3000
s DRDS %3iXZ| RDS B9 SQL B9 190w b7 A SHMRT—R, = R>=3000
BAF 3
CDN R FHMRN—IR, EL=IR<20%
SEERERE EoMRN—R, EE=R>=2
TR RERE EoMHEN—R, EL=R>=80%
TRIERNFERR EoMHEN—R, EL=R>=80%

Z Elasticsearch

T CPU %

Boaell—x, i

I imiwwNAAlinA AW

FullGe R¥=E BoWHEN—IR, ELRIR>=1
REBIREKB BoWRN—IR, EZERIR>=2
ENRFERERKT 90% (FEECS) BoMEN—IR, EL=IR>=90%
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EHNATAREFENT 100M BOMEN—IR, ELZIR<100M
FEH CPU B BAHAT 5 BOMRN—IR, ELEZIR>5
E#H CPU ERZEXTF 90% (IF ECS) BOMEN—IR, ELEZIR>=90%
E#H1 CPU iowait XF 20% (IF ECS) BOMRN—IR, ELEZIR>=20%
ENRAREER Bl —R, EL=IR<0

ENXERERRZTENTF 5%FHENF

BoHEN—X,

EHE=IR<5% & <5G

5G (3E ECS)
ENXHRFRARZ=ENT 10%HBENTF . e
FoHEN—R, FEL=R<10% & <10G
10G (3F ECS)
FHXEZRFERIR inode /NF 5% (3F
! ( SHEMBN—IR, ELE=K<5%
ECS)
Processes MG B IERIET AN —R, ELE=RI=1
Ping #uik Ping & LN —K, EL=RI=0
Website b sUOR [E] EoHEN—x, EE=X=0
Port w R BIEEET Eo#EN—k, EELE=X=0
Apache Apache (5 CPU &#XTF 80% EoHEN—x, EL=">=80%
P Apache NINIREER SRFRN—R, EE=R<0
Nginx Nginx RINIZESR FHMIRN—R, EE=IR<0
PHP PHP BFEFHHE EoHEN—x, EL=%>0
PHP BHE&KHENZIR EoHEN—x, EL=%>0
Java 5 CPU fafKF 80% EoHEN—R, EL=">=80%
Java Java IEEEREFEFERERKAXTF 80% EoHEN—R, EL=X>=80%
Java HREFEHREKXTF 80% EoHEN—R, EL=">=80%
Java NINIR&EER FoMEmN—x, EEL=)X<0
Tomcat 5F CPU fa#EAKF 80% EoHEN—R, EL=">=80%
Tomcat Tomcat EERFEFERAERKXTF 80% EoHEN—x, EL=X">=80%
omca Tomcat BRGEREAT 80% SAERN—IR, EE=R>=80%
Tomcat NINIZSEER FoMEm—x, EEL=X<0
MvSQL MySQL FEMNIERE K FofEnN—x, EEL=X>=0
Y MySQL ENESEERE SRR K, EE=R=0
1S NIRIA&EER EoHEN—x, EL=%<0
IS IS FKIEEFHEEN EoHEN—k, EE=X=2
IS EEEEET EoHEN—R, EE=X=4
Docker Docker CPU {EHZEXTF 90% EoHEN—x, EL=%>=90%
ocke Docker MTZER%EAT 90% SAFRN—IR, ELE=R>=90%
Zookeeper FigME A EAXF 3 # BN —x, ELE=X%>3

ZAanlcannar

BT




JITONG

MSP- 2408 ik 55 i Bl 45

Zookeeper FEFBEXREKXTF 10 BoMEN—x, EL=X>10
Zookeeper FTFHISM AR EREX ST, EE= R >=80%
F 80%
RabbitMQ RIR# & =8 E/NF&/I\RH| Bl —R, EL=IR<0
RabbitMQ FTFBIM AR RHERRE AT SN —k, = R>=80%
80%
RabbitMQ RabbitMQ K771 E i i PRl FoeN—x, EEZ=R<0
RabbitMQ Erlang #2ERRAXTF 80% BoMEN—R, EL=IR>=80%
RabbitMQ Socket fEFAZEXAF 80% FoMEN—R, EL=I">=80%
RabbitMQ ZERRERE FoMEN—R, EL=R=0
Kafka KRHEIADXKF 0 Soen—x, EEZ=X>0
Kafka Kafka PAZIERESEIAF 3 # FoeN—x, EEZ=R>3
Kafka PAZIIMRZESEIAF 3 # FoeN—x, EEZ=R>3

Elasticsearch &EEHIRESA yellow SoMEN—R, ELE=R=2

Elasticsearch &E£&8IKENA red SoMEN—x, EL=R=3

Elasticsearch FTHXHEERFERRX
F 80%

Elasticsearch TN, EL=R>=80%

Elasticsearch CPU X XTF 80% EoHEN—R, EL=">=80%

Elasticsearch ¥REFERAERAXTF 80% EoHEN—x, EL=X">=80%

Kubernetes deployment <aJ BoMRN—R, EL=R>0

Kubernetes node ARaJifE EoHEN—x, EL=%>0

Kubernetes Kubernetes pod &bFKBURZS BN —x, ELE=X%>0

Kubernetes container BE#4& 1t EoHEN—x, EL=%>0

Kubernetes 3&EXEY pods #U/NF 70% EoHEN—R, ELE=R<70%

) REMENAELE:
Fe. EHLA.

® Rk I NCE RGOS IS Wfa* conf SCHFAEE) iptables RS, 1247k

® CPU. fl#h. W, MFERGEMERSEE: CPUMMZ, CPU Load WAFHEHIZ, k%%
AR, BN A, w4 10.

® uEfF (41 Nginx. Tomcat. Weblogic 5%), R AR 55 2572 |

I RS A5 M
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(7L HCTEES Ry U

1.Tomcat Hi#=5i H
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requestCount TR IREL
errorCount FEDRKEL
processingTime g R AL RN )
bytesSent IR
bytesReceived P
maxThreads R EAREL
currentThreadCount 2 Fi AR AL
currentThreadsBusy DTS LA
hitCount H & Ar i3
lookupCount EBEE /e3¢
ProcessCpuload Sl cpu FIHI
SystemCpuload F4; CPU | %
SystemLoadAverage G011 1 3
Uptime JE Bl ]
serverinfo JiA
SpecVersion jdk filiAs
HeapMemoryUsage HEP AT %
2.Nginx M%7
IECTAES M N AR
active TG BRI A
accepts SN PRREEAL
handled B AR T
requests S AP I SR B
reading IR P i ) T F B
writing M 7 2500 381 2 i ) 5
waiting TP SE IR S T — U sk 4 2 1) 5
JEE 7

#
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3.Zookeeper W35

INECINERS a2 R
approximate_data_size I BB SRR N
avg_latency S [ R
ephemerals_count [N RRDSE
max_file_descriptor_count FIFF SR 2L
max_latency e R G 3R
min_latency 2N IVATSIS
num_alive_connections TG EREREAL
open_file_descriptor_count FTH S8
outstanding_requests Li HINTTP
packets_received PO £
packets_sent Y873 &)
version HRAAE B
watch_count watch %
znode_count znode %k

followers

£+ follower HI/ 41

synced_followers

21 Follower 4§

pending_syncs

FHZEH ) sync #4E

4. Redis Mifaam

IECTAES M N AR
active_defrag_hits F AR P A IR
active_defrag_key_hits F BN B key A IRER
active_defrag_key_misses F BB key KAy IEL
active_defrag_misses F BN R B i IR AL
bigkeys_status K key R7
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blocked_clients

TEAERF R IE a2 5 i P AR

client_biggest_input_buf

MHTER R P e K A R AT

client_longest_output_list

T ERE I i T B A e R

clients

TR R i KR

2) PR ZFEREN RS

® [l B X ¥ ECS/SLB/RDS/OSS

HE BRI 8

AL R P BT B 2 A R

PI, RIS A=A R BUE RDMP fied5 P &, FF R Btl MBI 4ERE Sas e N R (5T

FI b RE )

® TIPS XFE AR AR APT WURRIE, U ECS &y, lad APT JEER

GEURI IR IR], e SR 2 i

®  AUTIEM KT A

B o] B s B M A A T

1 RDMP Jiz55 H il 2z 4ERE s 4E N 5.

RDS for MySQL i #55

g

i A R

MySQL_COMDML_com_delete

FEREFP Delete 1B HATIREL

MySQL_COMDML_com_insert

S REFRD Insert 1EA)PATIREL

MySQL_COMDML_com_insert_select

S EFFD Insert_Select 15 HATIREL

MySQL_COMDML_com_replace

TP Replace 1EA)FITIREL

MySQL_COMDML_com_replace_select

F1%5:F) Replace_Select 1EA) FATIREL

MySQL_COMDML_com_select

SE4REFP Select 1B FRATIREL

MySQL_COMDML_com_update

F¥35:4) Update 18R] AT UCEL

MySQL_InnoDBBufferRatio_ibuf_dirty_ratio SRR | BN
MySQL_InnoDBBufferRatio_ibuf_read_hit e rh A TP R
MySQL_InnoDBBufferRatio_ibuf_use_ratio grprith ) ) i 2%

MySQL_InnoDBDataReadWriten_inno_data_read

AR I R

MySQL_InnoDBDataReadWriten_inno_data_written

SRS A S
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MySQL_InnoDBLogWrites_Innodb_log_writes

PIEERD 1) H G SO S OB

MySQL_InnoDBLogWrites_Innodb_log_write_requests

TR H b SR

MySQL_InnoDBLogWrites_Innodb_os_log_fsyncs

I EERD 1) H G SRS fsyne() 5 R0

MySQL_IOPS

IOPS fi#i ff &=

MySQL_MyISAMKeyBufferRatio_Key_read_hit_ratio

MyISAM P34 %> Key Buffer 3y %

MySQL_MyISAMKeyBufferRatio_Key_usage_ratio

MyISAM V#5450 Key Buffer | H %

MySQL_MyISAMKeyBufferRatio_Key_write_hit_ratio

MyISAM P-4 %> Key Buffer 5 iy %

MySQL_MyISAMKeyReadWrites_myisam_keyr

MyISAM P35 43 Fb4ph M AE % 82 U B

MySQL_MyISAMKeyReadWrites_myisam_keyr_r

MyISAM ~F-¥35EF04h M G2 i s ) 2 B B

MySQL_MyISAMKeyReadWrites_myisam_keyr_w

MyISAM ~F-¥35E R0 40 M ZZ v it 1) B AR ER

MySQL_MyISAMKeyReadWrites_myisam_keyw

MyISAM ¥4 #b4h AL 5 AR IREL

MySQL_QPSTPS_QPS

TR SQL PAATIREL

MySQL_QPSTPS_TPS

TR ISR

MySQL_RowDML._Inno_log_writes

AR 1] F 5 SIS YR

MySQL_RowDML_inno_row_delete

SRR InnoDB F M KR4 7%

MySQL_RowDML_inno_row_insert

AR InnoDB il A4 T4

MySQL_RowDML_inno_row_readed

AP InnoDB. FRIZEEUITT4L

MySQL_RowDML_inno_row_update

FIREFP AN InnoDB W H A T4

MySQL_Sessions_active_session AHIE BRI
MySQL_Sessions_total_session MH R IE R
MySQL_MemCpuUsage CPU I %

SLB M4z 55

AN A A R
PacketTX Sty AR RD AL i K
PacketRX i AWE S NN € Tk
TrafficRXNew I RSN WA /i3
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TrafficTXNew Uiy 11 A RD AL A
Ui 1 4 FIG BRIEH AL, BB P IEFE T H) SLB F=4E
ActiveConnection
B
Uiig 124 F AR TS BRE AL, BT SLB 5 AR W =S
InactiveConnection
PRI 14
NewConnection Uiy 1 224 T A AL
3) N M

4)

5)

HTTP/TCP 4 [ s i A i 121 sy 180 B2 Bl AL T 8 RS s (BOA &Y &), ST
B 54N URI s bl

® WU TUECH AR AL (BRIAE ) .

® APIHEIME (FREM Mt APTE ).

®  MUBUH PSR, A IS (TR PR AL api #00) .

o7 S AL R 55

TR, M REAA, PR AM R, BRI, SrE R EaadE N G SLE
SO PR L. AT R IR R SO TR T AR B, TR R R e T Ak
o,

F g s s s D
o RLHHE. L. EHEEHERES R,
® cpu. HEL. WAF. FIRIRESR AR,
® hEIfE, MRAFUERE. FHRLAR SRS AL,
® i BIAY R A E S RS e AL B

57 FH e A P
R M4 S5 SR KT I, FH 8 S A3, g 5 S AR B
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6)  BTHEL P M AL B

1. FHLER. RDS FH K E = M55 A0 K Sl H AL B
2. = HRA5HH R THI E) T U 55 57 W e SO P

1) BT AR EEYE
® HTHEPELK, AT B =BT AR A
® HjEI ECS. RDS. OSS flE ik A 5414k 1k
o RN E LA, SLB (AW EURLR Gk )
® )l VPC LA M E
®  FEPENR, WM AR IR A BEE NAT MK 11 FLHE M DABR L Web R45 18 AN
Vil
® I VPN MK, mEEERNRORSCRE, MR RBL TR VPN 4. LRIERRATE
% PR A B T )
o KEMM/ME -RAM
o QIEEHR, KA BTN R bR DI b P 2 A M AR e 2
{1 B HL 25 B iz 2t < 15

Service
ltems Details—-EN Details-CN
Module
Create ECS B ECS
Delete ECS HiB& ECS
VM management Change ECS State: start|stop|restart ECSJRZSZHE . start|stop|restart
ECS info & Status Check ECS ERREEE
Computing ECS Up—scale or salce down ECS ¥ AFIFEED
OS Setup BERGRE
0S Initialization BRERGBURE
o8 Password Initilization ERHIE 1L
New—added Disk, Partition, Attached WG, WA XFER
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Scale up Disk Space BEZENYT A
Analyze System Log PMARFAE
troubleshooting WEHEE
Create bucket R dfelked
Create bucket policy FERISECE
Setup read & write permisson of bucket FEBESPRIRE
Storage Setup object permission of bucket FERTRIRIEE
Delete bucket/objects AR AT R MR
Check bucket/object info & state RSN R ERSRESESR
Create, change, attach/unattached volume HWERMCIE. MnFEE
Autoscaling setup B EERCIE
Autoscaling policy setup & configuration BEfRERIERIEE CRIEEE, B
Autoscaling (Policy Management, Schedule, Inistance) 2, LN
Autoscaling State Confirmation B s ERERISFIA
Alerts (E=Mail, SMS) £& (i, 52ME)
KeyPair Creation FREAXS B2
A KeyPair associate to ECS HAEANTREX ECS
Keypar Cancel association between KeyPair and ECS BUHAREAR ECS KBE
KeyPair Delete FEANTMIBR

web server installation

Nginx/Apache Installation

Nginx/Apache %3

was server installation

JDK/Tomcat/PHP/ weblogic/python

JDK/Tomcat/PHP/ weblogic/python

Config Domain HTTP Acceleration

& HTTP INEIRE

Network

N Config Domain HTTPs Acceleration & HTTPS IR E
DNS record change (add/delete/modify) DNSiCREE (7In/Mbk/ &)
oS Import/Export Records SASHIEX
Internal /Public Server Load Balancer Creation A /AW LoadBalancer €3
Server Load Balancer Config and Testing TR EEEMIER
LB Add ECSs after Server Load Balancer B ECS iR fazk 5
Remove ECS out of Server Load Balancer BXGE ECS 2 th #1591 R9 T
Server Load Balancer Delete RIS
VPC Network Planning VPC W& %)
VPC Subnet Creation VPC FRI Bl
VPC ACL Creation VPC ACL Bl
VPC ACL Rules Add & Delete VPC ACL FLUAYZAANMIER
vre Modify VPC Subnet VPC FMAgIAEE
Delete VPC Subnet VPC F W AIHBR
VPC Creation or Delete VPC B FMBR
VPC Routetable Setup VPC BEHRARE
VPN Connection Creation VPN Connection €&
VPN VPN  Connection Config VPN Connection BCE

VPN Connection Delete

VPN Connection fIE&
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WAF user management WAF FHF'%IE
WAF WAF permission management WAF X fRETE
WAF Rules management WAF # &8
NSG Creation Mk L e HA IR
Network security group | NSG Rules New—added, change, delete L4 FNASHIE . TE MR
Delete NSG Mg 2 A R MER
Linux Patch Upgrade Linux RGN T 357
Windows Patch Upgrade Windows NT EH#T
Unplanned patch N .
DB Patch Upgrade DB %N T EHT
Security Cloud Patch Update X EH T EH
RAM User/Group Management RAM BB P /4HEIR
Cloud user permission
Role & Policy Management AEMRIRERE
management
MFA Enable/ Disable MFA BRMZERA
OS user permission . N
0S User & Keypair BIERG A PARERT
management
DB user permission .
DB User management DB Mk A E1E
management
SSL Certificates
SSL Certification deployment SSL JEPERE
Management
2) Linx®RGiz4k
® IMERGLAMNE
® RTLESE
o JHPURIZHAERE: R, HNEE. EEH. AR
® i Web H[A]f4 (Apache. Tomcat. Nginx %5) AYZ3E. o E SR AR
®  JTUEN H Ha{4 (ElasticSearch. ActiveMQ. Zookeeper %) ISR E M A L1
® S SRR, FREA AN R SRR IR AR N, T s gE SRy
® N kBB BE S R KB T IR E S SRy
o MEREfiAL, AMT, /NIRRT
o EEBERBRIFMNESEL, DAW RN R 2R b A Se g 55
® [iAa% YN n Ay
3)  Windows &4tz 4k
® BERGLLEANEE
® RiELFLE SEH
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o EAIHE ML, SCHRIT RS Ik
o HPRAUET: PO, W BT S
o  FERE(RAL, FHOE Windows # T K
o RIHEFICEIBIE, WAHAEAL
®  JFUH Web HalfF (Apache. IIS. Tomcat. Nginx %) %%, i MR L HF
o BHIATIHA KR
o ST, TR R R MR, TR
o HIFRIIIR LA R R TR B A
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