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il E = FortiGate &7t

FortiGate F—HIAE L ERM S RTILNEAS —BERANT 25, HMESEFIRERLERFRENE, A
BREHEENABTMLE R,

B?TE%IEEEW} HiEE. RAEENETRENT2NEEFSRINEI, SEERNNAIEES. BHAIE. ik
&. IPS. Web iZiE# VPN FIhaE, EAISLIMEIETT, A MIRFIMERSLIHNERLT2EM.

FE = FortiGateZiFR A= AMEIN IP #itit (HAVIP) SSMEnh/#EoiEa AMEE, #X& TS ZESW
FortiGateERBEM=IEE DL, = FortiGate W MIEIEERY, #EHF A IESLEE B iR E RS

FortiGate-VM X#EFMFEITE AR (SCCC) MR =EHRARENIRI =F &alibababaloud.sa,
T2~ FortiGate 2R 5LAEIE:

o DEHEN—RIIXBREDENMRSERNRAK, RESEBIRTHMERP.

o IPSEARRIBMBEEBIRA BN, HFETER[HNEMQNNSEREN, HRBFLXEER, RS
5RETHEEXHLENFRERE.

o Docker NI ZTHIE R AIRIFA R R R R B HEMEI.

« 15&H Docker IFIEHAY FortiGate-VM,

SIS 15

FortiGate-VMZ #HRIE = EBE, HEMEABE®FAIE (BYOL) &&EIHBEM ExHizHFortiGate-VMFIRZ FFHIFR
B REM L. WFHEBERE, MERSFNEFIRIEEN, BAFITE.

BXRILFIHEIE (instance type family) MERHES, BESRAUTRE:

o Ffi%
« Fortinet FortiGate (BYOL) T—{XBHAIE

X255

AR E e kiiR SRS Xig/#E R Ok FortiGate-VM, AT AN EE R B14E!

. FEEE
o WAKE1 (Frong)
o XERE1 GEHEILM)

FortiOS 7.4 B = EI2IER
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fIE = FortiGate f&i7Y

« TAKFIL (RR)
. XEAEHL ED)
o BEMAEER1 GE=74R)
.« PER1X (GBFE)

. TAKRE2 CBR)
o WAKRE3 (FER)
o TR (FX)
o WAKRES5 (HINX)
o 1

o L2

. 463 (kxO)

o 1465 (FERDESE)
. X1

o K2

. R

H X

o DEEAEAREIMRSITEAR (SCCC) EWFortiGate-VM, ESHMIED SCCCVEE R,

IRERS

FortiGate-VM BB ZMAMEE S, AP AIRIEMFCPUZEM RAMBEREEN, BEERMBEMABRFAITX
¥ FortiGate-VMEE, TRAFEMITWES, BHMANBEHIFAIE (BYOL) BS, FSH%E 7 UiTIHEE,

BERS VCPUZ RSB
B/ &
FG-VM01/01v/01s 1 1
FG-VM02/02v/02s 1 2
FG-VM04/04v/04s 1 4
FG-VM08/08v/08s 1 8
FG-VM16/16v/16s 1 16
FG-VM32/32v/32s 1 32
FG-VMUL/ULv/ULs 1 TohR
~gx- BABRT, VRIS RIRZIEME (VDOM) . MIETFINVDOM, RIS KA
? VDOM FRIIFAIE. ERI{EAREE AR R VDOMEBAKE IR,
FortiOS 7.4 f R =& 1215/
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fIE = FortiGate f&i7Y

@, FortiGate BYOLIFRIEBRAMBERS, EMERFRFRR. MESXFEERE RAMAESZE CPU
BISERE, IWANEXET CPU ZE#ITX 7,

BXENMESHITMES. FEREF VDOM RINKE, BE FortiGate-VM HASER,

YFAJJIE
5 aEEN A 7EALICloud R EBE FortiGate,

PALCES:S

Bal, MERFHF—ITEER: §FFAHE (BYOL) .

BYOL XAV A (BAARFIFMV RF) MEEITHEIFA (S R WMITHRN. ITHERLAITEE, BAEMTE
U\ ER. BYOL WRNERMA AW D HELEN, REANKIESHFortinet BEEENRNAANBER. LT
BnHABERTE, BYOL IFrANEBIRMAERMITMRN,. BRMIHN, 4HM GUI (RiZHa/BFAFRE)
CLI (spRfTITA/M<LITHRE) MR —SEFILUSEFAIE, BIRIFRfEREMINEE.

SHFERETTWEE, SRERERMKEGTESG. EESZREEER, MAXNELETHHREGWRE (ARfFlA
FortiGate-VM) .

T BYOLIRT, BE A USKUF TP mtiA RS, S 77 SKU BEEMMN~miRARZFRSE,
B HITIRIZ, BYOL IFrIRHABIBRZRIZ, BBIHE 7 elZs2H K .

fESZ 5109

FIE X FortiGate TIFEHFAIE (BYOL) AR, BBME 7 TiTWZETL,

AT HIR Fortinet AL FHMEBEAHHFRTRERET, YATHEETEABRHITRIEN. RIEE

&, FortinetZ#HEIA I ERFARIRGEREME S

B, &X Fortinet 1kS, /R BITRIE—1HIKS.

B MBS EIFRIEA BEBUE FortiGate-VM, WIREEARBIEIFAIE, &R FortiGate-VM f5, B FHELER
&, WBITAMELECE FortiGate-VM,

f&aEd Fortinet RS EIKHEME BYOL it WHRESERFEBRRAR, BRXHGE

jerrywang@fortinet.com , MG HBEEMF AT,

T SEF A RIREGT GRS, SRR HEBUERRRY PDFXXH,

FortiOS 7.2.1 X% T &K ARAIFAIIE, FHi& FortiCare P @ a2 X BZIF . &R, XA FRIERNTHEE
MBEEMR. BXFMER, 1HSH VM FEIE,

FortiOS 7.2.0 2 #FIHRRITMEIFEIE, BREHAN 15 K,
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EEMHATH BYOL WFEIIE, BHITULTRME:

1. =iEFortinet Service & Support (Fortinet RS 5%%F) TiE, CIEMKFXERUEKRFER.
2. #NAsset > Register/Activate (/> #ff/#F) TiHE, STRGEMTE,
3. TERegister (#) TUE, WNBEFHHPWREINRT S, EFRegister GEAF) EMLIAREM R,
4, JEA S RYNRTHRESH, BEREEFEUTRBZ—:
a. BERegister CEHH) , MARER, LURBETFRNEXGHHFHETIS,
b. BHiRenew (#i7) %, EKMEFFISIM FHFENEERER, STRIFIELIT, MBR VM B EBFREI
BEIFRIEBIBETT,

5. AMTERERE, BIFEHE (lic) XHTHREITEN. HELEZIFEE, #UE FortiGate-VM,
FTRIFANEEME, FR/&E30 2%, Fortinet IRSFB\BFTRIRFIFIFAIIE. LEWFANE (lic) XHBUE
FortiGate-VM BY, MRKEIFANELMBIHEIRIER, BFT 30 2HEER.

EAREFRIIESEE 2 8] FortiGate-VM 324

ERBE T LEBE FortiGate-VM BY, ERIESPBHEEEFANERE, RFEAKEMBTFAIHEHIFA (BYOL) -
WANEEEAE R BERBRABEERE. BTFEAB M LEE FortiGate-VM B IR AT FSTHE 1T AIIESREL,

¥ FortiGate-VM SEFIM—MIFRNER BT EH—MIFrIEEAEN, FEMHITHB. TAIFER—EMNEF £
B RTHRIFANERE, BR, EREUREFRHEREEITHR MNEMN 2B EBEE, £ FortiOS ThREAHE, REN
250 BYOL AMiFRIIER B 2 [BHBFE—LER, I8, FortiGate-VM REMEZIFRILFIZIFR—RHMEE (UTM)
RiPThEe, BAZFEPNE (VDOM) , T FortiGate-VM BYOL LB FEARM S EZHFE =R M PR E )

ab
BEo

& FortiOS B & EFortiGate-VMEMIF R RS, ERITUTIREP R

1. &E#EZE FortiOS GUI 8 CLI H&EHEEE. BSHRES .

2. EREXFFPRFEVFAIESEAVH FortiGate-VM S5, #BE BYOL SRS, fEAZIM Fortinet 235 M SERTIF AT
iE, EAITEEFEEET FortiOS GUI A% IFRIIE,

3. ENMBRRASE 2 HEEMN FortiGate-VM LI EWEE, RIEFBSREES 7.

A\l
LY C d
q S = RIS, BB REET FortiGate-VM,
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SIERNBEME = Li#{TFortiGate-VMB—ZE, WEERIEUTTE:
1. FITNEEEMAER

%5 11 Tl EMRE =mH7iTIH FortiGate-VM

%5 13 T1 [ 2 =k FortiGate-VM ERHECE

%5 14 71 EENA

> w N

REEMLE R

EEREEMAEER, BERITUTHERE:

1. XYFHEEFR, E—FHEIREMMER (VPC) . EMERwebizHlarh, B CCreate VPC (BEVPC) o

Products + Q A B Biling Management ... English @

China North 1 (Qingdao) China North 2 (Beifing)  China North 3 (Zhangjiakou) China North 5 (Huhehaote) = Refresh

China East 1 (Hangzhou) ~ China East 2 (Shangha) ~China South 1 (Shenzhen) [t Leu (e E
B ompute Ser. Overview

Asia Pacific NE 1 (Japan) Singapore  Asia Pacific SE 2 (Sydney)  Asia Pacific SE 3 (Kuala Lumpur)

VPC

Asia Pacific SE 5 (Jakarta)  Asia Pacific SOU 1 (Mumbal)  US East 1 (virginia)  US West 1 (Silicon Valley)
a NAT Gateway

Middle East 1 (Duba) ~ Germany 1 (Frankfurt)
¥ ApsaraDB for RDS Global Acceleration

2. WIAVPCRHR, Bk Create VPC (EIEVPC) o
3. BifiNextStep (F—#) o

4. BELVRLIEMQEMIN: DAATECS (mARSS2R) M FortiGate-VM, B eI AFECSEIEIAIIHRA,
T BT

FortiOS 7.4 M E = EIBi5r/
Fortinet Inc.
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Create VPC
Create VSwi
“VPC: - / vpc-jBenfbl 1knn1hxdghgOse
VPG CIDR Block: 182 .| 168 .0 o /|16 Show Binary

*Name: Forti_VSwitchECS |
The name can be 2 -128 characters in length, including latters, digits,
hyphens (-), and underscores (), and must begin with either English
letters or Chinese characters.

“Zone: Hong Kong Zone B v

D) It cannat be modifiec

*CIDR: 192 |.| 168 Show Binary
D It cannot be modiified after creatio
The specified CIDR must b the sama as, or belong 1o, that of the VPC. Tha allowsd block siza is betwean a /28 netmask and /16
netmask.
For example:192.168.115.0/24
Learn more.

Number of Available Private IPs: 252 IPs.
Description: VSwitch for ECS|
The description can be 2-256 characters in length, and cannot begin with
*hitp://* or *hitps:/r*.
Create VSwitch

5. =i Create More (BIZEZES) ,
6. WEFrR, 7 FortiGate-VM BREEINIIRAN, FASET Create VSwitch (BIZBEHZIEN) o

Create VPC
Create VSwitch
"WVPC: - / vpe-jBenfb 1knn1hxdghgOse Created list 1
VPC CIDR Block: 192 .| 168 .10 .10 /|16 Show Binary VSwitch

Name: Forti_VSwitchECS
*Name: Forti_VSwitchFW

The name can be 2 -128 characters in langth, Zone: Hong Kong Zone B

including letters, digits, hyphens (-), and underscores
(), and must begin with either English latters or CIDR: 192.168.1.0/24

Chinese characters.

*Zone: Hong Kong Zone B v

be modified after

*CIDR: 192 .| 168 Show Binary

D e dified o

The specified GIDR must be the same as, or belong to, that of the VPC. The allowed block size is
between a /29 netmask and /16 netmask.

For example: 192.168.3.0/24

Learn more.

Number of Available 252 IPs
Private IPs:

Description: ch for the FW instance

The description can be 2-256 characters in length,
and cannot begin with *http://* or *hitps://*

Create VSwitch

7. BiiDone (FEAL) o VPCHIEIAIEALENEIETER.

FortiOS 7.4 M E = E 185/
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ER B =i%iTiRFortiGate-VM

BEREBERHIZPITIH FortiGate-VM, iBEHITUA TR E:

1. BERAliCloud Marketplace (FZEz=z=i17) FHiEZEKFortinet,
2. B FortiGate-VM fl, SNREEE FortiGate-VM FRIIE, 1Ei%IE BYOL Rk, BN, EEFIREERZENT
# (on-demand) %%,
a. B&Choose Your Plan (#EEMILEE) o
b. WWRHIRENHZR. KFMATAXSFEE: AR (PAYG) . REFEMAIAKX B, AIAKX B2 VPC
BN BINIE, BEECS Advance Purchase page (ECSERIEETIE) , BEXEIEZMVPCER.

Pricing Plan Overview

Subs:riplionl Pay-as-you-go I Fortinet FortiGate-VM On-Demand (2 vCore

ECS Instar
ecs.n.medium(2 Core 4 GB)
Region bR
40GB (default)
Hong Kong ~ Zone C Bandw

2M (pay by traffic)

Image Pricing Details

Fortinet FortiGate-VM On-Demand (2 vCore CPU)

$0.73 /Hour
ECS Instar age

v5.6.3 hd
$0.072 /Hour

A 563 : tor
$0.153 /GB
1/0 Optimized R i
Jefaut Type: ees.nl.medium t'.'“r‘.‘v'." icen "“"I‘"L.'—‘L.f:"? .
Select another instance type o o
You can choose more specific instance ccnﬂgurauon*n ECS Advance Purchase page. I
RY : NUA —_— A I+ 4|
c. NEERMEBIER, BIGEESSDTREURISEE ML,
B storage

 SystemDisk 5t

SSD Cloud Disk v | 40 GB 2400 10PS

g SSD Cl Disk/Ultra Cloud k/Ba k, For More Informations

~ DataDisk  1/1¢

= SSD Cloud Disk v | 50 GB 270010PS QUintity: 1 Device name Release with Instance Encrypted  Create from snapshot
Add Disk

FortiOS 7.4 M E = E 185/
Fortinet Inc.
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d. T Network (/45) TiE, J&%EFE “TP_FortiVPCHIForti_VSwitchFW” . J4EEOEC AR IP Hhtlk,

() Basic Configurations  (Required) —— e Networking (Required) System Configurations

@ Network *

VPC Classic

®
2

elect a Net

Forti_VSwitchFW

(=]

o 1o Console an

VPC: TP_FortivPC

VSwitch Zone: Hong Kong Zone B (17)

Grouping

Preview (Required)

VSwitch: Forti VSwitchFW

VSwitch CIDR Block: 192.168.2.0/24

@) Network Billing Method Assign public IP Public IP addresses are assigned automatically. To use the mere dynamic Elastic IP addresses, see Bind Elastic IP
* Bandwidth Pricing
[SCTUCUE () with PayByTrafiic (traffic in GB), bandwidth usage is billed on an hourly basis. Please make sure that your default payment method is valid
I M 25M 50M 75M soom | %0 Mbps
Alibaba Cloud provide ps of malicious traffic attack protection.Learn more | Enhance security capability
You can charge this instance's network usage to an existing Data Transfer plan. You can buy one here>.
i N

© security Group H Reselect Security Group (3) A security group s similar to a firewall, it is used to contral connection requesls, you can go to Security Group to see an overview. Create Security Group> How to

create security group>

1p Limitations

Ba:

System Configurations | Preview

Configurations || N

instance Cost: § 0.072 USD perHour  +  Marketplace image fee:§ 0.730 USD per Hour  +  Public traffic fee: 3§ 0,153 USD|  Prev
Ny =
e. HEBIESLH,
G Basic Configurations (Required) —— @ Networking (Required) ) System Configurations

£ Configurations Selected Basic Configurations [

Region: Hong Kong Zone B (17)

Image: Fortinet FortiGate-VM On-Demand (2 vCore CPU) v5.6.3  System Disk: $SD Cloud Disk 40G8

Networking  [#

Network: VPC VPC: TP_FortiVPC / vpe-jGonfbl TknnThxdghgOse

@ Grouping

Instance Type: Compute Type n1 / ecs.ni.medium{2vCPU 4GB)

e Preview (Required)

Quanti

VSwitch: Forti VSwitchFW / vsw-jGcoiofovmnisquiwfyxk f 192.1...

Network Billing Method: PayByTraffic S0Mbps Security Group: uf

=% Automatic Release Auto Release Schedule

his ECS instance will be rel

B Terms of Service ECS Service Terms and Product Terms of Service | Image Product Terms of Use

etanco Cost. § 0,087 USD per Hour

3. BiConsole (F5#I&) , R[EIECSIFIFIR,

+  Marketplace image fee: § 0.730 USD per Hour  +  Public traffic fee: 3§ 0.153 USD per GB

du...

Create Instance

4, MERIEE VM ERTHEIE, 1I2RAK IP sttt ID #E46EM. 524 ID EFortiGateRIFRINERT,

~ Select the instance attribute, or directly enter the keyword Q Tag
Status  Network
Instance ID/Name Monitor Zone IP Address - Type ~ Configuration Tags
Hony ernet CPU: 2 Core(s)
i-jBcaixbrs90kkz08juwf S b Kong . PG Memory: 4 GB (VO
TP-Fortinet-5.6.3-SE " Zone 192.168.2.8(Private P Running Optimized)
B Address) 50Mbps (peak value)

FortiOS 7.4 M E = E 185/
Fortinet Inc.

Advanced Search 2 @ ?
Billing
Method ~ Actior
Pay-As-You-
Go Manage | Connect|
18-03-28 Change Instance Type | More|
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5 WE, BHARBIRINZEH, #HN\Security Groups (Z<44) ,

a. & Quickly Create Rules (IRZLIZEXN) o
b. @i%kimA 80 #1443, REBEOK (HE) »

NIC:

Rule Direction:

Authorization Policy:

Common Port(TCP):

Custom Port Range

Authorization Type:

* Authorization
Object:

Priority:

Description:

Quickly Create Rules

Intranet

Inbound

Allow

SSH(22) [ telnet (z! HTTP (80) @ HTTPS (443) I
MS SQL (1433) | Oracle (1521) | MySQL (3306)

RDP (3389) © PostgreSQL (5432) | Redis (6379)

© TCP uDP e.g. 22/22 or 3389/3389 /]

Address Field Access

I 0.0.0.0/0 - O Tutorial

1 [ ]

Admin console access to Fortinet]

ARG Configure Rules (BCEAIN) o

It must contain 2-256 characters and it cannot begin with http:// or https:/

E Gancel

6. M7, EAEMARS “admin” FEMDUR K3 iiE]FortiGate-VM, ZRINEFTIERBISES! IDo
1. IRERRE, BEREN.

FIE = I FortiGate-VMERHECE

2= F FortiGate-VM BRHERE, BFHITUTRME:

1. EVPCKEBL, BEHEManage (BIE) .
2. BHAdd Route Entry (GRIEERAR)
3. 710 0.0.0.0/0 FIFHIEM FortiGate-VM,

Add Route Entry

*Destination CIDR
Block:

0.0.0.0/0

Enter a valid IP address or a CIDR block. For
example, 192.168.0.1 or 192.168.0.0/24.

Next Hop Type: ECS Instance
“ECS Instance: i-jécaixbrs90kkz09juwf -
|
iZj6ce2zrpqb37Z/i-
[T 4 Cancel

TP-Fortinet-5.6.3-SE/i-
J6caixbrs90kkz09juwf

R MR ECS bR E ML FortiGate,

FortiOS 7.4 M E = E 185/
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< VRouter Information You can create up to 42 custom route entries in a route table. Refresh Add Route Entry

VPC Details
I VRouter Basic Information Edit A
VRouters

Name: - 1D wrt-j6c9i18bwxcsOwlayhOxr Created At: 2018-03-28 10:34:13
VSwitches

Description: -

| Route Entry List

ute Table ID Status Destination CIDR Block Next Hop Next Hop Type ype Actions

vib-j6co110hkd507tsI5wnpe Available I 0.0.0.0/0 Instance 10:i-j6caixbrs90kkz08juwf I ECS Instance Custom Delete

EERENI
BT RZ BN FortiGate VM Al VPCRSEEMER. HRNFRANTSE:

25 14 TT FortiGate-VM #038RH A IE SRERAD B
55 14 T1 B2 & ECS worker VMELIAIEIVNC
% 16 T MR ML R 2R EERGE

55 16 71 MR ik R 2 MR AIERF TS

%8 17 Di1EFortiOS H/E A NAT Nih{RiP

ok Wb e

FortiGate-VM #J4&R5 A I3E SRIRECE

11 FortiGate-VM EECEIIAR AIEHRER, HHITLUTHERMGE:

1. £ FortiOS /1, JHHILFREFRI IPv4 EREK,
2. #EEMT “Tolnternet” 5RER, AFFBERIEHBENHS. NAIRIEHMBETIERINE. REOK (HE) .

B2 & ECS worker VMLELiAiR] VNC

BoE ECS worker VMLLIAIR] VNC, iBEHITLATHR1E:
1. EMESWTIEEIE, B Create Instance (BIZESLH]) .

Elastic Compute Serv... Instance List  China North 1 (Qingdao) ~China North 2 (Beijing) ~ China North 3 (Zhangjiakou) ~ China North 5 (Huhehaots) fer) I Create Instance
China East 1 (Hangzhou) China East 2 (Shanghai)  China South 1 (Shenzhen) EEIUWEGHN @ TEE  Asia Pacific NE 1 (Japan)
Overview
Instances Singapore  Asia Pacific SE 2 (Sydney)  Asia Pacific SE 3 (Kuala Lumpur)  Asla Pacific SE 5 (Jakarta)  Asia Pacific SOU 1 (Mumbai)
Auto Scaling US East 1 (Virginia) ~ US West 1 (Silicon Valley) ~Middle East 1 (Duba)) Germany 1 (Frankfurt)

2. FEEECSSf, EESFortiGate-VMIEERRREM IR Lo ARFIEFECSEINIIRN. THRHIELMIPHE
tk, ERBET AMIPHILAIECSF@I FortiGate-VMHITEE

FortiOS 7.4 M E = E 185/
Fortinet Inc.
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FRiIFAE L)

o Networking (Required)

Network * m

TP_FortivVPC Forti_VSwitchECS

VPC: TP_FortivPC

VSwitch Zone: Hong Kong Zone

() Network Billing Method Assign public IP

3. HIAERRE, AR,
4, EEVNCEBMBEREN, ZBFERREH.

Hong Pay-As-You-
2vCPU 8 GB (VO
F6cdmibagdsgaxiordia g . b Kong  192.168.1.36 . =5 Optimized) ¢ Go
TP-ECS-worker-SE # Zone Running EC‘; g A 18-03-28
B Al 11:51 created
Hong 47.75.161.235 2vCPU 4 GB (VO Pay-As-You-
I-jBcaixbrs90kkz09juwf [ % b Kong L] VPG Optimized) Go
TP-Fortinet-5.6.3-SE b Zone 192.168.2.8| Running ecs.n1.medium 18-03-28
B 50Mbps (peak value) 10:51 created
Heng Pay-As-You-
1vCPU 4 GB (VO
I-jéefhyqfoljjaxfypeb Kong  10.1.213.107, . ) ( Go
% My VPC Optimized)
TP-Windows-TestFW - Zone Running ecs.mnd.small 18-03-27
B T 16:56 oreated
Hong  47.75.165.167 2vCPU 4 GB (VO Pay-As-You-
F6cf7uB3gshonBDakiT oy Kong ° vee Optimized) Go
*
TP-Fortinet-5.6.3 Zone 10.2.1.71 Running ecs.sn1.medium 18-03-27
B 50Mbps (peak value)  16:55 created
[P 2% .
5. EEVNC HER Windows,
Select the instance attribute, or directly enter the keyword Q, Tag
Hong Pay-As-You-
2vCPUBGB (VO
i-j6ecdmibagds9axiOr8la » Kong  192.168.1.36/ . ( Go

3 VPC Optimized
TP-ECS-worker-SE # - Zone Running ptimized) 18-03-28
ecs.sn2ne.large
B 11:51 created

Hong 47.75.161.235 2vCPU 4GB (VO Pay-As-You-

EMWIL gEiEIE FortiGate-VM & B EXM,

with 32

FortiOS X AR (X AR B EIE Bo

FortiOS 7.4 [ . A& H45
Fortinet Inc.

B .
VSwitch: Forti ECS
VSwitch CIDR Block: 192.168.1.0/24
Manage CiEEEE:

Stop

Restart

Release Setting

Buy the Same Configuration

Modify Information E

Advanced Search a2 o 2

Manage




FRiIFAE L)

iz vk B RO R R 1

BN B IESRENEENFEHEINGE, BRITUUTERE:

1. fE ECSworkertis E, a5 ML,
2. BiLRun Tests (B17) - MMRNAEFHAIEEAFRSHRIPREREE, ZNEBERK.

Test Cases & Results

0/18 Tests Passed [ Expand Al ‘ Collapse All ‘ Print All \

O Plain - Plain test file Run Tests >

Clean file

[% This is a screenshot from fortinet.com, taken 4
in the last few minutes to show sample
freshness.

EICAR Infected fl[

This is EICAR test file as well as a screenshot  mp5: 44d8861 2fe
from fortinet.com, taken in the last few

minutes to show sample freshness.

FortiGate FEIE FEIZX 4,

High Security Alert!!

You are not permitted to download the file “eicar.com” because itis
infected with the virus "EICAR_TEST_FILE"

URL: http:/metal fortiguard comi/generatedieicar com
File quarantined as:

hitp iwww fortinet comive?vn=EICAR TEST FILE
Client IP: 192.168.1.36

Server IP: 1042361454

User name:

Group name.

NIRERERFBEAEINGE, BHAMR FortioS EF'EI’JBE R E X X HIBEFRERTRS,
3. 7 FortiOS Hh, &S FortiView > Threat, BEIEE IR THMSCH,

iz k7 E RN R T2 R

EH iR ENN BEFEFIThEE, BRITUTRME:
1. 7 FortiOS #, =i Security Profiles > Application Control (XL EX > HITIEES) o TECategories

(65) T, SEiz#Video/Audio and Social Media (FR87/ SR AE) , HBFOK (HE) -

2. TEECS Lk, ZikiAia) Facebook #1 YouTubelY, NIERTiEiEE. FortiOSEREF im=EidEZEFacebookl
YouTube,

FortiOS 7.4 f 2 = E1EIEFE
Fortinet Inc.
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https://metal.fortiguard.com/tests/

FRiIFAE L)

€ | x Application: Facebook |© Add Filter x| B~ Onw~- B~ # @
Summary of [[jFacebook
1.44 kB I
1.37 kbps I
10
I Realtime
FGTALILSDVZKCQ78

Sources Destinations Countries Policies Sessions ~

Sourca ource Device Source Interface Bytes (Sent/Received) Sessions Bandwidth
192.168.1.36 ™ port1 1.44 kB E—— 10 1kbps —

7 FortiOS /S A NAT AN RERP

T4, BA FortiGate-VM RIRIF NI RDP &, HERBEIZAINATFHTTP / HTTPSHIEMARSS,
AT RENBINFAIRE FortiGate-VM LUSIE NIEF H LR,

E1E FortiOS B A NAT NIERERIF, EHITLATRIE:

1. OUEEEIAIP Hhdik:

£ FortiOS /1, i Policy & Objects > Virtual IP (FRBS&ITSR > EHIP) o

B Create New (Fr#) .

M Interface (#[J) THIFIZRA, % portl,

£ Mapped IP address/range (f25:IPH4L/SEE) FERH, BINECS IP#iYE: 192.168.1.36,
BA8 Port Forwarding (i#0%%) -

= Extem?l service port (9FEBARSSI%0) FMap to port (Bt ZEi%0) FE&EH, N 3389,
BE OK (BE

2. FcE RDP EEH)\JH%E&, mifi Policy & Objects > Firewall Policy (FEHSFINTSR >FrA&%EE) , RIEER
i Create New (F#E) .
£ Destination (BA9#1) FEH, EFEDSE 1 POIERAIEIN IP ik,
4. BAMMENREEREXH, ARICRAERIEUEREET.
5. B 0K (BE) -
ITE, RIfEA FortiGate AMihii&EE RDP 3# NECS,

P an T

w

icrozoft Windows [Uersion 6.3.7600]
(c>» 28013 Hicrosoft Corporation. All rights reserved.

sUserssAdministrator>ping hk.vahoo.com

inging oobh—media—router—fpl.prod.media.wgl . b.yahoo.com [186.180.258.111 with 32
hytes of data:

eply from 186.18.258.11: bytes=32 time=35msz TTL=55

eply from 186.18.258.11: bytes=32 time=35msz TTL=55

ing statistics for 186.10_258.11:

Packets: Sent = 2. Received = 2, Lost = B (@x loss),
pproximate round trip times in milli—seconds:

Hinimum = 35ms,. Maximum = 35ms. Average = 35ms
Entrul—ﬂ

sUserssAdministrator’

te5h, EAJ7E FortioS REFHTMAIEER.

FortiOS 7.4 f E = E 1R/
Fortinet Inc.



filEE = FortiGate-VM Sl A4 E

AIRAEMAEERE R LA FortiGate-VMECE Emp-#Eanmal A (HA) .

F—FEEAR, WHI8TFTIA, FEAHAVIPIERE = FEEFMEIEFortiGate-VM, BEEURAT R E =R ERIHAEB
IPHIALINEE, ZART, HAfEport 1 LEREAIMNBIEZEO, F& FortiGates Z[B)HZRF— IP ik, EATEEHFHEM
IP (EIP) HhlitaNBRERR, HPEEEATEIAIRELL E—MARE R, A RFEESFFsession pickup (£i1ZE%) Thek.

BMERESR, WHEATIFA, EABARMEIPEMER EECEFortiGate-VM HA, @3 5| ANEIPYIRMEBARE
FIDRERLIMHA, TELHAFRF, AEFRREOLRERIMNMED, s, ERENERESAIRMEED IP ik (HAVIP)
FFportl ERSMBREMNport2 LHAENRE, DIRERENRENS, ARIFBRIERST, BREREHANE—
MERESK.

ERREE HA SRS, BEERUTEI

. MERERDINEE, BFTEANNGPAIERIRER NAT, WATUERE—MEZ,

o MIFRIERDINEE, BT ANGBAIERIBEEA NAT, ANERSE M55, 7Eportl LfEMA HAVIP, F¥% EIP 48
EE HAVIP, LWARTEFUMEIP, BRANNEREFEMIEHR, ltl:?‘j'fT*iﬂﬁiﬁ’&%ﬂ?ﬂ%E@%fi%@io

o EXEER portl BFIMNERE, NWBFERFE AR, UHREIPHERRKBR. XA EERERBHEE R,

£ HAVIP R B = EEEMEIE FortiGate-VM

MBS FEFERSE AMED IP itk (HAVIP) BB FortiGate-VM S5, UUSEMEEI-#EEIE AT (HA)
fidE, FortiGate-VM EEEBBZERNLMZERL. YE FortiGate-VM HIMHFER, AFHHIRSHFortiGate-VMaz
BN R iR, FENBRERISIERTR, HAVIPERER AZEMIEFortiGate-VM, EIRHRRIEAITIIRATE,

T’_JJ:l:TiﬁEF' MERVPCLEREZSZMEAR, VPCIEZIFRBEHEER, HAVIPRZEVPCE (inter-VPC) AR
» VPCEUIABSHIEMHAVIP, VPC HilREHSTREE HAVIP, AREAREE FortiGate-VM, #4750 HAVIPERE
:|:§$ M IP #thik, LAERER VPC NISHRE,

FortiOS 7.4 [l . A& H45
Fortinet Inc.



fIE = FortiGate-VM So] A4 ECE

KEVPC

EigE VPC, RRITLUTRIE:
1. X THEBFR, F—FRUBEMLES (VPC) , BifiCreate VPC (BIEVPC) o

VPC | VPCs

VPCs
Create VPC Refresh Custom Instance Name Enter a name or ID

Route Tables

Destination CIDR

VSwitches Instance ID/Name Block Status Default VPC Route Table VSwitch Actions
Shared Bandwidth P... e e ]
" 192.168.0.0/16 ® Available No 1 3 Manage Delete

Sharad Nata Tranafer

2. ¥ VPC&&NTP_FortiVPCo
VPC

Region
China East 1 (Hangzhou)

Name

TP_FortivVPC 11/128 ()

Destination CIDR Block

192.168.0.0/16 W

Description

VPC For demo Fortinet

21/256

3. X—ARFP, ELFUBR=EIIEN: SFATFECS. FortiGate-EHIWLH/ N OMFortiGate-VMEF]
AMEO. ErIEEM N EMIRA, A FortiGate ME EIFEO,

FortiOS 7.4 B = &125R
Fortinet Inc.
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B OZECSEMSIRN, MNTEFT.

e Name

ECS_SW 6/128 ()
e Zone

East China 1 Zone F N

Zone Resource

ECS © RDS © SLB ©

» Destination CIDR Block

192 - 168 - 4 . 0 / 24

Number of Available Private IPs
252

Description

0/256

O Add W Delete

FortiOS 7.4 M E = EIRIEFE
Fortinet Inc.
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4. 79 FortiGate-VM W/ NikiZ O8I EMREN, W TFEFT.

VSwitch

Name

FortiGate_Internet_SW

Zone

East China 1 Zone F

Zone Resource

ECS © RDS © SLB ©

Destination CIDR Block

192 - 168 - 0 . 0

Number of Available Private IPs
252

Description

FortiOS 7.4 M B = &85/
Fortinet Inc.

21/128 (¥)

[/ 24 ~

0/256

=L
W Delete

21
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5. 9 FortiGate-VM HA #Z O8I EIMZIEN], W TEFIT.

Name

FortiGate_ HA_SW

Zone

East China 1 Zone F

Zone Resource

ECS @ RDS @ SLB ®

Destination CIDR Block

192 - 168 - 1 . 0 / 24

Number of Available Private IPs
252

Description

FortiOS 7.4 M B = &85/
Fortinet Inc.

15/128 ()

N

0/256

o
W Delete

22
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6. (FIIED) QUERFIY BN, 79 FortiGate FE &1EZO,
Create VSwitch

e VPC

TP_FortiVPC/vpc-bp1ue3buvgegodvkhadwl v

Destination CIDR Block
192.168.0.0/16

o Name

FortiGate_Reserved MGMT_SW 26/128 (©)
o Zone

East China 1 Zone F v

Zone Resource

ECS © RDS & SLB ©

» Destination CIDR Block

192 . 168 . 3 . 0 |/ 24 v

Number of Available Private IPs

252
Description
0/256
VPC 1B E& ML,

FortiOS 7.4 I E=EIEigR
Fortinet Inc.

Cancel
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Create VPC

Details

VPC Name
VPC ID

Status

VSwitch name
VSwitch ID

Status

VSwitch name
VSwitch ID

Status

VSwitch name
VSwitch ID

Status

TP_FortiVPC

vpc-bp1ue3buvgegodvkhadwl

Success  Create NAT Gateway

FortiGate_Internet_SW

vsw-bp18zyff1ou2azweoun6ér

Success Purchasewv

FortiGate_ HA_SW

vsw-bp1g5b9yoxinv9syb0jgc

Success Purchasewv

ECS_SW

vsw-bp1gejklo1u0j8brtdioz

Success Purchasewv

B =hizFortiGate-VMiJ 5

BERBEEHIHHITIE FortiGate-VM, iEHITULTR/E:
1. BRME=mimFiEEFortinet,

2. BlIiE FortiGate-VM 32ffl, #Nf&E A FortiGate-VM ¥ a[IE, BIEE BYOL 1%, BN, 1HEFRENEES.

FortiOS 7.4 M B = &85/
Fortinet Inc.

Complete
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https://marketplace.allibabacloud.com/

fTE = FortiGate-VM S r] AL E

a. B Choose Your Plan (SEMITHER) .

c

FRBIRENSRE. XiF (region) MEJAKX (zone) 7370i%k#E: BIABEMY (PAYG) . EXR 1K (M

M) FATAKF, RIAKX F 2 VPC MEIMIRNBIAIE, 8 ECS Advance Purchase (ECSEZRIEE)

TE, BEXHEEEMVPCER.

| Choose Your Plan

Pricing Plan

Subscription Pay-as-you-go

Region

China East 1 (Hangzhou) v Zone G Zone B Zone E

Image
Fortinet FortiGate-VM On-Demand (2 vCore CPU)
Version

v5.6.3 v

Release Note: 5.6.3

ECS Instance
1/0 Optimized
Defaut Type: ecs.sn1ne.large

Select another instance type

You can choose more specific instance configurations on ECS Advance Purchase page.

Overview

Image

Fortinet FortiGate-VM On-Demand (2 vCore
ECS Instance Type

ecs.snlne.large(2 Core 4 GB)

System Disk

40GB (default)

Bandwidth

2M (pay by traffic)

Pricing Details

Software fee

$0.73 /Hour
ECS Instance usage fee
$0.143 /Hour

Data Transfer

$0.123 /GB

Agree Terms and Buy Now

By subscribing to this product you agree to
End User License Agreement (EULA) , and all
applicable terms and conditions contained in
the Alibaba Cloud International Website.

c. BEEE 4% vCPU ECS ##&, B&f FortiGate SEfflo 4 #% vCPU ECS M8 &% 374F 3 NIC, 2#% vCPU ECS

HINRZZHF 2 NIC, NFHFIE FortiGate BN, 515E3F44% vCPU ECS #Mi&,

Q Region China East 1 (Hangzhou) v Random China East 1 Zone G

« Select a region

i@ Instance Type 10-Optimized Instance (3) ¥ vCPU:

« Instance type families

+ Select a configuration Current Generation All Generations

o Request for Higher
Specifications for Pay-As-You-Go

¥ Memory:

Instances PUSTICME  x86-Architecture Heterogeneous Computing

Category: General Purpose Compute Optimized Memory Optimized

Family & Instance type % VvCPU 3 Memory %
Compute )
: ecs.sn.medium 2vePU 4ciB
Optimized Type snt
Comput
® ompute ecs.snt.large 4vCPU 8GiB
Optimized Type snt
Network Enhanced )
ecs.snine.large 2vCPU 4ciB
sntne (2)
Bandwidth: 2Mbps PayByTraffic
instance cost: $ 0,262 USD per Hour +  Marketplace image fee: $ 0.730 USD per Hour  +

Save $ 0.013 USD per Hour i save for ECS

FortiOS 7.4 I E=EIEigR
Fortinet Inc.

China East 1 Zone B China East 1 Zone F China East 1 Zone E

< Instance type:

Big Data Local SSD High Clock Speed

Physical processor %

Intel Xeon E5-2682v4 / Intel
Xeon(Skylake) Platinum 8163

Intel Xeon E5-2682v4 / Intel
Xeon(Skylake) Platinum 8163

Intel Xeon E5-2682v4 / Intel
Xeon(Skylake) Platinum 8163

Public traffic fee: @ $ 0.123 USD per GB

Cloud services available in different regions do not have intranet communication with one another. Select a region close to your visitors to achieve the best download experience and lowest latency

Entry-Level (Shared)

Packet
Intranet bandwidth

Clock speed % . forwarding

rate 3

100,000
2.5 GHz 0.5 Gbps PPS(Packets Per
Second)

200,000
2.5 GHz 0.8 Gbps PPS(Packets Per
Second)

300,000
2.5 GHz 1Gbps PPS(Packets Per
Second)

Next: Networking

25
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d. HEEHFMEBIER. BIWER SSD nR RSB EM L.
8 storage ~ SystemDisk S50 ¢

SSD Cloud Disk v | 40 GB 2400 10PS

ic Disk, For More Information>

ifications

~ DataDisk /16
You have 1 Disks, you can still add 15 Disk
= $SD Cloud Disk v | 50 GB 2700 10PS Qfntity: 1 Device name Release with Instance Encrypted  Create from snapshot

Add Disk

e. TENetwork (P#%) R, F%EE “TP_FortiVPC” 1 “Forti_internet_SW” . F$EBRHEIARK IP ik,
JZNICH FortiGate-VM_EBIportl (ZRIAENI) o

@ Network * ®

* How to Select a Network

1
| TP_FortivPC v ‘ Q ‘ FortiGate_Internet_SW v ||:_\ Private IP Addresses Available: 252,
)

If you need to create a new VPC, you can Go to Console and Create

VPC: TP_FortiVPC / vpc-bp1uedbuvqegodvkhadwl VSwitch: FortiGate_Internet_SW / vsw-bp18zyfftou2azweounsr
VSwitch Zone: China East 1 Zone F (3) VSwitch CIDR Block: 192.168.0.0/24
() Network Billing Method Assign public IP Public IP addresses are assigned automatically. To use the more dynamic Elastic IP addresses, see Bind Elastic IP
« Bandwidth Pricing -
PayByTraffic PayByBandwidth | (?) With PayByTraffic (traffic in GB), bandwidth usage is billed on an hourly basis. Please make sure that your default payment method is valid.
(]
1M 25M 50M 75M 1oom | % Mbps

Alibaba Cloud provides up to 5Gbps of malicious traffic attack protection.Learn more | Enhance security capability

f. EHTTPS. ICMP 0 SSH im O RIFH BRS U FERE, 1EFortiGate_HA_SW LR M5E—1ENI,
% ENIJgFortiGate _EAIport2,

Security Group *
e Y P Reselect Security Group (?) A security group is similar to a firewall, it is used to control connection requests, you can go to Security Group to see an overview. Create Security Group> How

« Security Group Limitations to create security group>
« Security Group Configurations
Security Group: -

[ Select the ports you want to open: @ HTTP (Port 80) HTTPS PORT 443V ICMP Protocol v/ Ports 22 and 3389 @ ]

@) Elastic Network Interface eth0:  Default ENI VSwitch:  FortiGate_Internet_SW v/Auto Assign IP Addresses vRelease with Instance
I = ethl:  New ENI VSwitch: | FortiGate_HA_SW lw\uw Assign IP Addresses vRelease with Instance

Cannot add more When you create an ECS instance, you can attach only 1 ENI. To attach more ENI, see Link>

g. TEHost (Z#1) EFHA FortiGate MR,

Log on Credentials: (® Key Pair Password Set Later
Key Pair: ® ‘ v ‘ O Refer to | Create Key Pair
Instance Name: FGT-Master @ | The value must contain 2-128 characters and start with an English or Chinese character
It can contain numbers, underscores (_), and hyphens (-)
Description: The description can contain 2 to 256 characters. It cannot start with http:// or http:
Host:®  FGT-Master @ | For Linux-based systems and other systems: the name can be 2 to 30 characters in length. It can contain several segments delimited by periods (.). Each

segment can contain uppercase letters, lowercase letters, numbers, or hyphens. Each segment cannot contain continuous periods or hyphens. The name

cannot start or end with a period or hyphen. The new hostname will take effect after the instance restarts

FortiOS 7.4 I E=EIEigR
FortinetInc.
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h. BHEERECS Service Terms (ECSHRERE:)

=¢ Automatic Release

E& Terms of Service

| Instance List

Auto Release Schedule

This ECS instance will be released at the scheduled time

Purchase Notice

You can view your bills and configure your billing in Billing Management.
Alibaba Cloud Services forbids TCP port 25 and port 25 related mail services, if you need access to this port, a request needs to be submitted and approved first. see more>

~ Select the instance attribute, or directly enter the keyword

Instance ID/Name Tags

i-bp1cj6it8c8hndkxom7j S 9 2

-Master

)

Monitor Zone

East China
1ZoneF

BiF Console (F#IE) , REIECSELHIFIZR,
WE, VM BRI, iIERAW IP #itF1Sef) 1D HE41ER. £ ID 2 FortiGateBIBRIAZ I,

Address)

IP Address Status ~
[ ]
192.168.0.150(Private [P Running

Tag

Network
Type v

VPC

5. BEESE 1M 2, QIESE—: N FGT-Slave B9 FortiGate 32l

| Instance List

~ Select the instance attribute, or directly enter the keyword

Instance ID/Name Tags

i-
bp167uui7rgzmp8taOkw W
FGT-Slave

— i-bp1cj6it8c8hndkxom7j »
FGT-Master

i-
bp1i12dakoen7nchepx8 ®
SSL_VPN_Server

i-
bplionhmsibeb1hyra6s W
client

FortiOS 7.4 I E=EIEigR
Fortinet Inc.

i

v

Monitor Zone

b East China
1Zone F
) East China
1Zone F
b East China
1Zone F
) China East
1Zone G

IP Address

47.98.242.247(Internet IP
Address)
192.168.0.151(Private IP
Address)

116.62.190.109(Internet
IP Address)
192.168.0.150(Private IP
Address)

192.168.5.144(Private IP
Address)

192.168.3.84(Private IP
Address)

Q

Status

L]
Running

[ ]
Running

Qo

Stopped

[ ]
Running

Tag

Network
Type v

VPC

VPC

VPC

Configuration

4 vCPU 16 GB (I/0
Optimized)
ecs.sn2.large
50Mbps (peak value)

Configuration

4 vCPU 16 GB (/0
Optimized)
ecs.sn2.large
50Mbps (peak value)

4 vCPU 16 GB (/0
Optimized)
ecs.sn2.large
50Mbps (peak value)

2 vCPU 8 GB (/0
Optimized)
ecs.sn2ne.large

2 vCPU 8 GB (/0
Optimized)
ecs.sn2ne.large

Advanced Search E. NI - 3 |

Billing

Method ~ Actions
Pay-As-You-

Go Manage | Connect
18-05-02 Change Instance Type | More v

14:21 created

= Create Instance Bulk Action

Advanced Search 2 B2

Billing Method

v Actions
Pay-As-You-

Go Manage | Connect
18-05-02 Change Instance Type | Morev
14:29 created

Pay-As-You-

Go Manage | Connect
18-05-02 Change Instance Type | Morew
14:21 created

Pay-As-You-

Go Manage | Change Instance Type
18-04-04 More v
07:50 created

Pay-As-You-

Go Manage | Connect
18-03-19 Change Instance Type | Morev

20:55 created

Morea

Total: 4 item(s), Per Page:

20 §

item(s) « ‘ - > »
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6.

a. GAEHSEELE (stop) FERAMA FortiGate L,

| Instance List

~ Select the instance attribute, or directly enter the keyword

Instance ID/Name Tags
- ©
bp167ui7rgzmp8taOkw W A
FGT-Slave
i-bp1cj6it8c8hndkxom?7j 9
J
< FGT-Master © A
- ©
bpli12dakoen7nchepx8 ® =
SSL_VPN_Server *
- ©
) bplionhmsibebihyra65 ® 7,
client -
- Stop Restart

AT ENI, F5FortiGate SSFISE. ZD BN FIIEDL,

Q Tag
Status  Network
Monitor Zone IP Address v Type v
47.98.242.247(Internet IP
) East China1 Address) ) [ ] ) VPG
Zone F 192.168.0.151(Private I[P Running
Address)
116.62.190.109(Internet
™ East China1 IP Address) ‘ L[] ) VPG
Zone F 192.168.0.150(Private IP Running
Address)
47.98.103.62(Internet IP
b East China1 Address) ) [ ] ) VPG
Zone F 192.168.5.144(Private IP Running
Address)
™ China East 1 192.168.3.84(Private |P L[]
Zone G Address) Running
Reset Password Switch to Subscription

Configuration

4 vCPU 16 GB (/O
Optimized)
ecs.sn2.large
50Mbps (peak value)

4 vCPU 16 GB (/0
Optimized)
ecs.sn2.large
50Mbps (peak value)

2VvCPU8GB (/0
Optimized)
ecs.sn2ne.large
5Mbps (peak value)

2vCPU 8 GB (/0

Optimized)
ecs.sn2ne.large

Release Setting

Total: 4 item(s), Per Page:

Morea

=) Create Instance Bulk A

Advanced Search 2B ?

Billing Method

- Actions

Pay-As-You-

Go Manage | Connect

18-05-02 14:29 Change Instance Type | Morev

created

Pay-As-You-

Go Manage | Connect

18-05-02 14:21 Change Instance Type | Morev

created

Pay-As-You-

Go Manage | Connect

18-04-04 07:50 Change Instance Type | More~

created

Pay-As-You-

Go Manage | Connect

18-03-19 20:55 Change Instance Type | Morev

created

20 §

item(s) « ‘ - > »

b. mfiNetworks & Security >Network Interfaces (WZEFIZE > ME5#EO) HOIEMD ENL

Elastic Compute Serv...

Overview
Instances
Auto Scaling
v Block Storage
Cloud Disks
NAS
v Snapshots & Images
Snapshots
Snapshot Cha¥

Automatic Snapshot

Snapshot Package
Images

¥ Networks & Security
Security Groups
Key Pairs

Virtual Private Clou...

FortiOS 7.4 I E=EIEigR
Fortinet Inc.

| Network Interfaces

Name %| | Enter name
Security Binded

ID/Name VSwitch/VPC  Zone Group ID Instance

=
- .
e — LLEL TS T |5 i-

- =1 el T o

o’
-
K L .
sm owg msamEy o ] - .
. [ WA o
- o
1, e .
L R ol M e

~ Fy P B

" -
-

i - (PRI 1. R

- - T i [ TS =
- -

vsw-

Public IP
Address

Private IP
Address

o P

"rE% "

LI L]

|.'
F

:
Status/Created
Type/MAC(AIl) ~ At Actions
i
T ra deniy
FiE O 4 “en - [p——
" -
e e AT Y
. - L. ity
e I T
o L L]
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Create

Network Interface
Name:

FGT-Master-Port3

2-128 characters, not http:// or https:// at the beginning,
must be based on the size of letters beginning, may
contain numbers, - or _

*VPC:

* VSwitch:

vpc-bplue3buvgegodvkhadwl / TP_Fort... ~

vsw-bp1n408m36029aq05akvk / FortiG... ~

CIDR: 192.168.3.0/24

* Security Group

Description:

FortiOS 7.4 M E = E 185w/
Fortinet Inc.

Must be the free address in the address section
of the VSwitch to which it belongs. By default,
the free address in the switch is allocated
randomly.

sg-bp153m2jlzs6glvntqgts v

It must contain 2-256 characters and it cannot begin with http:// or https://
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Create

Network Interface
Name:

FGT-Slave-Port3

2-128 characters, not http:// or https:// at the beginning,
must be based on the size of letters beginning, may
contain numbers, - or _

*VPC:

*\/Switch:

vpc-bp1ue3buvgegodvkhadwl / TP_Fort...

vsw-bp1n408m36029aq05akvk / FortiG... ~

CIDR: 192.168.3.0/24

* Security Group

Description:

Must be the free address in the address section
of the VSwitch to which it belongs. By default,
the free address in the switch is allocated
randomly.

sg-bp153m2jlzs6glvntgts -

It must contain 2-256 characters and it cannot begin with http:// or https://

c. KM NEE ENI 235/ FortiGate SEI4PTE,

| Network Interfaces

Name ¥| | Enter name
ID/Name VSwitch/VPC
eni- vsw-
bp126a4rnnfhnelnoksk :s; n4o8m...
FGT-Slave-Port3 bpueabu...
eni- vsw-
bp126adrnnfhnelnoksh bpindoBm...
FGT-Master-Port3 vpe
bpiue3bu...

FortiOS 7.4 M E = E1BIER
FortinetInc.

Security Binded Public IP Private IP

Zone Group ID Instance Address Address Type/MAC(All) ~

East China 1 sg- Secondary
192.168.3.250

Zone F bp153m2jl... 00:16:3e:12:2b:bf

East China 1 sg- Secondary
192.168.3.249

Zone F bp153m2jl... 00:16:3e:10:13:3e

Cancel

Status/Created
At

Available
2018-05-02

Available
2018-05-02

g

Actions

Mocity

Delete

Delete
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Attach

ID/Name:

*Select Instance:

Attach

ID/Name:

*Select Instance:

| Network Interfaces

Name +| | Enter name
ID/Name VSwitch/VPC
: VSW-
eni- bp1n4o08m.
bp126a4rnnfhnelnoksk vsc
FGT-Slave-Port3 bp1uedbu...
. VSW-
eni- bp1n4o08m.
bp126adrnnfhnelnoksh V::c
FGT-Master-Port3 bpluedbu...
S — {=}
FortiOS 7.4 FE = EIRHEm

FortinetInc.

eni-bp126ad4rnnfhnelnoksk/FGT-Slave-Port3

i-bp167uui7rgzmp8talkw

FGT-Master

FGT-Slave
“ Cancel

eni-bp126adrnnfhnelnoksh/FGT-Master-Port3

i-bp167uui7rgzmp8taOkw

FGT-Slave
FGT-Master

Zone

East China 1
Zone F

East China 1
Zone F

Security Binded

Group ID Instance

sg- i-

bp153m2jl... bp167uui7r...

sg- ) i
i-bp1cj6it8c...

bp153m2jl... pic)

Public IP
Address

g

Update succes

Private IP Status/Created
Address Type/MAC(AIl) v At Actions
Secondary In Use Modify

192.168.3.250
00:16:3e:12:2b:bf | 2018-05-02 Detach | Delete

Secondary In Use Modify

192.168.3.2
92.168.3.249 00:16:3e:10:13:3e | 2018-05-02

Detach | Delete




FTE = FortiGate-VM S04 AL E

d. =EiRestart (EFrSa) A FortiGate 3215,

Instance List @) Create Instance Bulk Action

v Select the instance attribute, or directly enter the keyword Q Tag Advanced Search 2 & ?
Status  Network Billing Method
) Instance ID/Name Tags Monitor Zone IP Address - Type v Configuration - Actions
i 47.98.242.247(Internet IP 4 vCPU 16 GB (/0 Pay-As-You-
N Q East China1 Address) [ ] Optimized) Go Manage | Connect
& bp167uui7 8taOkw &> =4 VPC
@ FgT_SI‘:'erqzmp aOkw ¥ A Zone F 192.168.0.151(Private IP Running ecs.sn2.large 18-05-02 14:28 Change Instance Type | More
Address) 50Mbps (peak value) created
116.62.190.109(Internet 4 vCPU 16 GB (/0 Pay-As-You-
i-bp1cj6it8c8hndkxom?7j (S Q v East China1 |P Address) [ ] VPG Optimized) Go Manage | Connect
FGT-Master . 0 Zone F 192.168.0.150(Private [P Running ecs.sn2.large 18-05-02 14:21 Change Instance Type | Morev
Address) 50Mbps (peak value) created
i 47.98.103.62(Internet IP 2vCPU 8 GB (/0 Pay-As-You-
- Q East China1 Address) [ ] Optimized) Go Manage | Connect
bp1i12dakoen7nchepx8 W =4 VPC
SZL' VP; ‘;Zr:vgrc emd ® Zone F 192.168.5.144(Private [P Running ecs.sn2ne.large 18-04-04 07:50 Change Instance Type | More
- - Address) 5Mbps (peak value) created
. Pay-As-You-
- 2vCPU8GB (/0
— Ib tionhmsibeb1hyrags 9 b China East 1 192.168.3.84(Private IP L] Ovtimized) ( Go Manage | Connect
P Y ” Zone G Address) Running P 18-03-19 20:55 Change Instance Type | More
client ecs.sn2ne.large
created
Stop Restart Reset Password Switch to Subscription Release Setting Morea

Total: 4 item(s), Per Page:| 20 4% |item(s) « < - > »

7. FEHEAFZ “admin” EMTIN K ESAHIAE FortiGate-VM, ZHI2RIEIZRAISEA 1D,
8. BARERE, HENER,
9. J FortiGate EMI=-MZEIEE IP H#uht,

Elastic Compute Serv... Network Interfaces s

Overview
Name +| | Enter name Search
Instances
Auto Scaling Security Binded Public IP Private IP Status/Created
ID/Name VSwitch/VPC ~ Zone Group ID Instance Address Address Type/MAC(AIl) ~ At Actions
¥ Block Storage
Cloud Disks eni- vsw- ‘ ) Modify
bp126aémnfneinoksk 0P EaSt ihmm 29;53 241 Il; 16707 192.168.3.250 sgi(:::é?z-zb-bf Izno:J:eos 02
NAS FGT-Slave-Port3 b‘;uesbu one p1osmaj...  bpleruui7r.. -10:3ex12:2h: Detach | Delete
¥ Snapshots & Images
Snapshots eni- vsw- y
. Modify
bp1n4o8m... East China 1 sg- . - Secondary In Use
. bp126a4rnnfhnelnoksh ’ i-bp1cj6it8c... 192.168.3.249
hot Ch: - :16:36:10:13: -05-
Snapshot Chain FGT-Master-Port3 vpc- Zone F bp153m2jl... 00:16:3e:10:13:3e  2018-05-02 Detach | Delete

bp1ue3bu...

ERE =M T ERECEHAVIP

R M TEHIER EEEHAVIP, EHRITUTERE:

1. USROS RIAMEIN IP (HAVIP) stihit, EREIMFABE T (VPC) FFortiGate-VM portl EEINZRIRH, HigE
HAVIP#iE,

FortiOS 7.4 B =EIEiERm
Fortinet Inc.



FIE = FortiGate-VM =] ML E
VPC | HAVIP Addresses

VPCs
Create HAVIP Address | Refresh Custom Instance ID Enter a name or ID

Route Tables

Instance ID IP Address Status Bind Instance VPC VSwitch Actions
VSwitches
) L. e Y ek RN e,
Shared Bandwidth P... R RE T ol | E . EY T 1 ] - LR - "
P T b bk
Shared Data Transfer...
. - L T e L - T
Elastic IP Addresses [ e I Ny IS _:: T A . - By o -
-y - Wi S
NAT Gateways
4 BT, 1. T Lt e ST T
Global Acceleration E= 0 "d k' ke W S e e TR L [ - LR -
Mo .
¥ VPN

VPN Gateways
Customer Gateways
IPsec Connections
SSL Servers

SSL Clients

HAVIP Addresses

» Quick Links

Create HAVIP Address

Region

China East 1 (Hangzhou)

e VPC

vpc-bplue3dbuvgegodvkhadwl '
e VSwitch

vsw-bp18zyffiou2azweoun6r '
VSwitch CIDR Block

192.168.0.0/24

Private IP Address

192 - 168 - 0 = 252

FortiOS 7.4 2 =&1Eigm™E
FortinetInc.
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2. BT E=MIGUIERMVNCIEHI & 3@ d SSHEFortiGate Li§ B HARLE

a. ¥ FortiGate BB T, 7ELLRMBIFR, 192.168.3.253 BREMIIRN _EAIMX, M 192.168.1.250 @&

FA FortiGate port2 B9 IP #tuhit, BEBEREMITKER FortiGate J1E FortiGate,

config system ha

set
set
set
set
set

group-name "ha"

mode a-p

hbdev "port2" 0
session-pickup enable
ha-mgmt-status enable

config ha-mgmt-interface
edit 1

set interface “port3”
set gateway 192.168.3.253

next
end
set priority 200
set monitor "portl"
set unicast-hb enable
set unicast-hb-peerip 192.168.1.250
end

b. &H FortiGate BeEW T, Itbnfl4, 192.168.1.249: FFortiGate port2BYIP3HIL,

config system ha

set
set
set
set
set

group-name "ha"

mode a-p

hbdev "port2" 0
session-pickup enable
ha-mgmt-status enable

config ha-mgmt-interface
edit 1

set interface “port3”
set gateway 192.168.3.253

next
end
set priority 100
set monitor "portl"
set unicast-hb enable
set unicast-hb-peerip 192.168.1.249
end

3. EMB&I®E FortiGate,

FortiOS 7.4 M B = &85/

Fortinet Inc.

34



fTE2 = FortiGate-VM S ] A4 E

4, 7£ CLI Hiz178% diagnose sys ha status MEZE HA RS, NERUTRHREA:

FGT-Master # diagnose sys ha status

A information

statistics
traffic.local s:0 p:20456 b:7590378
traffic.total s:0 p:20467 b:7591052
activity.fdb 10 gq:0

0del=90019, Mode=2 Group=0 Debug=0
nuvc luster=1, ses_pickup=1, delay=0

[Debug_Zone HA informationl

iA group member information: is_manage_master=1.
FGTALIGBXFM4RR?9: Master, serialno_prio=1, usr_priority=200, hostname=FGT-Master
FGTALIZTZA540C07: Slave, serialno_prio=0, usr_priority=100, hostname=FGT-Slave

[Kernel HA informationl

cluster 1, statesuwork. _master_ip=192.168.1.249, master_id=0:
FGTALIGBXFM4RR?9: |Master| ha_prioso_ha_prio=0-/0
FGTALIZTZA540C07: | Slave) ha_prioso_ha_prio=1-1

5. & HAVIP #3H& & 4 FortiGate £RIportl &8 IP ik, M FortiGate £, BBEUTHA. BENFH IP it

[z 5 HAVIP ithisitAE R,
config system interface

edit "portl"
set secondary-IP enable
config secondaryip
edit 1
set ip 192.168.0.252 255.255.255.0
set allowaccess ping https ssh
next
end
next
end

6. IE3EM IP #ULFIFE S FortiGate 34 =RRSZEB4EZE HAVIP,
a. BIEFRAIEIP,

Elastic IP Address Elastic IP Address List China North 1 (Qingdao) China North 2 (Beijing) ~ China North 3 (Zhangjiakou) ~ China North 5 (Huhehaote)

(¢ RN EQ NGEEL AN China East 2 (Shanghai) ~ China South 1 (Shenzhen) ~Hong Kong(China)
Elastic IP Addresses

Asia Pacific NE 1 (Tokyo) ~ Asia Pacific SE 1 (Singapore)  Asia Pacific SE 2 (Sydney)
Asia Pacific SE 3 (Kuala Lumpur)  Asia Pacific SE 5 (Jakarta) ~Asia Pacific SOU 1 (Mumbai)  US East 1 (Virginia)

US West 1 (Silicon Valley) ~ Middle East 1 (Dubal) EU Central 1 (Frankfurt)

Elastic IP Address %

= sio- Pay by Pay-As-You-Go
P . 47.97.186.150 | b2 Traffic Created at 2018-05-02 Available
bp1fSkuoatanoco05jgk2
10Mbps 16:23:24

FortiOS 7.4 M B = &85/
Fortinet Inc.

A Export

Bind

More v
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VPC

VPCs

Route Tables

VSwitches

Shared Bandwidth P...

Shared Data Transfer...

Elastic IP Addresses

NAT Gateways

Global Acceleration

" VPN

VPN Gateways

Customer Gateways

IPsec Connections

SSL Servers

SSL Clients

| HAVIP Details

Information
ID
Region
VPC ID
VSwitch
Resources

| HAVIP Addresses

Create HAVIP Address

Instance ID

havip-bp1bwya8f7Ippbl0gq6l5
B oo i B8
e N

havip-bp1bwya8f7Ippbl0qg6l5

China East 1 (Hangzhou)

vpc-bp1ue3buvgegodvkhadwl

vsw-bp18zyff1ou2azweoun6r

Refresh Custom

IP Address

192.168.0.252(Intranet
IP)

L LA P B8
L2

1 &1 F"q" =
Lo LR N R
w

Status

® Available

A

W n b

T

Bind Instance

No ECS Bound

Status
Intranet IPIP

Created At

Instance ID

VPC

vpc-bp1ue3buvgegodv
khadwl
TP_FortiVPC

SR SR
=

Available
192.168.0.252

05/02/2018, 15:12:42

Description - Edit

HAVIP Address:192.168.0.252(Intranet IP)

Enter a name or ID

VSwitch Actions

vsw-bp18zyffiou2azwe
ounér
FortiGate_Interne...

e A A -
e
[ 8 - -

= LY

b B

-1

Refresh Delete

i

FortiOS 7.4 B = BI85/

FortinetInc.
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b. M ARIP (EIP) SHAVIPEE.
Bind Elastic IP Address

HAVIP Address
havip-bp1bwya8f7Ippbl0qq6l5
Intranet IPIP

192.168.0.252

o Elastic IP Address

Select

47.97.186.150

116.62.161.94

c. B2 FortiGate D RIS HAVIPEEE,

Bind an ECS Instance

HAVIP Address
havip-bp1bwya8f7Ippbl0gq6I5
Intranet IPIP

192.168.0.252

o ECS Instance

i-bp167uui7rgzmp8talkw

FortiOS 7.4 I E=EIEigR
Fortinet Inc.
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Bind an ECS Instance

| HAVIP Details

Information
ID
Region
VPC ID
VSwitch
Resources

HAVIP Address

havip-bp1bwya8f7Ippbl0gq6I5

Intranet IPIP

192.168.0.252

o ECS Instance

Select AN

i-bp167uui7rgzmp8taOkw
i-bp1cj6it8c8hndkxom7j

havip-bp1bwya8f7lppbloqq6I5 Status  Allocated

China East 1 (Hangzhou) Intranet IPIP  192.168.0.252
vpc-bp1uedbuvgegodvkhadwl Created At  05/02/2018, 15:12:42
vsw-bp18zyff1ou2azweoun6r Description - Edit

Elastic IP Address:47.97.186.150

HAVIP Address:192.168.0.252(Intranet IP)

Refresh

(=

ECS Instance(Slave)
i-bp167uui7rqzmp8ta0kw®

Running

FortiOS 7.4 2 =&1Eigm™E
FortinetInc.

(=]

Delete

ECS Instance(Master)
i-bp1 cj6it8c8hndkxom7j®

Running

38



FIE = FortiGate-VM S 0] 4L E

7. BRHBEZBERINE FortiGate, HfREE ECS BIFRA HiLRERER FortiGate,

| Route Table

Route Table Details

Route Table ID  vtb-bp17850mvus5wpyvwiogn
Name - Edit

Created At 05/02/2018, 13:48:20

Route Entry List

Add Route Entry Refresh

Destination CIDR Block Status Next Hop
192.168.0.0/24 ® Available
192.168.1.0/24 ® Available
192.168.3.0/24 ©® Available
192.168.4.0/24 ® Available
100.64.0.0/10 ® Available

Add Route Entry

» Destination CIDR Block

0 . 0 . 0

o Next Hop Type

HAVIP Address

o HAVIP Address

havip-bp1bwya8f7Ippbl0qg6!5

FortiOS 7.4 I E=EIEigR
Fortinet Inc.

VPC ID
Route Table Type

Description

Type

System

System

System

System

System

vpc-bplue3buvgego4vkhadwl

System

- Edit

Actions

39
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| Route Table

Route Table Details

Route Table ID
Name

Created At

Route Entry List

Add Route Entry

vtb-bp17850mvus5wpyvwiogn
- Edit

05/02/2018, 13:48:20

Refresh

VPC ID
Route Table Type

Description

Destination CIDR Block Status Next Hop Type
Instance ID:havip-bp1bwya8f7lppbl0qq6!

0.0.0.0/0 ® Creating 5 Custom
Instance Type:HAVIP

192.168.0.0/24 ® Available - System

192.168.1.0/24 ® Available - System

192.168.3.0/24 @ Available - System

192.168.4.0/24 ® Available - System

100.64.0.0/10 ® Available - System

EERR

T WL FortiGate-VM SLFIFI VPC (BIMEENLS) BEEWEE, FEHE 14 TN,

{EFA R RMEIPTEM R = _E 88 EFortiGate-VM HA

TIER N ERMA R R AT X E5)-#%5) FortiGate-VM HA BCE R fil. TEIAZEE RGBS AT

FortiOS 7.4 I E=EIEigR
Fortinet Inc.

vpc-bp1ue3buvgegodvkhadwl

System

- Edit

Actions

Delete
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Failover Event

Internet

A
Elastic IP Moves
EIP3: I EIP3:
254348 47 2513246
port1 - 10.0.1.11 port1 - 10.0.1.12
external external
portd - 10.0.4.11 port3 - 10.0.3.11 port3 - 10.0.3.12 . borta - 10.0.4.12
mamt hasync hasync ﬂ mamt
EIP1: EIF2:
47254 46147 SLAVE 4725442 40
pori2 - 10.0.2.11 pori2 - 10.0.2.12
@ internal internal

AliCloud Internal Routing

Table Next Hop Moves >
|
(-] Alibaba Cloud v
A
LAN

—

[ S

TRAUEZRFIF FortiGate-A BY IP it S ECFIZR:

Port AliCloud primary address Subnet

portl 10.0.1.11 10.0.1.0/24 EIP3
port2 10.0.2.11 10.0.2.0/24
port3 10.0.3.11 10.0.3.0/24
port4 10.0.4.11 10.0.4.0/24 EIP1

TRAULEZEREIF FortiGate-B B IP #ilit 5 ERFIZR

Port AliCloud primary address Subnet

portl 10.0.1.12 10.0.1.0/24
port2 10.0.2.12 10.0.2.0/24
port3 10.0.3.12 10.0.3.0/24
port4 10.0.4.12 10.0.4.0/24

EREREREUTYEFRYE:
ItEERZ AU LA 54 -

FortiOS 7.4 M B = &85/
Fortinet Inc.
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. SIRINVPCLUKRSHIATEREO. ARRERDO. JMPRERONOBHEORFX

3N IP Hidk:
. EIP1#0EIP2 725 F4FEFortiGate-A # FortiGate-B EIE#% O
« EIP3ETHEHASMRRE IP il
« LIBYOLZ(PAYGIRTITHFIEBZERI2 FortiGate-VM LA
o UTAEERFIFRAM A EAFHNREEENRE:
« AliyunECSFullAccess
« AliyunEIPFullAccess
« AliyunVPCFullAccess

A\,

KA aEErARENRRENR. EZFE, BEIRAANQERE

EFE=PECE FortiGate-VM HA, BHITUATIRME:

1. EHEREEERSPLIZINE 24N ENIANAIVPC:
PSR R R A&

[ VA D SE i 6=

[ % MimEI SRR &

2/ FortiGate T s a1 A Bk
THASERA,

netl-external
net2-internal
net3-heartbeat

net4-mgmt

= (- Alibaba Cloud s (Silicon Valley) ~
VPG

| VSwitches

VPCs
Create VSwitch Refresh Custom

Route Tables
Instance ID/Name vRC Status IPv4 CIDR Block  Default VSwitch  Zone T7
VSwitches
Internet Shared Band e
Internet Shared Ban vw-rj96khrivvISgmnj3fk0x fjSh5m14eo5| p Silicon Valley
et el ® Avallable 10.0.4.024 o
Data Transfer Plan Thua-vpe-ha
~ Elastic IP Addresses vpe-
vew-119973fznaxcshfhloaj fjSh5m14eo5| ; Silicon Valley
, net3-heartbeat u97hjaptw @ Available 1003024 one
Elastic IP Addresses Thua-vpcha
NAT Gateways
e
vw-j9eBagpiavizxo0hljr fj8h5m14eos| ; Silicon Valley
Global Acceleration net2internal uSThjaptw @ Avallable 10020724 one
hua-vpe-ha
~ VPN
e
VPN Gateways vsw-91git2vIa806u969hrd fj8h5m14eos| ; Silicon Valley
! neti-external uSThjaptw @ Avallable 1001024 one
hua-vpe-ha

Customer Gateways

FortiOS 7.4 M B = &85/

Fortinet Inc.

Billing Management

VPC ID

Route Table

vib-
199999919c2u0q
ostzra

vib-
199999919c2u0q
ostzra

vib-
9 Ttgufwaae5ps
3q60i

vib-
99999919¢2u0q
oetzra

~

BEARNARBBIE,

More

A English

vpe-jShBm14eo5luSThiaptw

Route Table Type

System

System

Custom

System

Actions.

Manage Delete

Purchase ~

Manage Delete

Purchase ~

Manage Delete
Purchase

Manage Delete
Purchase

€

42
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FIE = FortiGate-VM S el A4ECE

2. AM6MENI GEERLZEO)

Elastic Compute Serv...

vaw-

eni- et A s Bound Moty
ol e 196 iconValley o . econdary .
- oamenyeEkise ® Zone A 99 FrOfSK Topstz 00163e00c0a5 I ppanage Secondary Private
QOwerview fhua-nef {9hSm14, 14:42
Togs
o Silicon Vall Second My
9gat6uctiTanplot: con Valley g 5 econdary N
WAgelbuctfanpetim & Zone A 9o ooz 00:16:3e:00:14:69 2019 Manage Secondary Private
fhus-net3-12 T
Instances B
o o Silicon Val Second, Modiy
eremasigen 9estag.. fconValley o econdary ,
st Container In. 9j4eztzg3buesyadtc v e sg-99v.. -95x.. 100212 ot WO e Secondory Prvate
fhuz-net2-12 oS
HPC Clusters
Reserved | o V;\TW Silicon Vall Second Bound Modify
eserved Instances . . 98khrF.. fcon Valey . I , econdary
9illiuoh8t3qdSdoe3 sg-1j90v. -oit... 725446147 " y 31,2 A
enTEgeadee ® Zone A 9199 1 4725448470041 00:163e002ba7 3L 20 panage Secondary Private IP Address
fhus-netd-11 . 1441
Custom Images v
o Silicon Vall cecond Modify | Unbind
. iconvalley | oo g 5 econdary N
b v Zone A 9 o Topa 00116:3¢:00453¢ 2018 panage Secondary Private IP Adcress
fhus-net3-11 Tosmia
eni- V;m Shcon val s Bound Modify
R 9ebtag.. iconValley o 5 econdary .
Ry e Zone A 9 e Rt ez oot6zeoncona IR anage Secondary Private
fhua-net2-11 . 14:39
19hSm14..
Security Groups
e vew- o
1j95mehbk2ugxqy6tis &  [Omwszu. o SiiconValley o o, 192.166.0.184 Primary iy 57,2018
ENI s vpe- Zone A e - 00163e00ct47 4T Menage Secondary Private P Address
- 1j9v23c0.. -
SSH Key Pair

3. pIE2MNRER:
a. RAEMUIEN “net2-internal” IE—NBEA “rtb-internal” BIEEHR. 3§ NIC2 89 IP ik (10.0.2.11)
REHN “rtb-internal” MIZRIAMX, ERI7E FortiGate-A LEZE NIC2 [FRIBRILERHER, HFRINIAMNXA
FortiGate-A port2#9 ENIo

Route Table Details

Route Table ID  vib-j9q1tgufwqqe5ps3q60i VPCID  vpcrjShSmi4eoSiugThiapt
Name rib-internal Edit Route Table Type  Custom
Created At 053172019, 16:18:42 Description - Edit

Associated VSwitches

Add Route Entry Refresh

Destination CIDR Block Status Next Hop Type Actions
0.0.0.010 ® Available eni-94jigh6fag0vijneyy D Custom Delete
10.0.1.024 ® Available - System

10.0.2024 ® Available - System

10.0.3.024 ® Avallable - System

10.0.4024 ® Available - System

100.64.0.0110 ® Avallable - System

b. ANEREMZBILIZ—PRA “rtb-external” RIBHR. Rt VPC NEEKMMXIEEAERIAN X,
HIRIZER B &R P17 1R) B EX R,
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Route Table Details

Route Table 1D vib-j9g999919c2uogoetzra VPCID  vpcrighsm14easiug7hjaptw
b-external Edit Route Table Type  System
019, 16:26:01 Description - Edit
witch
Refresh

Destination CIDR Block Status Next Hop Type Actions
10.0.1.0/24 Avallable - System
10.0.2.0/24 Available - System
10.0.3.0024 Avallable - System
10.0.4.0/24 Available - System
100.64.0.0110 Avallable - System

P2 =PERE FortiGate-VM, BHITUATIRM?E:

MFEFAA-P (AER) HARI, BENAM A-P HA E£B¥HE 1 FortiGate-VM BEEPI vNIC (portl Eport4) o
RREXF A-PHABREENENSLIED (BUMESENIF FortiGate-VM MEIEORE) . EHRIUEREDTIF4
NNICHIP B = SEHIFAE

BHRETA L TRE:

. BASTMFRNEAZOREEET2A, BHFIER, BEEANASERME AR, BAFAPIHEO
VAR LUE NP B = e #ERAR 55 28

. BA3AEA FortiGate-VM EEE4MNIC, HEDECEFST A IP ik,

. BEEIP1SEEEZOFortiGate-A port4453E.

. BEEIP3SSMERIZEOFortiGate-A port145%E.

. BREIP2 5EEZOFortiGate-B port4437E.

A\,

‘Q' ERLBEEVPCH A E—PNHAVIPHINE, FAIS¥iZ HAVIP #ilit 5249 FortiGate 43R4 O145
E, MIMTEZEFortiGate-VMBIFMERIEO _EMIINGRE — DN AFIPHIIE, FOIEEIP,

& FGT-A <

Network Interfaces

- Bound
- Primary
odin sgrj99 72513246 100 iy May 31, 2019,
9dirmvgOhykodch g 47251324 00111 o May 31,201 ’ ey Brivate P Address
Sect 5:02
) Second Hestts
i ht3: 5g-rj39v. 17.25446.147 10.04. acandary
i9iliuoh9t3qdscs g% 4725445 00411 S . oy Private P A
huz-netd-11
eni- Second Modify
, . 1003 econdary
LI R eat 0016320045 1 ndary Private 1P A
thu
eni- Second Modify
04 Sg-1jogy 1002 econdary
‘/IJ R 0o2n 00116:32/00:c0:1 1 ndary Private [P A
hs
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< 8 FGT-B °

Network Interfaces
nstance Snapshots

Network Interfaces eniv
Silicon Valley — 100712 Brimary

975u59cp9uswekwtzh v
Zone A ’ 00:16:32:0036:1

Manage Secondary Private IP Address

Security Groups

s Secondary
5g-rj9%v... 17.254.42. 1004. ~ D
v Sl Arassdza0 00412 00:16:3e:00:c0:25 Manage Secondary Private IP
19hSm1..
Silicon Valley Secondary
- 5g-rj9%v... 1003.12 iy .
i Zone A 9717 00:16:32.00:14:08 Mansge Secondary Private 1P
hu
r9estag.  Silicon Valley Secondary
JHeeag Y sgerj90u. 1002 Y .
Zone A 9 00212 00:16:3e:00:1d:8d Manage Secondary Private IP

f9hsm 14,

WE{EH CLI L& FortiGate-A, EHITUUTIRGE:

UTa<LRZETR T MEEGUI EEMACLISF @I SSHECE A-P HAIRE, EfER SSH#TTIRE, FortiGate AIBER
EEREAMIETERE, FIEZNET GUI ECE HA,

config system interface

edit "portl"

set mode static

set ip 10.0.1.11 255.255.255.0

set allowaccess ping https ssh snmp http fgfm
next
edit "port2"

set ip 10.0.2.11 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next
edit "port3"

set ip 10.0.3.11 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next
edit "portd"

set ip 10.0.4.11 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next

end

config router static
edit 1
set gateway 10.0.1.253
set device "portl"
next
end

config firewall policy
edit 1

set srcintf "port2"
set dstintf "portl"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set nat enable

FortiOS 7.4 M B = &85/
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next
end

config system ha
set group-name "FGT-HA"
set mode a-p
set hbdev "port3" 50
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.4.253
next
end
set priority 128
set unicast-hb enable
set unicast-hb-peerip 10.0.3.12
end

T AEA CLI B2 E FortiGate-B, EHMITLATIRME:

T <mERT 7 IMAIEGUI LERACLISF < THREI SSHELE A-P HA B, &FEMA SSHi#1TIRE, FortiGate FIEEE
EEREAMYIBTERE, FIZNET GUIECE HA,

config system interface

edit "portl"

set mode static

set ip 10.0.1.12 255.255.255.0

set allowaccess ping https ssh snmp http fgfm
next
edit "port2"

set ip 10.0.2.12 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next
edit "port3"

set ip 10.0.3.12 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next
edit "portd"

set ip 10.0.4.12 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next

end

config router static
edit 1
set gateway 10.0.1.253
set device "portl"
next
end

config firewall policy
edit 1
set srcintf "port2"
set dstintf "portl"
set srcaddr "all"
set dstaddr "all"
set action accept

FortiOS 7.4 M B = &85/
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set schedule "always"
set service "ALL"
set nat enable
next
end

config system ha
set group-name "FGT-HA"
set mode a-p
set hbdev "port3" 50
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.4.253
next
end
set priority 64
set unicast-hb enable
set unicast-hb-peerip 10.0.3.11
end

A\l
‘Q' BB AIERLLRAT, FortiGate-B HA BUSUEM AT FortiGate-A, EEBIRMSLHITT
a EBRIRE AT S,

INFTWLE HARSHITHRE, BHRITLUATERME:

1. 7EZ FortiGate B9 FortiOS R, maEi# ASystem >HA, & HA RKSEEERD,
2. BRAUFTAEFMEY PC, RIUEE FortiGate-A AET =BT, ZPC BE A& FortiGate-A iR B EXR,

3. X FortiGate-A, &3 FortiGate-B @S EHaIR AT =, A APIERRIEEREBIPHIILRE B5ht)
i ZEFortiGate-B,

4. BRPC, WY FortiGate-B NETTRAEY, ZPC @& A& FortiGate-B IAR] B EXM,

5. EolERAU Tz, MERIRERLEHE, SRTH IPHILRSE M FortiGate-A Bt E FortiGate-B:

FGT-B # diagnose debug application alicloud-ha -1
Debug messages will be on for 30 minutes.

FGT-B # Become HA master mode 2

===== start acs ha failover =====

send vip arp: vd root master 1 intf portl ip 10.0.1.12
send vip arp: vd root master 1 intf port2 ip 10.0.2.12

acs meta info [instance 1id]: 1-rj9f5xs9cp9xsweedlcs

acs meta info [ram role]: fhua-ecs-role

acs meta info [region]: us-west-1

acs meta info [vpc id]: vpc-rj9hbmldeo51u97hjaptw

acs ecs endpoint is resolved at ecs.us-west-l.aliyuncs.com:47.88.73.18
acs vpc endpoint is resolved at vpc.aliyuncs.com:106.11.61.112
acs 1s parsing page 1 of total 3 (1 page) instances

FortiOS 7.4 M B = &85/
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acs

acs

acs
acs

acs

acs
acs
acs
acs
acs
acs
acs
acs
acs
acs

acs

acs

acs
acs
acs
acs
acs
acs

is checking tags on instance FGT-A

Tag.
Tag.
Tag.
Tag.

FGT portl:
FGT port2:
FGT port3:
FGT port4:

eni-rj9dirnvgOhykoddvv7z
eni-rj94jig06faglvljneyv
eni-rj91wjl3vwjs7yln250w
eni-rj9illiuoh9t3gdbdoel

is checking tags on instance FGT-B

Tag.
Tag.
Tag.
Tag

FGT portl:
FGT port2:
FGT port3:

.FGT port4:

eni-rj9f5xs9cp9xswekwbzh
eni-rj9jdeztzg3bvobyqgdox
eni-rj9galowcti7anplot7m
eni-rj9dirnvgOhykei8bl8o

is parsing page 1 of total 13 (1 page) EIPs

loca
eni:
eni:
eni:
eni:
peer
eni:
eni:
eni:
eni:

1 instance:
0, 10.0.1.
1, 10.0.2.
2, 10.0.3.
3, 10.0.4.
instance:
0, 10.0.1.
1, 10.0.2.
2, 10.0.3.
3, 10.0.4.

FGT-B(i-rj9£f5xs9cp9xsweedlcs)

12 (eni-rj9f5xs9%cp9xswekwbzh, portl)
12 (eni-rj9jdeztzg3bv6byqdéx, port2)
12 (eni-rj9galowcti77anpOot7m, port3)
12 (eni-rj9dirnvgOhykei8bl80o, portd)
FGT-A(i-rj9il11iuoh9t408ila60)

11 (eni-rj39dirnvgOhykoddvv7z, portl)
11 (eni-r394jig06faglvljneyv, port2)
11 (eni-rj91lwjl3vwis7yln250w, port3)
11 (eni-rj9illiuoh9t3gd5doe3, portd)

<--- eip(47.254.42.40)

<--- eip(47.251.3.246)

<--- eip(47.254.46.147)

is moving eip(47.251.3.246) from eni0(10.0.1.11) to eni0(10.0.1.12)
47.251.3.246) status: Unassociating
47.251.3.246) status: Unassociating
47.251.3.246) status: Available
sociated eip(47.251.3.246) from instance FGT-A successfully
47.251.3.246) status: Associating
47.251.3.246) status: Associating
47.251.3.246) status: InUse
associated eip(47.251.3.246) to instance FGT-B successfully

eip(
eip(
eip (
unas
eip (
eip(
eip(

local instance: FGT-B(i-rj9f5xs9cp9xsweedlcs)

eni:
eni:
eni:
eni:
peer
eni:
eni:
eni:
eni:
rout
rule

is deleting route table entry:

0, 10.0.1
1, 10.0.2
2, 10.0.3
3, 10.0.4
instance:
0, 10.0.1
1, 10.0.2
2, 10.0.3.
3, 10.0.4

.12 (eni-rj9f5xs9cp9xswekwbzh, portl
.12 (eni-rj9jdeztzg3bv6byqdbx, port2
.12 (eni-rj9galbwcti7anpOot7m, port3
.12 (eni-rj9dirnvgOhykei8bl8o, port4

.11 (eni-rj9dirnvgOhykoddvv7z, portl
.11 (eni-rj9%43jig06faglOvljneyv, port2

.11 (eni-r39illiuoh9t3gdbdoe3, portd

)
)
)
)
FGT-A(i-rj9illiuoh9t4081i1a60)

)
)
11 (eni-rj91wjl3vwis7yln250w, port3)
)

e table: vtb-rj9gltgufwggeSps3g60i
: cidr: 0.0.0.0/0, nexthop: 10.0.2.11(eni-rj9%4jig06faglvljneyv)

route table entry deleting

route table entry deleted

deleted route table entry:
is creating route table entry:

route table entry created

FortiOS 7.4 M B = &85/
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<-—- eip(47.251.3.246)
<-—— eip(47.254.42.40)
<-—- eip(47.254.46.147)

0.0.0.0/0 via 10.0.2.11

0.0.0.0/0 via 10.0.2.11 successfully
0.0.0.0/0 via 10.0.2.12
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acs created route table entry: 0.0.0.0/0 via 10.0.2.12 successfully
acs route table: vtb-rj9gltgufwgge5ps3g60i

rule: cidr: 0.0.0.0/0, nexthop: 10.0.2.12(eni-rj9jdeztzg3bv65yqdéx)
===== exit acs ha failover =====

ERE A AX 2Z 8% FortiGate-VM HA

KERRMTEMERRE—XIH (region) RERIAKX (AZ) Z[EFEHECEE -5 FortiGate-VM HA B,
AT A EBER GRS AT

vRouter
: 10.0.11.253 10.0.12.253
1 )
[
i p—, {o— o e 2 —
' B - - ~
| |
| — !
| Failover | |
I (EIP3 molves 1
pqrtl I portl 1
| 1m0.11.11 1 10.0.21.12 |
| portd (Mgmt) pors | "0"3 portd {(Mgmt)
I 1001411 1001311 | 1°° 23.12 l I l 10.0.24.12 I
EIP 1
I  ere2 |
I |
& port2
i /] 1001211 10.0.22.12 |
Failover 1
| (routing table |
| next hop Crlanges) "
I Web Server I ]
I 10.0.12.109 I I
Gw: 10.0.12.253 I I
| | 1
\ AZ1 1\ AZ2 I
— e o o . o= = S (i —— — 7

TRAUEZRFIF FortiGate-A &Y IP ithiit 3 AR

#0 PSR = 3 Sttt Y

port1 10.0.11.11 10.0.11.0/24 EIP3
port2 10.0.12.11 10.0.12.0/24
port3 10.0.13.11 10.0.13.0/24
port4 10.0.14.11 10.0.14.0/24 EIP1

TRAZEZETFIH FortiGate-B BY IP itk 53 FE5I R
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B0 P B =3 3thht F

portl 10.0.21.12 10.0.21.0/24

port2 10.0.22.12 10.0.22.0/24

port3 10.0.23.12 10.0.23.0/24

port4 10.0.24.12 10.0.24.0/24 EIP2

\‘ ! ’I
q IPsec V;N BN ER 1 ER B RAI BT R 7EE & FortiGate ZESCMAS . MER 2 BOET
ggil)_lblﬁ.]’ o

BRERTDRR U TR
LERERHE TR

o BIEINVPCURZAIAFEEZEO. AMREREO. JNEREREO R OBHEORFM
o 3D IP Hhtik:
. EIP1#1EIP2 35U F4FEFortiGate-A # FortiGate-B EiEi% O
 EIP3EFHEHA JMNEBRE P tthit
o EBEE2MABERSEGIZEERY FortiGate-VM . IFEFE D TR PMRKIZECORYSEHIZEER,
o UTHZHBEBBRFIFRAM fEMTEHNREEENR:
« AliyunECSFullAccess
« AliyunEIPFullAccess
« AliyunVPCFullAccess

A\,
< Cd
q LhrAERETSERIFEMR. EZIFE, BEORATINAEREER,
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WNBERE EHhEIE FortiGate-VM HA, BRI T THRIE:
1. EMESEEEHSFUE—E SN EIMIINMVPC (8N IAX4T)
EPAZ B R A&

netl-external-za [ NS SP S 5 € prin=— 1S
net2-internal-za EBR R/ ZEENBIRRIRAN SRR 2RO,
net3-heartbeat-za 24> FortiGate T REIRILBE, BEH RN NRERE,
net4-mgmt-za TREERO,
netl-external-zb [ NS SP S 5 € prin=— 1S
net2-internal-zb HEBR R/ ZEENBIRRIR SRR ERZE O,
net3-heartbeat-zb 24> FortiGate T REIRILBE, BEH RN NRBRE,
net4-mgmt-zb TREERO,

= ISR o e e e 5§ 6 e @

[ ——
o p— -
t0014020 20 o Sicon Valoy Zono A T —
1001024 251 o SiconValeyZoneA o n9OuShATINGSI0R  System
10012028 251 Siconvatley Zone A worseanacysapic:  usam
1002402 251 o Sicon Valoy Zono & T —
10022024 251 o Sicon Vatey Zone & o OShATINGOGI0st  System
10022026 251 Sicon vatey Zone 8 worseanacysapic:  usom
Wanage et
Purchsze
2. FI6NENI: 8NMAEKX3A:
= (- Alibaba Cloud Qg woe @ 4 & eoish (@
£CS Instances ECS -
Network Interfaces ? Elstic < [
o
sizsiz0 0261
" o

3. fIE2MERABR:
a. A net2-internal BN BIE— 1A “rtb-internal” MIERER, 3§ NIC2 IP #hit (10.0.12.11) &
BN “rtb-internal” BIERIAMX, {ZEI7E FortiGate-A FEZE NIC2 BRIBIZEBAR. HWRIIAMEH
FortiGate-Aport2 BYENI,
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u (-] Alibaba Cloud Q  slnganagemens  Entenrse woe @ 4 o Ewish (@

< | Route Table

Route Table Details

Actions

System

System

System

b. NEREIZIHEIER “rtb-external” RIBHR. Rt VCN HEEMMXIZEAHRIAM X,
MR %R B &R P11 B EX R,

H () Alibaba Cloud Q sngumgmens Eveprse e B4 @ eos (@)
< Route Table

Route Table Details

sssss

System

stom
System

System

INB/EFTE = EE FortiGate-VM, BHRITUTRIE:

WMHEFA AP (AFEX) HARER, EFEHAR A-P HA EEIS A FortiGate-VM EEE XA vNIC (portl Eportd) .
ECE 15 A-P HAFREMFrEMSIEO (BIMEZENIF FortiGate-VM MEIEORE) . EHIERE DI
NICHY ] B = SIS

MR B SR LU TR E:
. BEASNMFRNEANEOREESENRSH, HEIER, EERONAESERMEOARNR, BT APl #
FIE A LA a) e B = T 3B AR 55 2%
. BAEA FortiGate-VM EEE4MNIC, HOETEFHSETH IP #ill,
. BIRFEIP1 5EE#ZO FortiGate-A port448iE,
. B¥EEIP3 5520 FortiGate-A port143%E.
. BIFEIP2 5EEEO FortiGate-B port447E.

FortiOS 7.4 M B = &85/
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u (=) Alibaba Cloud Q  simganagemens  Enteprse Woe @ 4 @ Ewish (@)
s © FGT-HA-A c

Network Interfaces

= =) Alibaba Cloud
< @ FGT-HA-B

Network Interfaces

e pieB2cegclaingine
Elastic Network Inte...

S

WTAEA CLI BB FortiGate-A, BRITATHR:

T—FERERTRNEEGUI LFERACLIGSEHIEISSHELE A-P HA 8B, &fEA SSH#HITEIE, FortiGate ATREAIRR
HRRERMYIEERE, FIENET GUIEE HA,

config system interface

edit "portl"

set mode static

set ip 10.0.11.11 255.255.255.0

set allowaccess ping https ssh snmp http fgfm
next
edit "port2"

set ip 10.0.12.11 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next
edit "port3"

set ip 10.0.13.11 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next
edit "portd"

set ip 10.0.14.11 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next

end

config router static
edit 1
set gateway 10.0.11.253
set device "portl"
next
end

config firewall policy
edit 1
set srcintf "port2"
set dstintf "portl"
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set srcaddr "all"

set dstaddr "all"

set action accept

set schedule "always"
set service "ALL"

set nat enable

next
end

config system ha
set group-name "FGT-HA"
set mode a-p
set hbdev "port3" 50
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.14.253
next
end
set priority 192
set unicast-hb enable
set unicast-hb-peerip 10.0.23.12
end

INFTEEA CLI EBCE FortiGate-B, BHITLATR(E:

T—HEmEERIMEEGUI LEACLIGSHIEISSHEE A-P HAIRE, &EMA SSH#HTTACE, FortiGate AIAEREER
RRENMYIERE, FItENGET GUIBLE HA,

config system interface

edit "portl"

set mode static

set ip 10.0.21.12 255.255.255.0

set allowaccess ping https ssh snmp http fgfm
next
edit "port2"

set ip 10.0.22.12 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next
edit "port3"

set ip 10.0.23.12 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next
edit "port4"

set ip 10.0.24.12 255.255.255.0

set allowaccess ping https ssh snmp http telnet
next

end

config router static
edit 1
set gateway 10.0.21.253
set device "portl"
next
end

FortiOS 7.4 M B = &85/
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config firewall policy
edit 1
set srcintf "port2"
set dstintf "portl"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set nat enable
next
end

config system ha
set group-name "FGT-HA"
set mode a-p
set hbdev "port3" 50
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.24.253
next
end
set priority 64
set unicast-hb enable
set unicast-hb-peerip 10.0.13.11

end
\‘ . ’l
q BB FRET, FortiGate-B HA BUENLFURT FortiGate-A, EBERIRMKILRMT
_ SEERE RSB S,

KE HARSTITHEE, BHRITLUTERE:

1. 7£% FortiGate B FortiOS #, m&H#H A System >HA, 1E HA RESEEERD.

1% FortiGate VM64-ALIONDEMAND  FGT-A HA:Master interimbuild0926~ >— {1 @~ Q- (@) admin~

@ Dashboard > T3 & Edit|| % Remove device from HA cluste wist | Facepiate [
3 Security Fabric

Synchronized Priority Hostname Serial No. Role Uptime Sessions Throughput
£33 FortiGate VM64-ALIONDEMAND

Administrators © 192

& FortiView

b Network

™
EREN

<

& System

~ [ -

o+
fa}

T-A FGTALIRNL7L40598 Master 00:00:37:36 11 29.00 kbps

Admin Profiles £33 FortiGate VM64-ALIONDEMAND

Firmware I I I

Settings

~EE -
"
i,

(<]
o
2

GT-B FGTALIAAFPJABDCE Slave 00:00:37:46 12 24.00 kbps

BERAUTAIFME PCo IIESY FortiGate-A AETREY, ZPC BERIIEE FortiGate-A iR BEEM,
X4 FortiGate-A, I&iF FortiGate-B 2B B A ET 5,

BERPCo WIEY FortiGate-B AETMBY, %ZPC & A& FortiGate-B iFR1 BEEM,

A{EA®HS “diagnose debug application alicloud-ha -1" , EEHERBEE, FHETH
IPihit 275 MFortiGate-A B SR E FortiGate-Bo

o pwN
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FTE = FortiGate-VM SR R4 ACE
FortiGate-VM Ex5h-F &) HARCE

BRI E = X 5p-F 5 O SRR,
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https://github.com/fortinet/alicloud-aa-egress-route-failover

b = A ERE

& B ERE FortiGate-VM IAZHFFIE R5E M 48 (Auto Scaling) o

% FortiGate-VM SCHIRIAR— it M4EE, UEEILFRHISHIRMSEESEE. FortiGate-VM SLIRTIRIE
FEX N IIEAHEREDEEYT B, KEFortiGateRESETAM (HA) 88 (Mconfig-sync) BISEILSEME(H
4, ZIReRERERAEY R (scale-out) FEHIEZ FortiGate-VM SKHISEIIRIERSE (0S) EEERY,

FortiGate Autoscale for AliCloud & F FortiOS 6.2 RESRRAIZEFER (PAYG) 3£fl, inERERSUTHE:

. B2NAAK (AZ) B9ER AL,

. BEEAEFRANTHFMNEMERT (VPC) .

o RIFMRRIFIRS ST HRER NAT HX,

o EREIERCIZERINNR A HIEES. ERRREY T HSEEE N EET,

. iEZfTHFortinetiZHiIAAMT B =K EKItE (AliCloud Function Compute) , LASCINS#IMEHLE, ZREAT
pSEL e PRI E s P A=S1N

o FRERHEIERS (OTS) ZERigEFME (TableStore) UN—NMFEMMEMEEERES (A0E/FIPtit) &9
NoSQLE R,

il

EZBEFortiGate Autoscale for AliCloudM R BB &2 EATerraform,
IWEEBE T A E# TR

« Terraform0.11
« Terraform provider for AliCloud 1.48.0

23K

ZIEFACE FortiGate AutoScale for AliCloud EETHRIUTHEA:

. fEMA CLI B E FortiGate
. MEL=RS
o Terraform

BINAAE ERABHIDevOps TIEIMH SR RS EIE R EE FortiGate Autoscale for AliCloud,
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ogbooooooban

RAMIK SR

AIfEAEERKSEBEXARTT .

HTEEAKSHNAERKS FTHRERRAETEEGIN, EIEREET

SE— M ERIRE RAM (FIRIAEEE) WS, HHREVHEEUTEENR:

o AliyunVPCFullAccess
« AliyunEIPFullAccess
o AliyunOSSFullAccess
o AliyunECSFullAccess
« AliyunSLBFullAccess
o AliyunOTSFullAccess
« AliyunESSFullAccess
« AliyunFCFullAccess

« AliyunRAMFullAccess
« AliyunBSSOrderAccess

X EK

MFEEMESFERE FortiGate 1T RAEEEE, XM FF LTRSS

« TableStore
« 0SS

. REITE
o SEMEHRYE

o NAT Rk

XX

T X1 843517 FortiGate AutoScale for AliCloud FRENFRrE RS

B A 35
TAKIEL (RR)
TAKREH 2 CER)
TABS1 (E2)
EOMAREE 1 (A2 5248)
ZEFRH 1 (BERIE)
£EFEH 1 ()

MERER

Terraform FEE LU THIR:

FortiOS 7.4 M B = &85/
Fortinet Inc.

N
m-6weakry8j13jxmjlmi4o
m-pOwb4dw13d6qclsndaj6
m-a2dbkrpr8wsobn9ygddc
m-gw8cizn7dguyeikpgozb
m-0xiféxxwhjlghoaqjrré
m-rj91igplyxdp7crbOgyj
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ubooboooodano

. B2 AXEE2MFRAIVPC

o 2D EIAZIEA

o 1N NAT 3%

o 1B fRIREREY

o 1Fpe8ERIEECE

o 2FSEMEEZERIN : #m4ER (Scalein) MiERY & (Scale out)
o IR EMHRS (0SS) 7=fi#f@ (bucket)

o RBUTERRS. REMHTTPALARE

o 2NLEHMN: Allow all (£38723F) FAllow only internal connections (1R £ FARIERIERE)
o 1NERIgTERE (TableStore) I2fFIFN5NE

« 37MNEMIP (EIP) bk

o INMABEERTMEZEMEMEED (END) SRMRAMAE

o I MEAIMNIB G EISEE

FortiOS 7.4 M B = &85/
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HRE

ERMERKS, ELFAERWKS, HREMERCZERAMAFR ETHMIHBBRITEEKS. RAM KSXHITIRE
55 58 T1 RAM 1K P A fR/N T 7 M R AR E IR R

BRI B =AccessKeyZtH. BXEIZIHRZHAMNFAEER, BESRAMEROIEACcessKeyZHET, BIE
AccessKeyIDF1AccessKey# £,

L& Terraform, BXLREMNFMESR, 1ESH HashiCorp B TerraformET5,

4. 3FKEY FortiGate AutoScale for AliCloud ZBE . iAinl GitHub B A TiE, FHEFEANENREEEE

6.

7.

fortigate-autoscale-alicloud.zipo

AN LRSS M RERER LA XA

— alicloud function compute
I— alicloud terraform

|— core
F— dist

— LICENSE
|— node modules

I— package.json

I— scripts

L test
AR, BEEXR Nalicloud_terraform>X {43

alicloud_terraformX &8 &L E:

I— assets

| — configset
I— baseconfig
|— httproutingpolicy

|— internalelbweb
L— storelogtofaz

|— main.tf

L— vars.tf

|
|
| I— httpsroutingpolicy
|
|

« baseconfig 81 FortiGate-VM cloud-initEeE, AIEYHTABRULZRESRIZE.

o maintfEEREIEBND. FAMEN—ES, Fi¥baseconfig EZE 0SS #FfiE##, fit FortiGate-VM 52
BIfER.

o vars.tfBEREMRETE, FI0: HFHKRID (instance_ami) . EFZIR. LF. XigE, EXFIESTEN
FAMIREE, ESIRAE 61 MTerraformZT £,

YREE vars.ti XHHBEXBETE,

A\,
‘Q' OSSTEMERI B MU AMNNE F &,
| BRETHE URL R8T 127 NFRTe T Ecluster namefF &% URL,

FortiOS 7.4 M B = &85/
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https://account.alibabacloud.com/register/intl_register.htm
https://www.alibabacloud.com/help/doc-detail/28637.htm
https://www.alibabacloud.com/help/doc-detail/53045.htm
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://github.com/fortinet/alicloud-autoscale/releases

8. AL terraform init#IEKproviderfiFFIER:

9. FERUTEmLIERX TerraformitXl:

terraform plan -var "access key=<access key>" -var "secret key=<secret key>" -var

"region=<region>"
10. HIAFHRAIHR:

terraform apply -var "access key=<access key>" -var "secret key=<secret key>" -var
"region=<region>"

LR TEFIR. BINERN=NFEEZ/FRNERERRET, HAIRTHERMEEER,

Apply complete! Resources: 48 added, 0 changed, 0 destroyed.

Outputs:

Auto Scaling Group ID = asg-0xilg2hk9z048yn6cuul
AutoScale External Load Balancer IP = 47.89.136.18
PSK Secret = ! YfATFQ@b aYuei

Scale In Threshold = 35

Scale Out Threshold = 70

VPC name = FortigateAutoScale-rrr

Terraform T=

BT vars.tf X#FRIOTRYIR, o ETEMARENERTR,

&R Bk E1:13%
access_key ZREAN AliCloud AccessKey,
BXOIEAccessKeyZARIFAE R, BESRARE R BIEACcessKey®
PHET,
secret_key ERBAN fEAAccessKeyBIZHIME =R, BTFihR APl
region us-east-1 PR =X,
scale_in_ 35 BFERg R #BF) 1 1MLFINEIARS CPU HE (B4t -
threshold
scale_out_ 70 BFERYTE (R 11MEGINRIARS CPUEE (B2t o
threshold
alicloud_account MIEZRKS (BB
cluster_name FortigateAutoScale X REMRIEREZM,

bucket_name fortigateautoscale  OSSTFEFEM, BAMNNEFH,

FortiOS 7.4 M B = &85/
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https://www.alibabacloud.com/help/doc-detail/53045.htm

"R

instance_ami

instance

vpc_cidr

vswitch_cidr_1
vswitch_cidr_2

table_store_
instance_type

RRIA
EXREAN

ecs.snlne

172.16.0.0/16

172.16.0.0/21
172.16.8.0/21

R

AERUT A EMSBLITIIREE:

FortiOS 7.4 M B = &85/

Fortinet Inc.

1P

BENIEERT, BHAbuildisSERNREGR, TN, BIAER
Y& #THY FortiGate AMI,

S RAERC B R IR S A R TS
VPCEZFHiERE (CIDR) R, 53721 /21FM,

14 Vswitch I FiZXIZM T XA,
FE2Vswitchfiil FizXig el B X B,
BRINME A HighPerformance (S148E) = Capacity (BE)

62



SRS

1. BERMEBLESEG, #HN\TableStore (F#EFE)
s NR FortiGateMasterElection,

3. 2R = FortiGate-VM IP t3lk, HfafRvoteState (REZRKZ) B

4 FortiGateMasterElection

Table Data

Data Source:FortiGateMasterElection

B  Row Detai Master i-0xi2ptsOvrdabrxhht3... 172.16.14.111

candidatelnstance.su 1.561416933046E12 done

BXTA, BEHUTRS:

Table can display up to 50 rows

al: 1 item(s), Per Page: 10 item(s)

4. KTk FortiGateAutoscale HFIAERMELEB PRI, LU T HEBRSHSERRA:

Table Data

| Data Source:FortiGateAutoscale

candidatelnstance.vi..

Table can display up to 50 rows.

B Row Det nceld(Primary K... = HeartBe Mast tHeartBeatTime toScalingGroupNarr Titicwel
B Row Detail  i-0xi2ptsOvrd6rxhht3 0.0 172.16.14.111 1.561418453349E12 in-sync FortigateAutoScale-g... 10.0
B RowDetail  i-Oxial3fyigsf3tgbiz.. 0.0 172.16.14.111 1.561418451745E12 in-sync FortigateAutoScale-g 10.0
a Total: 2 item(s), Per Page: 10 item(s)
Al o= .
S’ Masterlp 5| &R ¥ FortiGate-VM IP it
MEEFPMIBRILAIRY, ZSEHITELRPEVIIERAZHMIER.
-—
-

5. @FZEE 3HHILN IP it EREZE FortiGate-VM Lhl. A EFEim 1K 8443, BIUABFE/ZH379:

admin/<instance-id>,

FortiOS 7.4 M B = &85/
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6. MWeb REP, EAIEELFIREMHFIERFAI:
Virtual Machine

Allocated vCPUs 2

Allocated RAM 4 GiB

Auto Scaling & Enabled
Role Master
Group Size 2

7. MCLIREBAUTHS, RENAEIRESH Haicallback-url:

SR TERR:

enable
master
sync-interface : portl

callback-url : https://*****x**x*x* gp-goutheast-5-internal.fc.aliyuncs.com/2016-
08- 15/proxy/FortlgateAutoScale smc/FortiGateASG-rrr/

hb-interval : 10

[psksecret HE

FortiOS 7.4 M E=EIFIERE
Fortinet Inc.
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MpREEES

INEMERBEER, EETBAFHEIELTRES:

terraform destroy -var "access key=<access key>" -var "secret key=<secret key:

"region=<region>

HRPEFEWEN, WROBEMEEERR Hlt, BAMIEH G FahERTableStore,

WMEMBRTableStore, HHITATIRIE:
1. SHEHAERE, AESEDeleteMIifiERRIRIE:

A FortiGateASG-rrr £ Refresh

Instance Access URL

Intranet: https://FortiGateASG-rrr.us-east-1.ots-internal.aliyuncs.com
Internet: https://FortiGateASG-rrr.us-east-1.ots.aliyuncs.com

VPC: https://FortiGateASG-rrr.us-east-1.vpc.tablestore.aliyuncs.com

Accessed By

Any Network

VPC List

(@ You have no bound VPC. You can Bind VPC

Table Size:

Table Counts:5
Table Size:0 B

Table List

FortiAnalyzer -1 1 86400 Disabled b 0B Manage | Tunnels | Delete
FortiGateAutoscale -1 1 86400 Disabled b 0B Manage | Tunnels | Delete
FortiGateLifecycleltem -1 1 86400 Disabled =4 0B Manage | Tunnels | Delete
FortiGateMasterElection -1 1 86400 Disabled =4 0B Manage | Tunnels | Delete
Settings -1 1 86400 Disabled b 0B Manage | Tunnels | Delete

FortiOS 7.4 M B = &85/
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MpsrTE, RElnstance (L) TimE, PEiRelease (FEiL)

Related Links: | Product Page |

FortiGateASG-rrr Capacity TableStore Instance Terraf... Running 2019-06-20 12:45:51 b Manage

W REHERR

iR cloud-init

BoERIEE, EhtERcloud-init (m¥EK) BE. KERE, B8R FortiGate-VM F1E CLI #%
ANATFE<L:

diag debug clou

M SR A TEMR:

>> Checking metadata source ali

>> ALI user data obtained

>> Fos-instance-id: i-pOw3dr3bf9rck4jubidvb

>> Cloudinit trying to get config script from https://*****x***x*** gp-gsoutheast-2-
internal.fc.aliyuncs.com/2016-08-15/proxy/FortigateAutoScale-wke/FortigateAutoScale-rrr/
>> Cloudinit download config script successfully

>> Found metadata source: ali

>> Run config script

>> Finish running script

>> FortiGate-VM64-ALI $ config system dns

>> FortiGate-VM64-ALI (dns) $ unset primary

>> FortiGate-VM64-ALI (dns) $ unset secondary

>> FortiGate-VM64-ALI (dns) $ end

>> FortiGate-VM64-ALI $ config system auto-scale

>> FortiGate-VM64-ALI (

>> FortiGate-VM64-ALI ( ) S

>> FortiGate-VM64-ALI (auto-scale) $ set role master

>> FortiGate-VM64-ALI (auto-scale) $ set callback-url
https://*******k*xx***x gp-southeast-2-internal.fc.aliyuncs.com/2016-08-
15/proxy/FortigateAutoScale-wke/FortigateAutoScale-rrr/

auto-scale) $ set status enable

auto-scale set sync-interface port 1

TableStorefiBRAt4<

MIERTableStore R ZAIREEE 10 K5F, AlREE RN TRA:

alicloud ots instance.tablestore: Still destroying... : FortiGateASG-rrr, 7mOs elapsed)

alicloud ots instance.tablestore: Still destroying... : FortiGateASG-rrr, 7ml0s elapsed)
alicloud ots instance.tablestore: Still destroying... : FortiGateASG-rrr, 7m20s elapsed)

MR 10 pHENERNZES, WasERETableStore P EEHIE. EHEFahfiFRTableStore, AREHMIEIT
terraformd destroym®. BXAFaIfibRTableStoreRVi¥HAZR, 5 W E65TIfIpRERE,

FortiOS 7.4 M E=EIFIERE
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HIRAT A%

MRENMNXFIEERREAR, WSETHTHERER, SHILERER, FREESIMNIZZEHMEKE,

1 error occurred:

* alicloud slb.default: 1 error occurred:
* alicloud slb.default: [ERROR] terraform—provider—alicloud/alicloud/resourceialicloud
Resource alicloud slb CreatelLoadBalancer Failed!!! [SDK alibaba-cloud-sdk-go

SDK.ServerError

ErrorCode: OperationFailed.ZoneResourcelLimit

Recommend:

RequestId: 83972A94-0640-49DA-8586-DCF535D14886

Message: The operation failed because of resource limit of the specified =zone.

ey

NI AR ERIRE R, IREMEITZH <,

Error: Error applying plan:

1 error occurred:
* alicloud vswitch.vsw2: 1 error occurred:
* alicloud vswitch.vsw2: [ERROR] terraform—provider—alicloud/alicloud/resource_alicloud

vswitch.go:58:

[ERROR] terraform-provider-alicloud/alicloud/resource alicloud vswitch.go:170:

[ERROR] terraform-provider-alicloud/alicloud/service alicloud ecs.go:51: Resource us-east-1b
DescribeZones Failed!!! [SDK alibaba-cloud-sdk-go ERROR]:

net/http: request canceled (Client.Timeout exceeded while reading body)

NMEEEENE FortiGate

BEEIEEME FortiGate, i&# N TableStore > FortiGateMasterElection FEME—INE , BiEE—NH
BYEFortiGate, HAIE—FMIEFE

BEUEE N TableStore > FortiGateMasterElectionfiE4E R, 152 E63TAMIFLZE,

FortiOS 7.4 M E=EIFIERE 67
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PR

FEB = FortiGate 3§14 R4ETHEE
FEHAG

o BMIELH, Auto Scaling (F1E1#4%E) ABE1EZ FortiGate-VM (PAYG FHJAREY) . ZLARGIRIEMHLERLNY
PR RMREIEITH TS BB

« Configset (BLEZE) XHFEE(ENH FortiGate-VM LAIFNIEECE MNEAI Mo

o baseconfig REAREEXM, AJRHBEIULX 4B RERNMEER, BX {SYNC_INTERFACE} F HUFHY
HARIRER, FEFE 68 MicESE SR,

. TableStore g9 &%, RERGEFHEBRRTOELE. TEERE. REVRSEE. BIERRTREHS, 5
WENVIER IR
ECES SURT

Y FortiGate-VM N3z 58I AETNEEIER AR ERN, RPHNHUFPSERNFEERITEFHXKIFREE,

iy i °F -] R

{SYNC_ X7 FortiGate-VM [EI# {5 B8O,

INTERFACE} FrEE/mmahg,

{CALLBACK_URL} URL 5ot 4RI R AT B YL URL,
7E Terraform ZREHAIE] B Eh& Flo

{PSK_SECRET} X7 FortiOS FRfEAMMH =%,

1 Terraform EBEHAIEIFEN 4 Ao

ML/, ZBE FortiGate Autoscale for AliCloud /&, 3% PSK %
@ srusErTaER. UFERRER Sk &R
= HURTSER), BAFREMILIFREE,

{ADMIN_PORT} 2 BEAEREEROS,
FEE, M43 %,
BUANE: 8443,

Ay
‘q‘ HBEEWEERIHEOAMNERARELRER,. WFERAEENR

EERROEMBFEG, BAEMLRREE,

FortiOS 7.4 M B = &85/
Fortinet Inc.

68



ZRHaE
E SLBIRVERE

FortiGate Autoscale

with heartbeat response & failover management

incoming request

trusted source? is target in monitor?

request is ignored Ni

is there
& pending primary
election?

is target in-sync?

No

primary vm is

healthy? urge current primary }—F{ starts a primary election ‘

target becomes
the new primary?

reached
maximum heartbeat
loss count?,

heartbeat loss count

2 itor?
increases by 1 “Yes—=_is target in monitor?

on time?

MNo Yes o

calculate time passed
since last heartbeat sync

time longer than

N deems target vim add target vin to
healthy monitor

Is target vm
the
primary?

is target vim
the new
primary?

primary election
still pending?

terminate target vim
finalize primary
lection

Response with the
new primary vim ip

Response —

T E = EFRIERE M R

UTFRERER EHES M MERERFIRRESER:

FortiOS 7.4 M B = &85/
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6.

Eh R =T & SR RELE,

Eh R RiTHI B 0B E,

1EP B =I5 & SR RN,

B HAEA DRI FortiGate-VM EREB R ERE R

EEY B11N N FortiGate-VM, HREEEENEHAMRA, BT FortiGate-VMECER L& H FortiGate-VM
[iRF=

BITIZHTE S, WIS ERERSERIET.

INBEMRSEH G EIRMEEA, BRITUTRE:

1.

EXMAERIERIE.

2. # NAuto Scaling >Scaling Groups >Create Scaling Group (B 1E45>1F4540> 0@ HF%E4H) -
3. NEMHERIGE TS

a. Scaling Group Name (#4525 . MNBREEHBT, KNEBTHIPI: FGT-ASG

b. Maximum Instances (RASLHIEL) . WNTTARBRNRAEGIEKR, EREERGT, (4) NEwAEK
B,

c. Minimum Instances (R/SEAI#) . WNFIARMANTNEGIE, EREETAH®, — (1) AR
=18

d. Instance Configuration Source (LHIEZENR) : REEINE,
e. Network Type (BJ#526%Y) : {REBEIAE, BIVPC,
f. REEFRVPCHIEIN I,

FortiOS 7.4 M B = &85/
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Create Scaling Group

*Scaling Group Name: ‘ FGT-ASG

woxmumnsances@: [+

*Minimum Instances @ 1

*Default Cooldown Time (Seconds) 300

Removal Policy @: First Pick Earliest Instance Created Using! ¥ Then Pick Earliest Created Instance ¥ ToRemove

How can I ensure that a manually added ECS instance will not be remavad from the scaling group?

* Instance Configuration Source @: ® Custom Scaling Configuration Launch Template
* Network Type: ® vpc  VPC @ A scaling group can support multiple VSwitches.
FVPC:  VPCID: vpc-rjokkTico621227pifvdy - Create VPC network
VSwitch: fgtvswitch (US West 1 Zone A)

sw2 (US West 1 Zone &)

Multi-Zone Scaling Policy @: ® Priority Distribution Balancing Cost Optimization
Reclaim Mode ® Release Mode Shutdown and Reclaim Mode
SLB Instances @: — Select an SLB instance - - Manage SLB instances
RD5 Instances @: -- Select an RDS instance - Manage RDS databases

Cancel

4. BEOK (FHE) o
MTEME G G BHEEE, BHRITUTERE:

1. g MaeEan, EAEREMMERSH, MEFRE—E0, BTFCEMNMERE, BFERHEO
1, B Create Now (ZEIEIE)

PR LBIZEE,

EIRFTER FortiGate-VM &,

HIREIEE Assign Public IP (53 B2 IPHAL) o

EERFIRENR24H,

aswN
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6. i Next: System Configurations (F—25:

(&)

Home

Auto Scaling

o Basic Configurations quired)

=t Billing Method

@& Instance Type Filter Instances:

Category: [ECUESLATEES  Compute Optimized

Family Instance Type VCPU 4 Memory 2
® fnhanced < cnanelarg 2vCPU 3GiB
ecssnZnexlarge 4vCPU 16 GiB
rkfnhanced  cenznezdarge  8vCRU 3268
ecssnne.3xdary 2uCPU 4B G
2medium  2vCPU  8GB
ecsen 4CPU 6 GiB

7. (E%) REZEX,.

Tags

Key Pair nherit Passi Set Later

From Image

Log on Credentials:

Key Pair: (2 thua

nstance Name:

Advanced (based on instance RAM roles or cloud-init)

+ P

et $ 0,124 USD perHou

FortiOS 7.4 M B = &85/
Fortinet Inc.

Memary Optimized

RARAME) o

Bare Metal Instance

Big Data

Physical Processor

Intel Xeon E3-2682
Platinum 8163
Intel % E3-26¢
Platinum 8163

Intel Xeon E3-2682v4
Platinum 8163

Intel Xeon E5-2682v4 /

Platinum 8163

Intel Xeon E3-26¢
Platinum 8163

Intel Xeon E5-2682v4 /

Platinum 8163

USD per GB

o System Configurations

/ Intel Xeon(Skylake)

/ Intel Xeon(!

Q Message

h the key as “Name!

Q Message

Super Computing Cluster

SSD Storage Enhancement

Clock Speed

GHz

GHz

Intel Xeon(

Intel Xeon(Skylake)

GHz

Intel Xeon(Skylake]
o : GHz

Intel Xean(Skylake)
Intel Xeon(Skylake] .

Billing Management

High Clock Speed

Internal Network Packets
Bandwidth 5 Rate 5

1 Gbps 300,000 PPS
15 Gbps 500,000 PPS
2 Gbps 1000,000 PPS
2.5 Gbps 1300,000 PPS
0.5 Gbps 100,000 PPS
0.8 Gbps 200,000 PPS

and the

Billing Management

More

More  English 0




8. MWR4EECE, SRS =ik Create and Enable Configuration (2YZEFIEHBHE)

c Home Q Message  Billing Management  More  English Q

a Preview (Reguired)

{3 Configurations Basic Configurations &
Selected
Billing Method : Pay-As-You-Go Type Family : Network Enhanced sn2ne / Image : fhua-ond-v62-b0222
ecs.sn2ne.large(2vCPU 8GB) System Disk : Ultra Disk 40GiB
Network Billing Method : Pay-By-Traffic SMbps Security Group : gnqujs34f9pulc / sg-

Af9pulec

System Configurations

Log on Credentials : Key Pairfhua nstance Name : FGT-ASG-VM
& Save Auto Scaling Scaling Configuration FGT-ASG-Conf (]
Configuration

Name:

$0.124 USD perkour  + e, |:|

9. #MNAuto Scaling >Scaling Groups (1 1E45>184540) , HRIRMEB=BEIEEMHM4EA, BizATHE
FortiGate-VME B&I/E 50,

C) Home 25 Us (Silicon Valley) = Q Message  Billing Management More  English Q
Auto Scaling Scaling Groups < Refresh Create Scaling Group
N Steling Grougs Scaling Group Name ¥ Search
&
¥ Scaling Tasks
Scheduled Tasks
a
- VPC ID:
Event-Triggered task... &= FGT-ASG - scaling o
@s0- ;;al-t-‘ 1 1 4 300 Configurations: FGT- VSt : Manage | Edit | Morew
¥ Help roclrhobraewzuukd ASG-Conf vsw-ridaknb;
& vsw-rj9gfcllilndqgivehsfa
Quick Start
a Total: 1 item(s), Per Page: | 10 ¥ |item(s) '
FAQs

INBEMESEH G RN, FHRITUTERE:

fEAuto Scaling > Scaling Groups (14 1#45>184620) H, BHREHZN,
BEHRAMS ST Scaling Rules (1PZEXETY) o
£ Create Scaling Rule (BIZZEZEHIA) SHERES, HNBIERUETT,

ECER(E, EAREERAIS, MEMNEENHRIN— (1) FortiGate- VM 524,
BNLHNBYE], SRS Create Scaling Rule (BIZEBZEFHIN) o EARIELE S — MBREMN, BT ZAMNHIT
Mps— (1) 4 FortiGate-VM SE{5IRYI21E,

e W
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Create Scaling Rule

*Name FGT-ASG-ADD1

*Action Add v
Cooldown Time 200
. 300
(Seconds): -

Create Scaling Rule Cancel

INFHIFFMEHZELE Y FortiGate-VM EEBENEM A, BHITUATRIE:

1. BERZE FortiGate-VM,
2. £ CLIFB1TU TS LIS A3t MYaIhaE, FELL FortiGate-VM BR & N sd M 45 ER G |

config system auto-scale

set status enable

set role master

set sync-interface
"portl" set psksecret
XXKXXXX

end
BET BLNEB FortiGate-VM, RHEEBNEAMRHAT EMREE, BRITUTERE:

1. #EAuto Scaling > Scaling Groups (EMIEE>1F4E240) H, PEMEHBMHFRITZAISCIZAVBEMRN, 726
B E8IE—NHEYFortiGate-VM 3,

2. BREHM FortiGate-VMEHl,
3. ECLI HiETIU TS LB A MIEIhAE, FHIZLE FortiGate-VM BB N M EAMEZAM R0 master-iph
J9=E FortiGate-VM F9E& A IP #hfit:

config system auto-scale

set status enable

set role slave

set sync-interface
"portl" set master-ip
192.168.1.204 set
psksecret xxxxxx

end

& FFortiGate-VM F2E S * FortiGate-VM B E#1T[EH . FFFortiGate-VM B]ME FortiGate-VM EZIEZE,
MF/BTICHRS, BERITUUTRME:
EBEEIT U Tz <, LUAEEE FortiGate-VM B@E e ECERD ©

FortiGate-VM64-ALION~AND # diag deb app hasync -1

FortiOS 7.4 M E=EIFIERE 74
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slave's
slave's
slave's
slave's
slave's

slave starts to sync with master
logout all admin users

configuration
configuration
configuration
configuration
configuration

FortiOS 7.4 M B = &85/
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is
is
is
is
is

not
not
not
not
not

in
in
in
in
in

sync
sync
sync
sync
sync

with
with
with
with
with

master's,
master's,
master's,
master's,
master's,

sequence:
sequence:
sequence:
sequence:
sequence:
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SDN E#ZSESMERRM

£ RAM B ECEME = SDN E#288

BXMEL SDN EZSB[INFRES, BB (FortiOS EEEH) o
IR ASDNEZSRSMESEMFIENRAM A ERIKEENR:

« AliyunECSReadOnlyAccess
« AliyunEIPReadOnlyAccess
« AliyunVPCReadOnlyAccess

A\l
N L4
9 TR eRETEERETS. B2, BAERATNASSEER.

EAM B RBITESLIRK & B

BB GitHub,

FortiOS 7.4 M B = &85/
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https://docs.fortinet.com/document/fortigate/7.4.9/administration-guide/995702/
https://www.alibabacloud.com/help/doc-detail/93689.htm
https://github.com/fortinet/alicloud-security-group-update

i& F F P BB =FortiGate-VM BYVPN

¥ FortiGate R ZEFIE = VPC VPN

ISR TR RS R IPsec VPN, MZSHE FortiGate EFIE = VPC VPN 214 S Fi4 = VPN EZRIED

Bl

BEMER VPC RERIRYIKLA], Fh@EZM FortiGate MAE R VPC VPN ZiEMIAREIL= VPN, SEAITIZER
FHITERE. ErEIREEREVPCHVPN MXMNEFARMX, AREELRZEILR VPC VPN &, M VPC ifRELzT

FERILK,

IEEE ER#E LU R

. BRIEMERVPCHRHFW. AKX, T2EMNERXEE
o B FortiGate 550 IP Hilit45E

FEEEEUTIR:

Bl VPN R,

BIEEFP X,

ERE L oL F il VPN &,
Ao B Zih FortiGate,

BITIZHTER <.

e wh e

INFREUE VPN BIX, IEHITLUTRIE:

1. ERMBRSEIEFIE, #HAVPN >VPN Gateway (VPN >VPNRIE) o
2. B Create VPN Gateway (E& VPN BJ%) o
3. BIEBIMNERNX, HREESPEEFZ RIS EILS VPN EEHN VPC,

= [_J Alibaba Cloud US (Silicon Valley) = Q  Billing Management

* VPN

| VPN Gateways

VPN Gateways

Customer Gateways Create VPN Gateway Refresh Custom Instance 1D~

IPsec Connections

Instance . Billing Gateway
ID/Name IP Address Monitor  VPC Status Bandwidth Method Status
SSL Servers
SSL Clients vpn- " Billing by
1j94kb7n Fﬁém " Traffic IPsec:
X 3agedw _ o e 10Mbps Usage Enabled
HaVip Addresses ditsns 4788489 Ll i';'(‘:’w @MNormal rade 060412019,  SSL Enable
my-ali-vpn- Iapty 1M:31:15 sSL
w fhua-vpc-ha Created
FlowlLog v

MBBIBEFPRX, EHITUATERE:

LRI 2 AVPC VPNIERZR A FortiGatefF AR R XK.

FortiOS 7.4 M B = &85/
Fortinet Inc.
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Connections

Delete
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ERTFRE = FortiGate-VM BIVPN

N

3. REEFPMX, MTEFR:

= () AlibabaCloud  vs (silicon valley) »

- VPN
| Customer Gateways
VPN Gateways

Customer Gateways

IPsec Connections

Create Customer Gateway Refresh Custom

mEFEN VPN >Customer Gateways (VPN > ZEFE) o
B Create Customer Gateway (BIZZEFHX) o

Q  Biling Management  More [ English

Instance ID Entera ID

Instance ID/Name IP Address Description Created At Actions
S5L Servers

conBkenzz 2 Ssex1s 208911141 - 06/0412018, 11:36:32 Delete
o clente my-ali-customer-gy

NT\EMEZ eI RZE LR VPN Eik,

7£ VPN I P WX 88l IPsec &%,

Eall o

= () Alibaba Cloud  US (iiicon Valley) ~

~ VPN

| IPsec Connections

BRITUUT#RE:

SEHNVPN >IPsec Connections (VPN >IPsec i#%) .
Btk Create IPsec Connection (8I# IPsec 1Z#2) .

fEActions (#EfF) 8F, BkDownload Configuration (F#HIE) o

Q  Biling Management  More

Instance D~ Entera
VPN Gateway Customer Gateway Connection Status Health Check Status Created At
91 1v219sex0t5 ® Phase 2 of IKE Tunnel 0610420
SELED livip my-ali-customer-gw Negotiation Succeeded 0610412018, 11:36:36

HaVip Addresses

5. IER5 IPsec BXHIBH, ETF—FEH,

{
"LocalSubnet": "0.0.0.0/0",

"RemoteSubnet": "0.0.0.0/0",

"IpsecConfig": {
"IpsecPfs": "group2",
"IpsecEncAlg": "aes",
"IpsecAuthAlg": "shal",
"IpsecLifetime": 86400

}y

"Local": "x.x.x.x",

"Remote": "47.88.4.89",

"IkeConfig": {
"IkeAuthAlg": "shal",
"LocalId": "x.x.x.x",
"IkeEncAlg": "aes",
"IkeVersion": "ikevl",
"IkeMode": "main",
"IkeLifetime": 86400,
"RemoteId": "47.88.4.89",

"Psk": "XXXXXXXXXXXXXXXX",

"IkePfs": "group2"

FortiOS 7.4 M B = &85/
Fortinet Inc.
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ERATRE S FortiGate-VM BYVPN

NB/ECE &M FortiGate, THHRITIATIRIE:

1. 7£ FortiOS CLI #, {ERPTIEZRAY IPsec X SHECEZ M FortiGate, I&E remote-gw # psksecret B, &
A RER X Remoteld # Psk sa BB, ZnfIH, AthFortiGatefEMportdfEAEIMNEBIZEO:

config vpn ipsec phasel-interface
edit "AliCloudVPN"
set interface "port9o"
set keylife 86400
set peertype any
set net-device enable
set proposal aesl28-shal
set dhgrp 14 2
set remote-gw 47.88.4.89
set psksecret XXXXXXXXXXKXKXXKKX
next
end
config vpn ipsec phasezZ-interface
edit "AliCloudVPN"
set phaselname "AliCloudVPN"
set proposal aesl28-shal
set dhgrp 14 2
set keepalive enable
set keylifeseconds 3600
next
end
config firewall address
edit "AliCloudVPN-local-subnet-1"
set allow-routing enable
set subnet 10.6.30.0 255.255.255.0
next
end
config firewall address
edit "AliCloudVPN-remote-subnet-1"
set allow-routing enable
set subnet 10.0.1.0 255.255.255.0
next
end
config router static
edit 2
set device "AliCloudVPN"
set dstaddr "AliCloudVPN-remote-subnet-1"
next
end
config firewall policy
edit 10

FortiOS 7.4 M B = &85/
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set name "AliCloudVPN-local-ali"

set srcintf "mgmtl"

set dstintf "AliCloudVPN"

set srcaddr "AliCloudVPN-local-subnet-1"
set dstaddr "AliCloudVPN-remote-subnet-1"
set action accept

set schedule "always"

set service "ALL"

next
edit 20
set name "AliCloudVPN-ali-local"
set srcintf "AliCloudVPN"
set dstintf "mgmtl"
set srcaddr "AliCloudVPN-remote-subnet-1"
set dstaddr "AliCloudVPN-local-subnet-1"
set action accept
set schedule "always"
set service "ALL"
next

end

2. WRIPsecfiEkRBEEhiEE, HE{TIZH< . diagnose vpn tunnel up AliCloudVPNo
3. EFFortiOS GUI, JEH#HN VPN > [Psec Tunnels (VPN > IPsec fFiE) . WIERERTEMINAE, TE, it
FortiGater] A E £ FIP#uiEifRIAlICloud VM, FI R = IR o] @2 H & B IPHEt i a) AstiFortiGates

BITIOHHRS:
FGT600D B # diagnose vpn ike gateway list

vd: root/0

name: AliCloudVPN

version: 1

interface: port9 10

addr: 172.16.200.212:4500 -> 47.88.4.89:4500

created: 1087s ago

nat: me peer

IKE SA: created 1/1 established 1/1 time 9110/9110/9110 ms
IPsec SA: created 1/2 established 1/1 time 30/30/30 ms

id/spi: 0 d9d4ae9111la51b0b/de39fd4ac9deffcls
direction: initiator

status: established 1087-1078s ago = 9110ms
proposal: aesl28-shal

key: 9bf9b58431949e77-a0c21ded48368dbl
lifetime/rekey: 28800/27421

DPD sent/recv: 00000000/00000000

FGT600D B # diagnose vpn tunnel list
list all ipsec tunnel in vd O

name=AliCloudVPN ver=1 serial=1 172.16.200.212:4500->47.88.4.89:4500 dst_mtu=1500
bound if=10 lgwy=static/1l tun=intf/0 mode=auto/l encap=none/536 options[0218]=npu create dev

FortiOS 7.4 M B = &85/
Fortinet Inc.



ERFFE = FortiGate-VM BYVPN

frag-rfc accept traffic=1

proxyid num=1 child num=0 refcnt=14 ilast=1084 olast=270 ad=/0
stat: rxp=1 txp=43 rxb=16452 txb=4389
dpd: mode=on-demand on=0 idle=20000ms retry=3 count=0 seqgno=0
natt: mode=keepalive draft=32 interval=10 remote port=4500
proxyid=AliCloudVPN proto=0 sa=1 ref=2 serial=1
src: 0:0.0.0.0/0.0.0.0:0
dst: 0:0.0.0.0/0.0.0.0:0
SA: ref=6 options=10227 type=00 soft=0 mtu=1422 expire=2399/0B replaywin=2048
seqno=2c esn=0 replaywin lastseg=00000001 itn=0 gat=0
life: type=01 bytes=0/0 timeout=3298/3600
dec: spi=acb5426a9 esp=aes key=16 417b83810bflf17b30e8b0974716d37d
ah=shal key=20 a3eld5ca5d85907a35c7720e9c640d0fafbblee3
enc: spi=c999el56 esp=aes key=16 837b20£727c957£700£6c89%acbb9%e9%a9
ah=shal key=20 7f4634601d6962575c00761£7270d36a683c3d65
dec:pkts/bytes=1/16376, enc:pkts/bytes=43/7648
npu flag=03 npu rgwy=47.88.4.89 npu lgwy=172.16.200.212 npu selid=0 dec npuid=1l enc_
npuid=1

I A FE ik VPN 2t FortiGate FiEZEE = FortiGate

IR TR R F RS RRIIS R E LR IPsec VPN, MZSHl FortiGate ZFIE = FortiGate SIBIL R EIAR
VPN EZNEETH. TENZEZRAIBIMERTH:

= FGT
< il
N

{ ) por: portt
o 152 468.4. 19424 1063018024

IEEEE AR L T RS

o IFPIE= _ERFortiGateportl BIEEEARMBIHM, AWIPHIkEE ST Eportl,
. IHIFERBERE1 M AMFortiGate, HEZEM FortiGate EBIME T AFHAIEM IP ik, HEIERET
NAT Bf5. TEILLRFBIF, Z<# FortiGate f2TF NAT B5.

TEEREUTSR:

1. EZEZH FortiGates
fo &R 2 =FortiGate,
TEZSHuFNPA] BB = FortiGates Z BB ERVPNIZERE,

IETTIZHER <o

HwN

FortiOS 7.4 M B = &85/
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&R T E = FortiGate-VM BYVPN

AOE Zsi FortiGate
WNEBAEA GUI BB Al FortiGate, EHITULLTIR1E:
1. BEEZO:

a. 7f FortiOS F1, =i \Network > Interfaces (F945>#%1) o

b. “RiBportl, MRole () THIFIRS, EF “WAN' . TEIP/Network Mask (IP//4##543) FE&H,
NEZEEEEMAYIZEOM AN 10.6.30.194/255.255.255.0,

c. ‘miBportd, MRole (FBtz) THIFIRT, #%i¥ “LAN . 1% IP/Network Mask (IP//44##3) FE&H,
NEZEEARMFMAEOBN: 192.168.4.194/255.255.255.0,

2. BEERSEBLUEEEEEMN:

m i N\Network >Static Routes (FJ45>E#25E8/)

a.

b
c
d.
e. TEGatewayAddress (PxX#h4t) FE&H, AN 10.6.30.254,

. BFCreate New (37#) ,
. fEDestination (HF9#f) FEH, %N 0.0.0.0/0.0.0.0

Minterface (#[CJ) THi5IZRA, #E#FEportl,

3. B2E IPsec VPN:
sE#HN VPN > IPsec Wizard (VPN > IPsec (1S, )
b. & VPNIEE:

a.

i

ii.
iii.
iv.

EName (B#7) FEHR, WMNFIERET,

Template Type (1R#REH) , RixAZR Site to Site (WBmEIHR) -

NAT Configuration (Z#2igasE%) , EEE “FortiGate”

NAT Configuration (NATEIE) , 1Ei%&$ZE This site is behind NAT (UtibmiEETF NATEE) -« 8

thNext (F—#) o $H347sH FortiGate EHIMNN IP kYR S8R, 1E%EFENo NAT between
sites (iR Z /67 NAT) o

EoBAuthentication (B4 35F) :

i

ii.
iii.
iv,

V.

Remote Device (iZf£iR#) , VEE$EIPAddress (IP#i4L)

7£IP Address (IP#4F) —T—Ex':F', BN 47.254.43.106, LtABIE=FortiGateiZportlF2MIPHIL,
MOutgoing Interface (Hiz#EO) ThiFIRF, %4F portl,

Authentication Method (S1#32iF5%) , 1&i%E Pre-shared Key (FIRZZ1H) o

T Pre-shared Key (FIRZZ%) FEH, $iN123456, RHENext (F—#) .

d. EEEPol/cy &Routing (FEEEFIEEH) :

MLocal Interface (Z#9#EL]) THI5IRH, %% portd, LUEA 192.168.4.0/24 BhiEFE Local
Subnets (ZKHF) FE&o

fERemote Subnets (FEFR) FELH, N 192.168.4.0/24, Lt AFRIEZ FortiGate portl FR,
Internet Access (BBXiG1E]) , 1B %&ENone (GE) . BifiCreate (B1E) .

58 CLI EEE4sith FortiGate, iBHITLATHRME:
1. REREO:

config system interface
edit "portl"

set vdom "root"

set ip 10.6.30.194 255.255.255.0

set allowaccess ping https ssh http fgfm
set type physical

set role wan

FortiOS 7.4 M B = &85/
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ERFRIE = FortiGate-VM HIVPN

set snmp-index 1

next

edit "port4
set vdom "root"
set ip 192.168.4.194 255.255.255.0
set allowaccess ping https ssh snmp fgfm ftm
set type physical
set device-identification enable
set lldp-transmission enable
set role lan
set snmp-index 4

next

end

2. EEERERBMAVESEKEG:

config router static
edit 1
set gateway 10.6.30.254
set device "portl"
next
end

3. BZE IPsec VPN:

config vpn ipsec phasel-interface
edit "to_ali"
set interface "portl"
set peertype any
set net-device enable
set proposal aesl28-sha256 aes256-sha256 aesl28-shal aes256-shal
set comments "VPN: to _ali (Created by VPN wizard)"
set wizard-type static-fortigate
set remote-gw 47.254.43.106
set psksecret xxxxxx
next
end
config vpn ipsec phase2-interface
edit "to ali"
set phaselname "to ali"
set proposal aesl28-shal aes256-shal aesl28-sha256 aes256-sha256 aesl28gcm
aes256gcm chacha20polyl1305
set comments "VPN: to_ali (Created by VPN wizard)"
set src-addr-type name
set dst-addr-type name
set src-name "to ali local"
set dst-name "to ali remote"
next
end
config router static
edit 2

FortiOS 7.4 M B = &85/
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set device "to ali"
set comment "VPN: to ali (Created by VPN wizard)"
set dstaddr "to_ali remote"
next
edit 3
set distance 254
set comment "VPN: to ali (Created by VPN wizard)"
set blackhole enable
set dstaddr "to ali remote"
next
end
config firewall policy
edit 1
set name "vpn to _ali local"
set uuid c6b2d36e-6c65-51e9-5a78-9a0881a0b07c
set srcintf "port4"
set dstintf "to ali"
set srcaddr "to _ali local"
set dstaddr "to_ali remote"
set action accept
set schedule "always"
set service "ALL"
set comments "VPN: to ali (Created by VPN wizard)"
next
edit 2
set name "vpn to ali remote"
set uuid c6bfl26e-6c65-51e9-8652-cb88546929b4
set srcintf "to_ali"
set dstintf "port4"
set srcaddr "to ali remote"
set dstaddr "to_ali local"
set action accept
set schedule "always"
set service "ALL"
set comments "VPN: to_ali (Created by VPN wizard)"
next
end

AdEPI 2R = FortiGate

WNE{EH GUI BEE AliCloud FortiGate, EHAITLATIRME:

1. BEEO:

a. 7f FortiOS /1, s=izi# N\Network > Interfaces (P45>#%01) o
b. YmiBportl,
MRole (&) ThiF|&RS, EFE “LAN .
d W1RAddressing mode (F4tEzt) x%jj DHCP, B FortiGate RIZIHHE S ECHY IP ik,

FortiOS 7.4 M B = &85/
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2. BBE |

Psec VPN:

a. =EFEHEN VPN >IPsec Wizard (VPN >IPsec [GS) .
b. & VPN RE:

i.

ii.
iii.
iv.

fEName (Z#) FEH, MNFIERT.

Template Type (12#RE%) , BEF “ihmFifm (Siteto Site) 7 o

Remote Device Type (iZfeig&s£%) , iFikiE “FortiGate”

NAT Configuration (NATEZE) , &%&E The remote site is behind NAT (ZFEibm{iF NATZ
/&) o BifiNext (F—2%)

c. EEBAuthentication (B4 &IiF) H&:

MIncoming Interface (A\i4#0) THIFIZFRP, iE#F portl,
Authentication Method (B17%2iF75,%) , 1Ri%EE Pre-shared Key (FiRZEZA) o
. TEPre-shared Key (FIRZEZH) TP, WAN123456, B Next (F—2#) o

d. E2EPolicy & Routing (FRBEFIESH)

NTER

MLocal Interface (ZHifEL) THIFIRSF, EHFEportl, LR 192.168.4.0/24 BafiEztLocal
Subnets (ZHIF) FEL

. TERemote Subnets (TFEFR) FE&H, N 192.168.4.0/24, kA7 FortiGate port4 FM,
“Internet Access (BEEMIEIE]) ” , 1EE&EENone (CE) . BihCreate (1)

CLIEREPTE =FortiGate, EHITLL TIRIE:

1. EREEOFHIR FortiGate AIFIE B9 ECZHY IP Hdt:

conf

end

diag
IP=1

2. iZE |

ig system interface
edit "portl"
set vdom "root"
set mode dhcp
set allowaccess ping https ssh fgfm
set type physical
set device-identification enable
set lldp-transmission enable
set role lan
set snmp-index 1
next

nose ip address list
92.168.0.177->192.168.0.177/255.255.255.0 index=3 devname=portl

Psec VPN:

config vpn ipsec phasel-interface

edit "to_ local"
set type dynamic
set interface "portl"
set peertype any
set net-device enable
set proposal aesl28-sha256 aes256-sha256 aesl28-shal aes256-shal
set dpd on-idle
set comments "VPN: to local (Created by VPN wizard)"
set wizard-type dialup-fortigate
set psksecret xxxxxx

FortiOS 7.4 M B = &85/
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set dpd-retryinterval 60
next
end
config vpn ipsec phase2-interface
edit "to local"
set phaselname "to local"
set proposal aesl28-shal aes256-shal aesl28-sha256 aes256-sha256 aesl28gcm
aes256gcm chacha20polyl1305
set comments "VPN: to local (Created by VPN wizard)"
set src-addr-type name
set dst-addr-type name
set src-name "to local local"
set dst-name "to local remote"
next
end
config firewall policy
edit 1
set name "vpn to local local"
set uuid e07aaa72-833c-51e9-ad33-4cle96bb56da
set srcintf "portl"
set dstintf "to local"
set srcaddr "to_local local"
set dstaddr "to local remote"
set action accept
set schedule "always"
set service "ALL"
set comments "VPN: to local (Created by VPN wizard)"
next
edit 2
set name "vpn to local remote"
set uuid e086b2b8-833c-51e9-3aaf-49%9e3cd4c5c70
set srcintf "to_ local"
set dstintf "portl"
set srcaddr "to local remote"
set dstaddr "to local local"
set action accept
set schedule "always"
set service "ALL"
set comments "VPN: to local (Created by VPN wizard)"
next
end

INTRTE FortiGates Z[E]BIE VPN &R, BHRITUUTRE:

BESXHE, BEEEMAH FortiGate B,
1. 7E7KH#h FortiGate EAY FortiOS AR, mzi#k N\ Monitor> IPsec Monitor (X%#5> IPsec %#%) o
2. BEEQIEMRRE,

FortiOS 7.4 M B = &85/
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3. B&HBringUp (Bah) » BREERBEH.

& Refresh * | Q Locate on VPN Map

Name % Type Remote Gateway Peer ID Incaming Data Outgoing Data Phase 1 Phase 2 Selectors

© to_ali £33 Site to Site - FortiGate  47.254.43.106 FA46KB 4452K8 to_ali © to_ali

4, 7EFE=FortiGate LBIFortiOSH, sdsMonitor> IPsec Monitor (M5#5> IPsec #5#5) , WiEBEEEE B,

T Refresh Bring Up Bring D Q Locate on VPN Map

Neme Type Remote Gateway Peer ID Incoming Data Outgoing Data Phase 1 Phase 2 Selectors

© tolocal 0 &1 Dialup-FortiGate  208.91.114.1 12659kB 59.34kB to_local © to_local
BT S, ERITLATRIE:

1. UTEEERAH FortiGate VPN BUIRES:

FGT-194-Levell # diagnose vpn ike gateway list
vd: root/0
name: to_ali
version: 1
interface: portl 3
addr: 10.6.30.194:4500 -> 47.254.43.106:4500
created: 4057s ago
nat: me peer
IKE SA: created 1/1 established 1/1 time 21180/21180/21180 ms
IPsec SA: created 1/3 -established 1/3 time 20/26/30 ms
id/spi: 2 £d018d163ea303aa/9d7a245f889%¢eebc4
direction: initiator
status: established 4057-4036s ago = 21180ms
proposal: aesl28-sha256
key: c7bab4dd8883b727-3b249220088216£8
lifetime/rekey: 86400/82063
DPD sent/recv: 00000000/00000009
FGT-194-Levell # diagnose vpn tunnel list
list all ipsec tunnel in vd O
name=to_ali ver=1l serial=1 10.6.30.194:4500->47.254.43.106:4500 dst mtu=1500
bound if=3 lgwy=static/1l tun=intf/0 mode=auto/l encap=none/528 options
[0210]=create dev frag-rfc accept traffic=1l
proxyid num=1 child num=0 refcnt=14 ilast=0 olast=0 ad=/0
stat: rxp=3382 txp=3404 rxb=432896 txb=204240
dpd: mode=on-demand on=1 1dle=20000ms retry=3 count=0 seqno=0
natt: mode=keepalive draft=32 interval=10 remote port=4500
proxyid=to_ali proto=0 sa=1 ref=2 serial=3
src: 0:192.168.4.0/255.255.255.0:0
dst: 0:192.168.0.0/255.255.255.0:0
SA: ref=3 options=10226 type=00 soft=0 mtu=1422 expire=39471/0B replaywin=2048
seqno=dl4 esn=0 replaywin lastseg=00000d0d itn=0 gat=0
life: type=01 bytes=0/0 timeout=42903/43200
dec: spi=8427cedl esp=aes key=16 961323608ef02clllced4cc393cd79293
ah=shal key=20 9cffabaa0163df6a%92e1917e£fa333148b58ff9%da
enc: spi=e2723047 esp=aes key=16 £93b233906039c179924923a4£f09%ebae
ah=shal key=20 c2c6225e26927de6381bf44c6ccdedla325e2e27
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dec:pkts/bytes=3325/199500, enc:pkts/bytes=3347/428416
2. UTEEERME=FortiGate VPNIRZ:

FGT-ALIONDEMAND # diagnose vpn ike gateway list
vd: root/0
name: to local 0
version: 1
interface: portl 3
addr: 192.168.0.177:4500 -> 208.91.114.1:64916
created: 4103s ago
nat: me peer
IKE SA: created 1/1 established 1/1 time 120/120/120 ms
IPsec SA: created 1/3 established 1/3 time 20/26/30 ms
id/spi: 0 £d018d163ea303aa/9d7a245£889%¢eebc4d
direction: responder
status: established 4103-4103s ago = 120ms
proposal: aesl28-sha256
key: c7bab4dd8883b727-3b249220088216£8
lifetime/rekey: 86400/82026
DPD sent/recv: 00000009/00000000
FGT-ALIONDEMAND # diagnose vpn tunnel list
list all ipsec tunnel in vd 0
name=to local ver=1 serial=1 192.168.0.177:0->0.0.0.0:0 dst mtu=0
bound if=3 lgwy=static/1l tun=intf/0 mode=dialup/2 encap=none/528 options
[0210]=create_dev frag-rfc accept traffic=1l
proxyid num=0 child num=1 refcnt=11 ilast=4118 olast=4118 ad=/0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-idle on=0 i1dle=60000ms retry=3 count=0 seqgno=0
natt: mode=none draft=0 interval=0 remote port=0
name=to_local 0 ver=1 serial=2 192.168.0.177:4500->208.91.114.1:64916 dst mtu=1500
bound if=3 lgwy=static/1l tun=intf/0 mode=dial inst/3 encap=none/976 options
[03d0]=create_dev no-sysctl rgwy-chg rport-chg frag-rfc accept traffic=1
parent=to local index=0
proxyid num=1 child num=0 refcnt=14 ilast=0 olast=0 ad=/0
stat: rxp=3459 txp=3459 rxb=442752 txb=207540
dpd: mode=on-idle on=1 idle=60000ms retry=3 count=0 seqno=9
natt: mode=keepalive draft=32 interval=10 remote port=64916
proxyid=to local proto=0 sa=1 ref=2 serial=3 add-route
src: 0:192.168.0.0/255.255.255.0:0
dst: 0:192.168.4.0/255.255.255.0:0
SA: ref=3 options=282 type=00 soft=0 mtu=1422 expire=39694/0B replaywin=2048
segno=d4b esn=0 replaywin lastseg=00000d52 itn=0 gat=0
life: type=01 bytes=0/0 timeout=43187/43200
dec: spi=e2723047 esp=aes key=16 £93b233906039c179924923a4f09%ebae
ah=shal key=20 c2c6225e26927de6381bfd44cb6ccdbd0al325e2e27
enc: spi=8427ced4l esp=aes key=16 961323608ef02clllced4cc393cd79293
ah=shal key=20 9cffabaal0l63df6a92el1917efa333148b58f£f9%da
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dec:pkts/bytes=3402/204120, enc:pkts/bytes=3402/435456
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