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About FortiManager for AliCloud

FortiManager provides security-operationalized visibility across your Fortinet Security Fabric and enables true security
effectiveness and foresight to identify and understand the scope of threats. It also facilitates actionable responses and
remediation of risks.

Quantifiable security solution information produces measurable accountability and uses those ratings to compare your
security preparedness internally and to that of your industry peers.

Centralized change management helps you update policies and objects, maintain provisioning templates and easily
configure changes to your APs, switches, SD-WAN and SDN connectors and more, to mitigate security events and apply
configuration changes and policy updates.

Network administrators can better control their network by logically grouping devices into administrative domains
(ADOMSs), effectively applying policies and distributing content security/firmware updates. FortiManager is one of
several versatile network security management products that provide diverse deployment types, growth flexibility,
advanced customization through APIs, and simple licensing, all through central management and configuration.

Instance type support

You can deploy FortiManager for AliCloud as VM instances. Supported machine types may change without notice.

Region support

FortiManager-VM is available for purchase in all the regions/datacenters that the AliCloud global marketplace covers.
Available regions are:

« Hong Kong

« Asia Pacific SE 1 (Singapore)
« US East 1 (Virginia)

« Asia Pacific NE 1 (Tokyo)

+« US West 1 (Silicon Valley)

« EU Central 1 (Frankfurt)

« Middle East 1 (Dubai)

« Asia Pacific SE 2 (Sydney)

o Asia Pacific SE 3 (Kuala Lumpur)
« Asia Pacific SOU 1 (Mumbai)
« Asia Pacific SE 5 (Jakarta)

« North China 1

o North China 2

o China North 3 (Zhangjiakou)
o China North 5 (Huhehaote)
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About FortiManager for AliCloud

« East China1
o East China2
e South China 1

Models

FortiManager-VM is licensed based on the number of managed devices, amount of logging per day, and storage

capacity. Refer to price lists and order SKUs available through your resellers/distributors. These are also referred to as
bring your own license (BYOL) models.

You can deploy FortiManager-VM using different CPU and RAM sizes and launch instances on various private and
public cloud platforms.

Licensing
You must have a license to deploy FortiManager for AliCloud.

Creating a support account

To make use of Fortinet technical support and ensure products function properly, you must complete certain steps to
activate your entitlement. The Fortinet support team can identify your registration in the system thereafter.

First, if you do not have a Fortinet account, you can create one.

To create a support account:

Deploy and boot up the FortiManager-VM instance, and log in to the FortiManager GUI management console.
On the Dashboard, copy the VM serial number.

Go to Fortinet Service & Support and create a new account or log in with an existing account.

Go to Asset > Register/Activate to start the registration process.

In the Specify Registration Code field, enter the serial number, and select Next to continue registering the
product. Enter your details in the other fields.

6. After completing registration, contact Fortinet Customer Support and provide the serial number for your
FortiManager instance and the email address associated with your Fortinet account.

o Db

Registering and downloading licenses

After you purchase a license or obtain an evaluation license (60-day term), you will receive a PDF with an activation
code.
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About FortiManager for AliCloud

To register and download the license:

1. Goto Fortinet Service & Support and create a new account or log in with an existing account.

2. Goto Asset > Register/Activate to start the registration process. In the Specify Registration Code field, enter
your license activation code and select Next to continue registering the product. Enter your details in the other
fields.

3. Atthe end of the registration process, download the license (.lic) file to your computer. You will upload this license
later to activate the FortiManager-VM.

After registering a license, Fortinet servers may take up to 30 minutes to fully recognize the new license. When you
upload the license (.lic) file to activate the FortiManager-VM, if you get an error that the license is invalid, wait 30
minutes and try again.
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Deploying FortiManager on AliCloud

Obtaining the deployment image

To obtain the deployment image:

Go to the Fortinet support site and log in.
Go to Download > VM Images.

Under Select Product, select FortiManager.
Under Select Platform, select AliCloud.
Download the deployment package file.

ok DD

Uploading the FortiManager installer to AliCloud

To upload the FortiManager installer to AliCloud:

1. Login to Alibaba Cloud.
2. Goto Console > Object Storage Service.

Q Message®*iilling Management More  English @

Indonesia Data Center

- Coming Soon '
security  AccessKey

L]
. 55D Cloud Server on ECS
- Products & Servi
a
ApsaraDB torage & CON tetwork
® ApsaraDB for RDS & Object Storage Service & Virtual Private Cloud Getting Started
$0.99/month Build Your Website in ...
a & Server Load Balancer 3 ApsaraCB for MongoDB @ NAS A Server Load Balancer $0.99/menth Build Your Website ir
=
e W Auto scaling % ApsaraDe for Redis 4 Table store @ NAT Gateway
How to Deploy a WordPress Instanc.
L ® c & ApsaraDB for Memcache > Alibaba Cloud €DN & Elastic P Address
® Container Registry HITSDB{High-Performance Time Series Databa. 4 Dynamic Route for CON % Express Connect
% Resource Orchestration Service @ HybridDa for PostgresQL @ Cloud Storage Gateway @ VPN Gateway
Latest Activities
@ Batch Compute # Data Transmission Service % Hybrid Backup Recovery X Alibaba Cloud CON

Alibaba Cloud MVP Program

&  Function Compute @ Database Backup Service ) o £ Smart Access Gateway
B eHPC Distribute Relational Database Service = CloudMonitor ® Cloud Enterprise Network win Tickets to CES 2018
& simple Application Server & Resource Access Management

Cloud Communicat
& Elastic Container Instance S Message Notification Service @ ActionTiail @ Log Service Tech Share

* Direct Mail & Key Management Service > Direct Mail
% E-MapReduce © shart Message Service or A APl Gateway

Customer Feedback

@ HybridDB for PostgreSOL & DataWorks ® loT Platform
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Deploying FortiManager on AliCloud

3. Click Create Bucket.

More  Engli

Basic Statistics

main account for clor ege

Pl 1y 055 Paths i
& Used storage cluding ECS Snapshats)
o

0 Byte

Create Bucket
MoM ~ DOD

Basic Settings

~ bd Domain Names
Binds an 055 bucket to a self-hosted domain name
° and supports Alibaba Cloud CON,

(Authorization to RAM

@ Security Tok

Accounts)
Enables you to grant temporary access permissions
10 RAM accounts through RAM and 5T,

Data Processing

Log Service
Helps you analyze your massive log datasets.

Data Lake Analytics
® ’

Analyzes your data on 0SS easily by using SQL. The
new serverless architecture eliminates the need for
purchasing eloud instances, instead being charged
per guery.

ta in the Overview page statistics the buckets which currantly exist. It is delayed for two to three hours and only for reference.For sub-account, if data not available, consult t

Traffic This Month

0 Byte

Intemet outbound traffic 1ast month: 0 Byte

Intemet Outhound Traffic

=, Event Notification

Configures MNS event notification (callback] and
enables youto stay updated with bucket events

MaxCompute

Allows you to query and compute massive datasets
including structured, semi-structured, and
unstructured data

4. Configure the settings for the bucket and click OK.

Create Bucket

Note: Storage Class and or
is created.

Bucket Name

fortialiyun

Region

S (Silicon Valley)

Endpoint

Storage Class

Access Control List (ACL) Public Read

5. Click the newly created bucket.
6. Click Files.
7. Click Upload.
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7) Create a bucket >

cannot be changed after the bucket

Archive

Public Read,Write

Requests ThisMonth  Read request

0

Requests lastmonth: 0

[ Cross-Region Replication (CRR)

Aliows for synchronization and backup of objects
across buckets in different regions

(G Image Processing

Enables you to alter your images saved on 055, such
as adding watermarks, scaling, and cropping.

Get Started Learning Path Developer Guide

No buckets

Create Bucket

0 alarm rules; 0 triggered: 0warnings: 0 disabled @

Manage

Official Tool

Data online migration (Public Beta) [N

ig supports the migration of third-party source
stations (data} to 0SS; and supports data migration between buckets and
cross-account data migration.

05SBrowser Client Taol
055 file client management tool. Support file management, support large
files, folder bulk upload.

085Ut CLI management tool

Manage 055
functions.

Provides buckst and Obje

055Probe troubleshooter

Itis a detection too for oss access, which s used ta troubleshoot
roblems caused by network failure or basic parameter setting during
uploading and downloading. Help users quickly locate problems.

Moren



Deploying FortiManager on AliCloud

8. Drag and drop the VM file to the bucket.

Upload X
Upload To Specified
oss://fortialiyun/
File ACL Inherited from Bucke Private Public Read Public Read/Write
Upload

name must be 1 to 1023 byte

4. Aname cannot start with a slash / or consecutive backslash

Note, file with the same name in the Bucket will be replaced by uploaded file

9. Click the uploaded file and copy the URL.

English (el
Object Storage Ser-- fortialiyun Access Control List (ACL) Prival  Preview X
Overview Querview Files Basic Settings Domain Names Image Processing  Event Notification Basic Statistics Ranking Statistics  API 5t
MyOSS Paths +

ad Create Folder Fragments Autherize Batch operation Refresh Selected: 1/ 1

X fortimanageraliyun

Buckes + O & B = File/Object Name o p—
Bucket Hame G A
e B fmggcowz 102.301M8 standa

» fazbucket

» fhua-bucket-1

» fmgali-bucket

» fortimanagersliyun
« fortinet-marketplace
Ol FileName test/fmg qeowa

= jcripps-test-bucket
Tag  06CBIDABIBA4TSDAABACFAI3LODFO2TC

» peui-bucket
Validity Period &

» peui-bucketd IEatonds) 3600
12 \
usentres (@)

uRL

Type  application/octet-stream
FileACL  Inherited from Bucket

& Upload Complete Storage Class Standard
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Deploying FortiManager on AliCloud

Configuring a virtual private cloud

To configure a virtual private cloud:

1. Goto VPCs. Click Create VPC.

“8iling Management

Pe
Route Tables
o Instance [D/Narme 1Pud CIDR Biock Status Defauil VPC Roule Tabe Vswich Actons
VSnitches
= oy POROZmBAGTD
o e - . . Ve oot
Data Transier Pian
) e 8001 — P —
A i 19216000116 o ausians s Manage Osse
 Blastic P Addresses
B VPEAISIZBCeNT Iz 100008  Avalable 2 10 Manage Delete
= peuvpe
NAT Gateways
L 2 1680011 » Avalianie Mana -
I 19216800116 D 1 3 anage Deete
- VBN .
WCINGETTLechdphe20ye .
! Mvaitabie 2 Manage Deete
Fapeons 100008 o valla 1 anage Dele
s 172200016 » Availabie Yes 1 1 Mangge Detete
IPsec Connet
SlEomaiEh 100008 o Auailabie 1 1 Manage Deete
162225
Chient 2uL2x220spe 102168.0016  Avaiable 1 o Mansge Delats
HAVIP AGOresses
72z telytedla 100008  Avaiable 1 1 Manage Delete
FiowtLog <
¥ Quick Links: . ot
“ 21a27pibedy 192 168,006 » Avaiable 1 3 Manage Delete
fortigatevpe
10 . 2 Nex
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Deploying FortiManager on AliCloud

2. Enter a name for the virtual private cloud (VPC). Configure the settings as required and click OK.

Crealte VPC X
VPC
Region
US (Silicon Valley)
« Name
wpe 6/128 ()

« IPv4 CIDR Block

192.168.0.0/16 ~

Description
0/256
Vswitch

« Name

switch 9/128
« Zone

Silicon Valley Zone A ~
Zone Resource
ECS @ RDS @ S8 ()

« IPv4 CIDR Block

192 . 168 - 0 . 0 | 24 ~

Number of Available Private IPs
252

Description

Creating the FortiManager deployment image

The following procedure applies only if you are uploading a custom image. To deploy FortiManager from the
Marketplace directly, go to Creating an instance on page 15.
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Deploying FortiManager on AliCloud

To create the FortiManager deployment image:

1. Goto Snapshot and Images > Custom Images.

Home @& US (Silicon Valley) = Q  Message® 4 illing Management  More  English 6
Elastic Compute Serv... | Images % Create custom image from snapshot 53 Import Image
=
auerview
Images ublic Images  Share Image
Instances
- e e Note: Curently, t ature is free to use. Tou have alre d 36 custom images. You can stll reate 664 custom images. Images are rom snapshots. Because the snapshot service is a paid service, your images will incur snapshot fees

In
L3

Auto Scaling

Reserved Instancef /]
,, image Name v g

Elastic Container In...

HPC Clusters.

merj9gmudfiocibzahudazd @ Createlnstance  Delete Image | Modify Description

% D customimages  Others Linux 648t April 9, 2019, 10:40 mvailable  100%
Ml - clock swrage fmg-b1047 Related Instances | Copylmage | Share Image
@
Disks
— Create Inst Delete Image | Modify Descriptio
o e mjadushesoyhwroszisl @ % A Customimages  Others Linux B4t April 6, 2019, 16:31 Available  100% rasalnctanca | Dokta lmog oIy Daccription
il fhua-byol-v60-b0260 - Related Instances | Copylmage | Share Image
[ ]

) v eateinstance | Delete Image dify Descrip
meigexsybsefpiavmrial @ % A customimages  Others Linu 6aBit April 6, 2019, 16:23 avallable  100% Createlnstance - Deleteimage | Modiy Bescripton
fhua-ond-v60-b0260 Related Instances | Copylmage | Share Image

= ’ ykIvmiz30is € nce ete Image ify Descript
Custom Images mrrjsdbfihoyk3vmizavis @ % Q4 Cusomimages  Others Uinux sasit April 5. 2019, 16:13 avalable  100% Createnstance | Delete Image | Modify Description
peui-cloudinit? Related Instances | Copylmage = Share Image
~ Networks and Securi
€ 1907 cate Instance ete Image | Modify Descriptior
= mj9979dmhhewnmzzigar & % A Customimages  Others Linux BBt April 4. 2019, 11:11 mailable  100% Createlnstance | Deleteimage | Modify Description
fhua-byohv62-60866 Related Instances | Copylmage = Share Image
Security Groups
SSH Key Pair ’ V67 30 reate Instance 3 ity Descriptio
mSgfslganveT9xecia O % A Cusomimages  Customized Lnux  6aBR March 4, 2019, 17:09 Buailable  100% Crestainstance | Deten Modify Description
. ZhmfGTE2 Related Instances | Copylmage | Share Image
ployment Sets 9
-
. 22477 ) Createinstance | Delete image | Modify Descript
m-j9gzererx2ad775297 @ % A Cusomimages  Others Linux G4t February 28, 2019, 18:44 available  100% reate Instand clete mag odlfy bescrioton
EP fmg-01011 Related Instances | Copyimage | Share Image
Cloud Assistant
. wed2mosbmago2 Createinstance | Delete Image | Modify Descript
B mrjbowiqudlmosbmata2 @ » A CustomImages Others Linux 4Bt February 27, 2019, 15:27 Available  100% feate Instane elete Imags odrty Bescription
jiagnosis fazimage1010 felated instances | Copyimage | Share image
Tags
. 2gpay Create inst Delete mage | Modify Descrpt
Tasks miShazaikid3gpaysiog @ % A Customimages  Others Linux GaBit Fabruary 25, 2019, 15:16 Ausilable  100% reate Instanes mag odify Descriprion
farl800-1 Related Instances | Cop Share Image
merjo3atpalbsedaglield O a A Cuctam Imanac Obhare Finuy RARt Eahrian 38 3070 1121 Mailabla 1n0m Createinstonce | DeleteImage | Modify Description

2. Click Import Image. Configure the settings in the Import Image screen. Configure the following settings:

o OSS Object Address - paste the URL from step 9 in Uploading the FortiManager installer to AliCloud on page 7
into OSS Object Address.

« Image Name - specify a name for the image.

o Operating System - select Linux.

« System Disk Size - select the minimum disk size as 40 GB.
« System Architecture - select x86_64.

« Platform - select Other Linux.

« Image Format - select QCOW2.

FortiManager 6.4 AliCloud Cookbook
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Deploying FortiManager on AliCloud

Import Image & Import custom image

* Region of Image:

* 0SS Object Address:

*Image Name:

* Operating System:

* System Disk Size (GB):

* System Architecture:

* Platform:

Image Format:

Image Description:

3. Click OK.

Creating security groups

Us (silicon Valley)

| URL https://fortialiyun.oss-us-west-

fortialiyun

Linux v

>.Confirm Address

How to get the address of 0SS files

|4|J

40 to 500 GB for Windows and 40 to 500 GB for Linux.

x86_64 v
Others Linux v
Qcowz v

Add Data Disk Image

To create security groups:

n Cancel

1. Goto Elastic Compute Service > Network and Security.
2. Click Security Groups.
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Deploying FortiManager on AliCloud

3. Click Create Security Group.

1 Valley) =

Security Groups

Elastic Compute Serv...

9% 5illing

Security groups

=
Overview =
v Instances
~ Launch Templates D T P R D
Reserved InstanceTT
s 3ugnmdacs3iytam VPC-T19gevVbUTI n Madify | Clone Security G Restore Rul
a 0 119513vgnmdace 3yt L 6 1994 vEC April 1, 2018, 12:14 This is used by kuber v A e e
Auto Scaling kes_sg ZhmuRCL Manage Instances  Add Rules | Manage ENis
Elastic Container |
sg-riSgyfeB6sz37c2gyBl §  vPeiohg2iflechxipke20yd i Modify | Clone Security Group | Restare Rules
" N ] 2000 vPC March 5, 2019, 12:09 null
HPC Clusters null jkatovpeooL ¢ Manage Instances | Add Rules | Manage ENis
= Block Storage
)
@ 5 1 080 h odi e Security Group store Rules
Disks 59-1186iglInslago70clpe & (Poritaivbui0ttanantmh 1989 vec march &, 2019, 13:22 System created securit Modify | clone Security Group | - Restore Rules
sg_zhmvpel ZhmvPCL Manage Instances | Add Rules | Manage ENs
BN * Snapshots and Images
rigdb3ly . 1 i i e Security G Restore Rules
° ] sg-rigdbalulnsmmawwpagy & EeiTAbsLaichel . - Fabruary 8, 2016, 1488 Systom crustad securt Modify | Clone Security Group | Restore Rule:
sg-rigdb3luinsmmaqwwpadg. Fotivee Manage Instances | Add Rules | Manage ENIs
Snapshot Chains
napsho.. . 3Becw 1jokkT. Tplfvs Modify ne Security Group  Restore Rules
atic Snap: Sg-1j90bpBkaBBecuAwSak . i9kkTicos212Tpnvay 2000 - February 6, 20191025 - odify | Clone Security Group  Restore Rul
- prisecgm fortigatevpc Manage Instances | Add Rules | Manage ENis
Custom Images
~ Networks and Securi... . . 1/9992tBeqexTsaxi27 Modi ne Security Group store A
sgriSlvicogmmBculBucob §  VPCTS0OBCqETSMRIY 107 e sy 7, 2015, 1451 . Madify | Clone Security Group | Restore Rules
ENI peui-sg Ppeui-vpe Manage Instances | Add Rules = Manage ENis
Security Groups
-rj99fi725u035{3jcw: 19ghxs15 19r83vh Modi Clone Security Group | Restore Rul
i . 55-1{99RT25U035]jcwsE v oS iomevkrseIvh 1008 e oy 3. 2015, 1051 . odify lone Security Group | Restore Rules
SSH Key Pair faztest azvpe Manage Instances | Add Rules | Manage ENIs
loyment Sets
v . v SpROCrewh2exkow Mao: Clone Security Graup tore Rul
e sg-rigbdnlickm@xhdadkfy & ECTogsSOTCHeoNss 2000 e Decamber 16, 2018, 2337 System created securit dify lane Security Graup store Rules
- sg-rjgbdnlickm@xhdadkf... EmpYpc Manage Instances | Add Rules | Manage ENis
e
rj9g5Tev s vpc righg2 TFiechxapke20 Madi Clone Security Group  Restore Rules
Cloud Assist £9-118957eulr551146226n s PeTne Phez0¥s o 2000 vee December 7, 2018, 14:31  System created securit ¥ v aroun
5g-1j9957ev 1551646226 Jalovpcool Manage Instances | Add Rules | Manage ENls
Diagnesis
5o 5 ghsI9omavkrarsavh M Clone Security Gr Restore Rul
= oiisbpsaxskygadizal % PontanelBomavier 1 1008 veC November 20, 2018, 11:27  System created securit odlfy one Security Sroitp | Restors fules
~ sg-rj8bpSaxSkwylgqdizg Ravpc Manage Instances | Add Rules ~ Manage ENis
Tasks

4. Configure the security group and click OK.

Create Security Group @ Creating security group

Template; Web Server Linux

* Security Group
Name:

security-group-20190416

The name can be 2 to 128 characters in length and can contain periods (.),

underscores (_), and hyphens (

number

Description Security Group

It can be 2 to 256 characters in length and cannot start w

cannot start with a special character or

th http:// or https:

Network Type: VPC v
*WPC vpc-1j917gbs081puvicbvnol = | Create VPC
Tag o - enter a ne -~

Ingress

Egress

0.0.0.0/0 TCP 80/80 Allow
0.0.0.0/0 TCP 4437443 Allow
0.0.0.0/0 TCP 22/22 Allow
0.0.0.0/0 ICMP -151 Allow

n Cancel
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Deploying FortiManager on AliCloud

5. Click Create Rules Now.

Notes

After creating a security group. we recommend that you immediately create
security group rules. Otherwise, you may not be able to access the internal
network or Internet.

Create Rules Now Close

6. Click Add Security Group Rule.

=) Home 1 Message®® Uilling Management  More  English @

< security-group-2019041... « sl Back

Security Group Rules

Ingress. Outbound 2 import Rules & Export Rules
Instances in Securit

. ENls in Security Gro...

a Allow Customized TCP 22122 1Pya CIDR Block 00000 - 1 april 16, 2019, 12:04 Modify | Clone | Delets
Allow Customized TCP 443/243 1PV4 CIDR Block 00000 - 1 April 16, 2019, 12:04 Modify ~ Clone | Delete
Allow Customized TER 80/80 IPy4 CIDR Block 00000 - 1 April 16, 2019, 12:04 Modify | Clone | Delate
Allow AllICMP (1Pud] 1 1Py4 CIDR Block 0.0.0.0/0 - 1 April 16, 2019, 12:04 Modify  Clone | Delete

-

L ]

7. Configure the settings as per your network infrastructure and click OK.

Add Security Group Rule @ Add security group rules

NIC: terna
Rule Direction: Ingress v
Action: Allow M
Protocol Type: Customized TCP v
Priority: 1 Ui ]
Authorization Type: IPv4 CIDR Bloc v
* Authorization 0.0.0.0/0 0 Tutorial
Objects:
Description:

racters in length and cannot

n Cancel

Creating an instance

FortiManager can be deployed in the following ways:

o Goto Alibaba Cloud > Marketplace and choose FortiManager. Click Choose Your Plan and continue from step 2
described below.

FortiManager 6.4 AliCloud Cookbook
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Deploying FortiManager on AliCloud

« Create a deployment image as described in Creating the FortiManager deployment image on page 11 and follow
the steps below.

To create an instance:

1. Go to Elastic Computer Service > Instances, and click Create Instance.

Q  Message®Hilling Management  More  English 9

N summary Operation reference
Elastic Compute Serv...
Instances Snapshols
=
Overview Total Running Expire Soan Expired Snapshot Size Total Common Operation
v Instances
0 0 0 0 0 0 Settings Pending Tasks
& Launch Templates

Privileges & Quota Management

I Notifications

Elastic Container in... US (Silicon Valley) =] China (Hangzhou) -]

HPC Clusters

Running 0 ®  Running 0
* Block Storage No notifications need to follow
@ Recently Created 0 Recently Created 0
Disks Elastic Compute Service 0 ) Expire Soon 0 Elastic Compute Service 0 o Expire Soon 0

. @ O] "

~ Snapshots and Images

@)  Expired 0 (@) Expired 0
® Snapshots
rrrrr Ima &
. mag China (Qingdac) 1 China (Shanghai) '
~ Networks and Securi...
Enl ®  Rumning 0 %) Running 0
Securlty Groups Recently Created 0 Recently Created 0
bt Compuesemiee 0 P e Compun Srs 0 P
Deployment Sets @ Expired 0 @ Expired 0
vpC
EP

Cloud Assistant

Diagnosis Singapore =] China (Shenzhen) "
Tags
Runaing 0 %) Ruming 0
Tasks )
Recenily Created 0 Recently Created 1)
e Compunseri 0 G oo o R | P

@  Expired 0 @ Expired 0

@ Basic configurations Required)

& Billing Method S PayASYouGa cempitie Instance

in)

[ Instance Type 10-Opumized Insiance VEPL Wemory

cPU 5
P 16Gi
vCPU 15 Gbp 000 PP
eected Instance Type:  ecs sn2ne.arge (2 VCPU 8 GIB, Network Enhanced sn2ne)
aget: 1 Unins 59vCPU 341 vePU 2vCPU 170

$0.124 USD pertion

3. Select the Image uploaded in Creating the FortiManager deployment image on page 11. If you are deploying
FortiManager from the Marketplace, the image is selected automatically. Specify the storage. Create a System
Disk and a Data Disk. Click Next.
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Deploying FortiManager on AliCloud

4.

=) Ali - g -
= -] Alibaba Cloud & BingManagement  Everprise Mo B O 1 engwn (@
Elastic Compute Service (ECS)  QuickLaunch [JETSISRYIIED G Puchesetistoy [ BuyDisk [ Consok
€ acic configurations equied) Networking tem ratio ing P
BCPUs @l Intel Xean E5-2682v4 ¢ Intel Xeon(Skylake) Platinum 8163 2.8 GHz 26bps 000000 FPS
™ 18 Gif Intel Xeon 626624 / el Keon(Skylake) Platinum 8163 256z 256bps 00000 FPS
ecs. U BGE 0.5 Gbps.
o Gie 08 Gbps o
BvCPUs G 1.5 Gbos 0,000 F ‘..C.’
Sel ecs.snZne large. (2 ¥CPU 8 GiB, General Purpose Type with Enhanced Network Performance snZne)
Pus 1 Units 98 vCPUs 505 mare vCPUs car 2vCPUs. 252
B image * Public Image Gustom image Shared Image Marketplace image
or
8 storage System Disk
Uttra Disk .| 68 212010°5
lick e
Data Disk.
= unra Disk Y GIE 196010PS Quantty 2 ama Relesse with Instance  Cresta from Snapshot | Disk E
INext: Networking

$0.126 USD pertour

In Network, select the VPC and the Switch created in Configuring a virtual private cloud on page 10. In Network
Billing Method, select Assign Public IP. Select the Security Group created in Creating security groups on page 13.
Click Next.

Elastic Compute Service (ECS)  Basic [ReTSl

© Neworking mequren)

(@ Network *

VPG v/

VSwitch Zone: US W

@) Network Billing Assign public P
Method
Poy By Trafic
—@
™

© Security Group * H .
eselect Security Group

) Elastic Network detault ENI et v

Interface

$0.124 USD pertiour +
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VSwitch CIDR Black: 10.0.
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5. Add tags and select a Deployment Set. This step is optional. Click Preview.

Q Message®* Billing Management  More  English 8

© system configurations

on Credentials K g "
Instance Name: | forialiyun ™
Description
Hos fortinlyun °

For Linue based systems and other systems

Advanced (based on instance RAM roles or cloud-init)

$0.124 USD perour + peca

6. Add tags and select a Deployment Set. This step is optional. Click Preview.

Q Message ™ Billing Management M, English 6

© Gcrouping

W Togs Ta

Deployment Sat .
B y =l

$0.124 USD pertour  + z per 68
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7. Review the configuration, set an Automatic Release if required, and accept the Terms of Service

© Previen ey

£ Configurations Basic Configurations 2
Selected
Instance Type: Network Enhanced enne f sct.n2ne.|arge(2vCRU 8Gi3)
Systern Disk : Ultra Disk 4

Network: VPG vPC: fi

=5 Automatic Release Auto Release Schedule

[ Terms of Service

$0.124 USD pervour  +

£ per GB

8. Click Create Instance. The instance takes about 1 to 5 minutes to be created.

@ Activated

The instance takes about 1-5 minutes to be created. Click Back

to continue buying or Go to Console to manage instances.

Auto Scaling Service>

Change configurat You-Go instances>

Change EIP Internet bandwidth>

Connecting to the FortiManager-VM

To connect to the FortiManager-VM, you need the public IP address.

The default username is admin and the default password is the AliCloud instance ID, which is represented as a number
that you can find after locating the instance in AliCloud console.

To connect to the FortiManager-VM:

1. Click the FortiManager instance and view details to get the public IP address.
2. Locate the instance ID and copy it to the clipboard.
3. Inabrowser, go to the public IP address for the FortiManager instance.

FortiManager 6.4 AliCloud Cookbook 19
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4. Enter the following information, and press Enter:
o Login: admin

« Password: Paste the instance ID from the clipboard.

You are logged into the FortiManager GUI.
5. Change your password by following the prompts.

FortiManager 6.4 AliCloud Cookbook
Fortinet Technologies Inc.

20



Security Fabric connector integration with AliCloud

You can use FortiManager to create a Fabric connector for AliCloud, and then install the Fabric connector to FortiOS.

FortiManager Fabric connectors define the connector type and include information for FortiOS to communicate with and
authenticate with the products. In some cases the FortiGate must communicate with products through the Fabric
connector, and in other cases the FortiGate communicates directly with the products.

FortiOS works with the Fabric connector to communicate with AliCloud.

For information about Fabric connector, see the Fortinet Document Library.

Ay
S L4
q You cannot import a policy package for the Fabric connector from FortiOS to FortiManager.

Following is an overview of creating Fabric connectors for AliCloud using FortiManager:

1. Create a Fabric connector object for AliCloud. See Creating Fabric connector objects for AliCloud on page 21.

2. Import address names from Azure to the Fabric connector. See Importing address names to a Fabric connector on
page 22. FortiManager imports the address names and converts them to dynamic firewall address objects. The
objects do not include IP addresses and display in Firewall Objects > Addresses.

3. Inthe policy package in which you will be creating the new policy, create an IPv4 policy and include the firewall
address objects for AliCloud. See Creating an IP address policy on page 22.

4. |Install the policy package to FortiGate. See Installing policy packages on page 23.
FortiGate communicates with AliCloud to dynamically populate the firewall address objects with |P addresses.

Creating Fabric connector objects for AliCloud

With FortiManager, you can create a Fabric connector for AliCloud and import address names from AliCloud to
automatically create dynamic objects that you can use in policies. When you install the policies to one or more
FortiGates, FortiOS uses the information and the Fabric connector to communicate with AliCloud and dynamically
populate the objects with IP addresses.

When you create a Fabric connector for AliCloud, you specify how FortiOS can communicate with AliCloud through the
Fabric connector. As a result, you are configuring communication and authentication information for the Fabric
connector.

If you enable ADOMs, you can create multiple Fabric connectors per ADOM. However, each Fabric connector requires a
unique IP address.

This configuration requires the following:

« FortiManager with ADOM 6.4 or later.

The method that this topic describes for creating Fabric connectors requires ADOM version 6.4 or later.
« FortiManager is managing the FortiGate.
« You have configured the managed FortiGate to work with AliCloud.

FortiManager 6.4 AliCloud Cookbook 21
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Security Fabric connector integration with AliCloud

To create a Fabric connector for AliCloud:

1. Go to Fabric View > Fabric Connectors.
2. Click Create New. The Create New Fabric Connector wizard displays.
3. Under SDN, select Alibaba Cloud Service, and click Next. The Alibaba Cloud Service screen displays.
4. Configure the following options, and then click OK:
Name Enter a name for the Fabric connector object.
Type Displays Alibaba Cloud Service (ACS).
AccessKey ID Specify the Fabric connector access key ID.
AccessKey Secret Specify the Fabric connector access key secret.
Region ID Specify the Fabric connector region ID.
Update Interval (s) Specify the update interval for the Fabric connector.

Select one of the following options:
o Use Default to use the default interval.
« Specify and specify the interval.

Status Toggle Onto enable the Fabric connector object. Toggle OFF to disable the
fabric connector object.

Importing address names to a Fabric connector

After you configure a Fabric connector, you can import dynamic objects from cloud platforms, such as AliCloud, to the
Fabric connector, and dynamic firewall address objects are automatically created.

To import address names for AliCloud:

1. Goto Policy & Objects > Object Configurations.
2. Goto Security Fabric > Fabric Connectors.

3. Inthe content pane, right-click the AliCloud Fabric connector, and select Import. The Import SDN Connector
dialog displays.

4. Select the address names, and click Import. FortiManager imports the address names and converts them to
dynamic firewall address objects that display on the Firewall Objects > Addresses pane.

Creating an IP address policy

The section describes how to create new IPv4 and IPv6 policies.

IPv6 security policies are created both for an IPv6 network and a transitional network. A transitional network is a network
that is transitioning over to IPv6, but must still have access to the Internet or must connect over an IPv4 network. IPv6
policies allow for this specific type of traffic to travel between the IPv6 and IPv4 networks.

FortiManager 6.4 AliCloud Cookbook 22
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Ay
‘Q' On the Policy & Objects tab, from the Tools menu, select Display Options. In the Policy
|| section, select the IPv6 Policy checkbox to display this option.

To create a new IPv4 or IPv6 policy:

Ensure that you are in the correct ADOM.

2. Goto Policy & Objects > Policy Packages.

3. Inthe tree menu for the policy package in which you will be creating the new policy, select IPv4 Policy or IPv6
Policy. If you are in the Global Database ADOM, select IPv4 Header Policy, IPv4 Footer Policy, IPv6 Header
Policy, or IPv6 Footer Policy.

4. Click Create New, or, from the Create New menu, select Insert Above or Insert Below. By default, policies will be
added to the bottom of the list, but above the implicit policy. The Create New Policy pane opens.

Create New IPv4 Policy

Name

Incoming Interface Eany []

Outgoing Interface irany Q
Source Internet Service OFF
Source Address rall o
Source User +
Source User Group +
Source Device +
Destination Internet Service OFF
Destination Address all [}
Service AL (]
Schedule <Falways [x]
Action Accept | IPSEC
Log Traffic [ Log Violation Traffic

Generate Logs when Session Starts
Comments
Meta Fields >

Advanced Options >

BN

5. Complete the options.

6. Click OK to create the policy.
You can select to enable or disable the policy in the right-click menu. When disabled, a disabled icon will be
displayed in the Seq.# column to the left of the number.

Installing policy packages

When installing a policy package, objects that are referenced in the policy will be installed to the target device. Default
or per-device mapping must exist or the installation will fail.

Al
‘Q' Some objects that are not directly referenced in the policy will also be installed to the target
- device, such as FSSO polling objects, address and profile groups, and CA certificates.

FortiManager 6.4 AliCloud Cookbook
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Security Fabric connector integration with AliCloud

To install a policy package to a target device:

1. Ensure you are in the ADOM that contains the policy package.
2. Goto Policy & Objects > Policy Packages.

3. Select a policy package and from the Install menu or right-click menu select Install Wizard. The Install Wizard
opens.

4. Follow the steps in the install wizard to install the policy package. You can select to install policy package and
device settings or install the interface policy only.

FortiManager 6.4 AliCloud Cookbook
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Date Change Description

2020-04-09 Initial release.
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