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nGenius

wE | AR

Ba)a)(E) (s (e @] (@ (c]
®E B HAE EIE] =2 BEN 1/F's (Act) I/F's (Inact) BEa T
9 Is2016 x I5_2916A_ECCOM InfiniStream Global 3 0.16.5 Build 509 Infinistream Model 29164 -~ CDM 5.5.2 (B|
& vIsooo = = VIS000 InfiniStream Global 1 015.4Build 134  InfiniStream Model VI2000 - CDM 5.4.1 (
»
1 1R 25 v EE1-2, 852

nGenius

wE | T

SNMP v

REER Default Device Template v

A INERE IR T LAIERE T TLA TR :

© A, AEERIESZRFIERR. P AR ENSHRSES,

@l=leliw (¥ e (el Al al(c (s 6] @@l @
W& = b s ESic) I/F's (Act) | I/F's (Inact) BEa &
Q 152016 1S_2916A_ECCOM  InfiniStream 5 016.5 Build 509 Infinistream Model 20164 - CDM 5.5.2 (Build 444)
@ V15000 VI5000 InfiniStream 1 015.4 Build 134 InfiniStream Model VI2000 - CDM 5.4.1 (Build 279)
»
1 #13 25 ¥ BE1-2, 582
v
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BEER:

Default Device Template ¥

SNMP v
T —
foem ]

EAEEAESENIRER1.152916

ANEIEN (T MET]
=7* i
if3
if4
ifs
ifs
if7

HE

IF Type

3 GigabitEthemet
4 GigabitEthemet
5 GigabitEthemnet
6 GigabitEthemet
7 GigabitEthemet

EE(Kbps)

1,000,000 Active
1,000,000Active
1,000,000 Active
1,000,000 Active
1,000,000Active

B8R B I/F's (Act)
Default 0
Default 0
Default o
testt Site-00S 10
SYNFlood site 1

@ @, FLummgEst;

@ EE IS ©
W& b s ESic) BEMES I/F's (Act) | I/F's (Inact) e &
Q 152016 s 1S_2916A_ECCOM  InfiniStream Global 5 016.5 Build 509 Infinistream Model 20164 - CDM 5.5.2 (Build 444)
@ V15000 VI5000 InfiniStream Global 1 015.4 Build 134 InfiniStream Model VI2000 - CDM 5.4.1 (Build 279)
»
1 #13 25 ¥ BE1-2, 582

=)

1@(e]

A2
1S_2916A_ECCOM
VI5000

InfiniStream
InfiniStream

BRAR

Global
Global

1/F's (Act)
0
1

1/F's (Inact) ==

: b
516.5 Build 509 Infinistream Model 2916A - CDM 5.5.2 (Build 444)
015.4 Build 134 InfiniStream Model VI2000 - CDM 5.4.1 (Build 279)

H51-2 882

v Deactivating 152916 (192.168.51.37)
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W& = b E I/F's (Act) | I/F's (Inact) AR &
Q 152016 s 1S_2916A_ECCOM  InfiniStream Global 5 016.5 Build 509 Infinistream Model 20164 - CDM 5.5.2 (Build 444)
@ V15000 . VI5000 InfiniStream Global 1 015.4 Build 134 InfiniStream Model VI2000 - CDM 5.4.1 (Build 279)
»
1 #13 25 ¥ BE1-2, 582

e | R
[ EAEIRIS A6 3] +) (&) |[®)
BEa f&E
Q Is2016 16.5 Build 509 Infinistream Model 29164 - CDM 5.5.2 (Build 444)
@ V15000 15.4 Build 134 InfiniStream Model VI2000 - CDM 5.4.1 (Build 279)
ER =8
Ping Test ok
Read Community oK
Write Community oK
Hardware/Software Infinistream Model 29164 - CDM 5.5.2 (Build 444)
Device Up Since 2017-11-01 16:06:05 GMT+0800
(CDM Level Advanced
Hardware Serial Number 0000000000
[Total Memory 5,995.50 MB.
Free Memory 743.16 MB
Used Memory 5,252.34 MB.
1S Serial Number 7OKSLS1
1S ESUL Serial Number
|ts Esuz serial Number hd
>
1 T1m 25 v HE1-2 582

v Relearning 152916 (192.168.51.37) | Information

, IEEER, ALANZRE ST EE;
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EFAICIIR R3]

Q Is2016 & 016.5 Build 509 Infinistream Model 2916A - CDM 5.5.2 (Build 444)

& |vis000 = L 015.4 Build 134 InfiniStream Model VI2000 - CDM 5.4.1 (Build 279)

=* Infinistream Model 26164 - CDM 5.5.2 (Build 444) *=

Software Options Menu

[2] Response Time Monitor on
[3] NLand AL Host on
[4] NL and AL Conversation on
[13] SBA Priority off
[22] SNMPv3 Requests off

[99] Go Back to Main Menu

Selection#:

H51-2 882

'¥ [100% | Relearning IS2916 (192.168.51.37) | Information

® XEksite, HEAZBREHFAER, ARAEREHED, &F "XEK site”

BERE:

ES
b=
s )
1P Ping...
=ESite.

R R EERSE.1S_2916A

PARIRIRIRIEIR P
BH* -1 f =3 IF Type % (Mbps) b+ iR -]
if12 12 /GigabitEthernet 4,000 Absent Default
if3:Core to Web Server GigabitEthernet 1,000 Active Default
ifa:Aggregate Switch ‘| GigabitEthernet 1,000 Active Default
if5:DB access Switch 5 GigabitEthernet 1,000 Active Default
ife:Lab & GigabitEthernet 1,000 Active Default Site
if7 7 GigabitEthernet 1,000 Active Default

W BB KERAY site, A% "XKEL" HIE
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=B HEteiteSETERED. @
AL AR SCiTC I =100
=5 Site ID % (Kbps) IPHEHE =EE
Alertl 21 2,000 e
Beiling_Site 7 20,000
ChengDu_Site |15 60,000
DongYin_Site 6 40,000 i |
Fi 32,000
T % 1
40,000 =
§E=Ers. @ 10,000 {
H 40,000
H N 200,000
g | E=(Kbps): 20,000 i
K] 20,000 i
M 0,000 1
PD_Site3 3 10,000
PuDong_Site 5 200,000
ShenZhen_Site 8 20,000 i
1 L} r
1 H1W 25 - EE1-21, 2821

4.2 BLENF

4.2.1 HINBENX A

MNTFIRFERNA, FIERF B CHANSRE R TENERO LARENR, TE2E
nGeniusONE BRSZ=5-FIATIVEEN . ZBEIEMAMR TIFEEM;
EEAENNAEE "eRFRE" BEmE(F.

(E: 2FEEINER nGeniusONE RGP IREEERIEERIIE, JEXAFEE AR
TORE, HUan, IENNFTAIMMMERRZAR. IEINFTRIENHEFM Site);
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1) AINBEXAA

THEGIFRIZENEMET TCP NN MEHTEENHRMN, ZMNBEFRE "CRM” | kS
2209 IP HuhiE R 192.168.1.50 #1 192.168.1.51, RAAGIHOSE TCP 9008, F{iJiGiZR A
J348%) "CRM A" XANRFE,

BURENT:

@ TENAHMYERPRINN RN

£ "eFIgE" > "NA" H, % TCP>Server-based Apps, %E,QEEJ:EEI’\J\_@_—‘_,

B AT Server-base Apps, EH  “HIN" |, WTERTR;

3 05508 RECMCC 2 165535 95508328 Default
@ 95508 RECNC e 1465535 9550838 Default
@ 95508 RECTC " 1465535 955092RE Default
3 95508-RCMCC R 1-65535 95508 RE Default
G 95508-BHCNC SENEMTEN 1-65535 95508878 Default
@ 95508-FECTC 8 1-65535 9550858 Default
& APP-F5tOAPP - 9082,1-65535 Default
& ER@RACMCC *E 1465535 ERBSRE Defautt
G Efl@-RAECNC VR 1-65535 ERBZRE Default
G ERA-RECTC " 1-65535 ERBMRE Default
A ERA-mECMcC 1-65535 ERBIRE vl U Default
A EfA-RHCONC 1-65535 ERBASRE Default
@ EfA-FECTC 1-65535 ERBSRE Default
1 0DSs-CBE_DB 13100,1-65535. Default
1 0DS-EPPDE 60020,1-65535 Default
A 00s-zxsI08 Session 60000,1-65535 Default
@ PRM i3 6661-6668,1-65535 Default
@ SSL-VPN-RECMCC 1-65535 SSL-VPNEURE Default
[ SSL-VPN-FECNC 1-65535 SSL-VPNRURE Client-Server vl 7] Default

TERHIORIIRAS, MAXEIEE “Server-based Application’ , WINRIFEEN
"RV, KEHR "EFAREE | RSEMOMOS '9008" | MEMMAN BOX
RER" | TiRSS:S P U=hEA “192.168.1.50/32 #1 192.168.1.51/32" . A=

HEHEIABRDE],
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nGenius

95508% &

955088 955083 RE »| |essos-geacmce
cas cas 955084 CNC
CLIENT Client Server 955084 CTC
CRDPRCSING Card Processing 95508-HBCMCC
Cradt Crede 95508-HBCNC
cs cs 95508-HB/CIC
DATABASE Database
DIR_svc Service Enablers |
Emal Emai i FEEEIN AR
ERR ERRSGE
Gold Gold
HL7 Health Care
MOF Market Data Feeds
Meatal Meatal
Microsoft Microsoft Protocols
Mobile Mobile Control Protocols |
MULTIMEDIA Multimedia
Net_Mgmt Network Management
NONE Other
Ntwk_Su Network Servi
PBC pac
printing
Routing Protacols
‘security Security/Authentication Applications.
shop shop
SSLVPNER@ SSLAVPNERE
7_order Trade Order -

Total: 46 | Total: &

s @I AEa, EEHRPHA "CRM E" |, AR "EREREEAE" | &

BN AT SeRGHTRL FRZEAYANN,

mE+s. @

&3 +| CRME.

R - = | BEFAREES

CompID

®% e lx | B
& = | ¥,
RERR— Te—— -
ceae credt
i B REEE ]
= =
[DATABASE Database
DIR_SVC Service Enablers
[
k]
Gold
s eakh Care |
MOF Market Data Feads i
Meatzl Meatal
Microsoft Microsoft Protocels
Mobile Mobile Contral Protocols
MULTIMEDLA Multimedia
(Net_Mome Network Management
NONE Other
Ntwk_Sves Network Services
osc pac
orine printing
Routing Routing Protocals
S acurity Seaurity hentication Apphcations
Shop Shep
SSL-VPNG: SSL-VPNDE
r_order rade s
Undefined Undefined Applications
VPN Wirtual Private Network =
Totat- 47 e

v 1 Success I EIE
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3) BRRRINENRAH
T "ERIRE" > WA, BEFERNEINAEPAINAE, WEZNAEESH

1TEK. £ "R" RTAERBERETYNAINAER, /T "HE"

nGenius' Database

B Email
Health Care

[mlellalw v | (B

Microsoft Protocols

E5 | mezimgm gy Meblle Control Protocols @ =3
» O Active Agent - " Multimedia -
» B Card Processing BaEsEmmssy Network Management i
Network Services
[ CORBA_METHOD £ Other ver-based
» B CORBA_MSG printing nt-Server-based

» [ Extension Apps EE Routing Protocols - o
» B Peer-to-Peer Apps g:wirééyéf:::)rlveerstlcat\on Applications
= [ Server-based Apps Trade Order
@ crRM Undefined Applications 1P $3 128
@ CRM_2
Leb Application:

BE Virtual Private Network 68.1.50/32 Ly
& CUT_Ea=H 68.1.51/32 Default
& File Share [ S Default
& Gold_access EEJ%E:/V el Default
@ Gold_core

other . Default
& NTP1_BZE8 DIS:800 Default

* [ Well Known Apps

1 ANSIC1222 E Default

1B BGP_TCP Default
B Certificate 55401 Security/Authentication Applic. Default
B CITRIX 1484 Client Server Client-Server El Full Optimized
1B COMPUSRY 4144 Email Client-Server “ Default
% DBASE 217 Database Client-Server 4 Default
& Full Optimized .

® DICOM 104 Client-Server

EEAD: 635 S8 855
v

4.2.2 EEFESEEMYNANGEEAS

@ MFENNAMY, TERREICRIIAT, BRELINMYAIAIRSS S, BIEXIFOmLRTE,
PAR: B Mz M FBTEIRST HERAVE LA/ (Default BRERICREL 128 1), 1EHERNAY

=ESHY, MTERR:
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i smem x
aH ) WA
x x x _al v x lan < x| x| Al -
Qcam 2008 Chient-Sesvar v v Default I i
i EAB-RECMCC 1-65535 Client-Server 7 7 Default
L ERB-FECNC 1-65535 Client-Server z % Default |
G ERE FTCTC 1-55535 Client-Server v 7 Default &
@ ERl-FHCMCC 1-65535 Client-Server v 7 Default
G ER@-FHCNC 155535 Client-Server v v Defautt
& ER@-HFCTC 1-65535 Client-5erver v 7 Default:
& ODS-CBE_DA 13100,1-65535 Client-Server v v Default
@ 0Ds-£PPOB 60020,1-65535 Client-Server v v Default
& 0D5-2XS108 60000,1-65535 Client-Server v v Default
& PRM 6661-6668,1-65535 Client-Server v @ Default
@ ssL-vPN-ECMCC 1-65535 SSLVPNQRE Client-Server v & Default
& SSLVPN-FZECNC 165535 SSLVPNORE Client-Server v v Default
& SSL-VPN-FECTC 1-65535 SSLVPNEFE Client Server v v Default
& SSL-VPN-HCMCC 1-65535 SSLVPNZRE Client-Server 2 = Default
(& SSL-VPN-@HCNC 1-65535 SSL-VPNERE Client-Server ¥ Default
@ SSLVPN-BHCTC 1-65535 NERE Client-server
G visa(pig) e 8003 Client-Server
G VISARRRE) Sk 8001 Client-server Global Semmjesr Done -
Qvvagae 1-65535,1-65535 VIMERERE Client-Server Configuring Dene
3o o e seve Undating o (21,140,132 Oone
L VIMAER-SVR2 8501,23205 Client-Server
@ pos_Mcenteri§ 3§ 1/2/3toily i 1B 42201,37002,1-655 Client-Server
(3 pos_Mcenterti#1/2/3t0il 42202,37001,1-65535 Client-Server
& pos_i-AFHA(PerBanklAPP_1-6toR B RE7 10001,1-65535 Client-Server
i pos_ 1 AFHA(PerBank)APP_1-6todiRRES 10002,1-65535 Client-Server
& pos_1AFRA(taskPB)app- 1ol ERE7 10021,1-65535 Client-Server L

N (= T

tALBSARAENA, KHTEE

nGenius!

Ak a a2 ] Session 22
x x x v X All - x| Al > x Al v x
13 95508-0111 58089,1-65535 Client-Seryer v 7 Default e
i . CRM, e 9008 I Client-Server il Default
v [ viell Known iy
Bk
ss0a8 None 7 Default
[
5190 Client-Server el Default
i 179 Routing Prefbcols Client-Server 7 Default
ERRLEE B 55401 Secefity/Authentication Applications Default
ey 1494 Client Server Client-Server £ E Full Optimized
4144 Email Client-Server 7 Default
% pBASE 217 Database Client-Server 7] Default
1 picom 104 Client-Server 7 E Full Optimized
920 Client-Server 7] | Default
565 Client-Server 7] Default
55042 Nane z Default
SRS RIESE 55035 None vl Default
EE] Server 55038 None = E Default
AR o Client-Server 28 Client Server Client-Secver el E Default
session - 79 Chent Server Client-Server 7 E Default
2R Resarvid 20 Network Services Client-Server ol 7 Full Optimized b
990 Web Applications Client-Server 7 Default
% FIPS-Data a8 Netwark Services Client-Server z [& Default
B Gomp 32002 None i B Default
B GOPHER 70 Chent-Server 7l [ Default
» BHTR 80 Web Applicatic Client-Server 7 7 Full Optimized
» BHITES 143 Web Applcations Chent-Server 7 7 Full Optimized
1% 1BM_MQ 1414 Chent Server Chent-Server 7 ¥ Full Optimized
7 IDENT 113 | Client-Server | i} | Il Default =
WEM: 688 24 1198

A DI | sueess
@ TENX NN AIRRNAYESE
N BRI R AT IEIRY 5 X IBRYRHE R el LAE B X AY;

HENERRERH, XeaRRLIFFEEXRNATERINA, & "I
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®] (% h

B Netflix

1 0365E0P

[ 0365ExchangeOniine
B 0365ForiPad

1 0365Mobile

1 03650nkine

[ 0365Portalndident

AR
EEDACIEL

T 0365Propius

[ 0365Remotenalyzer

1 03655harePointOnline
® 0365SkypeForBusiness
[ 0365Yammer

F =l

G B

& ARHRAPP

P ARR_APPS

A AARIR_APPS

HRABRR
R
1REETE
Session

iR

A PARR_APIweb
AR iFweb

P

@ ALFER_MR_Ebank-webid
3 IHR_AF]_Ebank-webis
& 4LF#R_AF]_Ebank-webi6
G AR _AF]_WebSvnil

e 688 S 1198

3101,3102

9080
9080
2080
8765
8765
8443
8769
8769
8768
8769

- oo | (@[S

web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
web Applications
Web Applications
Web Applications
Web Applications
web Applications
Web Applications
Wweb Applications
web Applications
Web Applications
Web Applications
Wweb Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications

Al
None
Client-Server
Chient-Server
Client-Server
None

None

None

None

None

None

None

None

None

None

None
Client-Server
Client-Server
Client-Server
Client-Server
Client-Server
Client-Server
Client-Server
Client-Server
Client-Sarver
Client-Server

Client-Server

T A
v x Al x| Al v x

7

7

v 7
v

7 vz
v v
v v
v v
£ z
7 v
v v
v v
&) v
v v
7 v
v v

All
Default
Default
Full Optmized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized
Full Optimized

Full Optimized

Full Optimized

Full Optimized

Full Optimized

Full Optimized

i 5 MERE, XEMESTIZNBIMNEES Y 6 MER:

W

PR

P!

GIf::E

#aR:

[ e

LA R B 2.

30 msecC

e msec

1000 EEE

2000 S

10000

mseC

msecC

IR RAMEX—=RA/N, £ nGeniusONE 1, WNRIMNASEBSXME, HIAAZE

Timeout (#8RY), MASBEUEEX/, F—LAZEX
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LA ERDATSERk CRM ARRIBENX, Sehlfa B2 RRERRE "NA" HKrelE Tz,

4.2.3 ZENMNABRISG

RIFRIMYAYTE X, AJigs#E TCP 8 UDP S BIEMAERAIMY, 7£ Well-known Apps FIEX
B—imORIRBY, £ Server-based Apps FiE X Zix s E FIRS 25 UAIR By,
£ HTTP FEJ#R{E URL E XA RRIN MY, FE MBI RSB E XN A:
@ RIBIROE NN

EERREN "NAMYBER" B, RIEFEEXHNAET TCPiAZ UDP, EFHEMNAT

Well Known Apps, AfEmds ‘& :

» B card Processing
[ CORBA_METHOD
\. [ CoRBA_MSG
[ Extension Apps
[& Peer-to-Peer Apps

W Server-based Apps
:

T ANSIC1222 —_= 55048 None Default
B AoL i 5190 Default
® B6P_TCP s 179 Default
@ certificate IR 55401 Default

» B CITRIX T 1494 Full Optimized
% COMPUSRV i 144 Default
% Daase = 217 Default
 picom Ll 104 Full Optimized
[ DNSIX Tz 90 Default
% DooM kPl 666 Defaulc
[ DROA 5504; Default
% EAX 55035 Default
B EMaP] 55038 Default
@ epic ome 2 Default
[ FINGER B 9 Default
B FP 20 Full Optimized
B FIPs 22 990 Default
& FTPS-Dat: 98¢ Default

WED: 688 28 1198

ERHNEAPEANARESR, MARKER, KOS, MIkOS, FRENEEAR,
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o= VLY - o8 ( uéu
B
b TCP
&,
SR app1|
o2 HR: application1
i3
o mpy (oF 1234
EnERO 1234,4123
7 5K T
iz Other E|
e

(P Pnim S AT ZinOAIN )
@ 1RIEIRSSES IP HehHNIR O B R
HEERBREN "YBER" B REFEEXAINARET TCPIERE UDP, IEEEERNAY Server

Based Apps, GfEmts "iHm”
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[ ] = ] T

\ » O Active Agent

Session
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WERMEHE, JiEFEASBEIRENFIAL 64bytes;
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3) WAEE 0 RAREIELAN,
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“NSSERVERLIST" £#§
NSROLES: EXIET ACS IAMERIRFFr{EAAY nGeniusONE fRS525AE
iEj%: NSROLES=<user role1>[ <user role2>,<uers role3>, ...], BIN—1EZN
nGeniusONE fRSZ2EFENHIBE, LUESHR.
nGeniusONE JRSZEETNEN B :
B NTWKOPER——Network Operator
m  SYSADMIN——System Administrator
®  NTWLADMIN——Network Administrator
m  APROVR——Approver
m  HELPDSK——Help Desk
Ban, I— AP S EHEE Network Administrator 1 System Administrator, AN
:

NSROLES=NTWKADMIN,SYSADMIN

NSPROFILE: EXFFPES#, FraTudAniE
EA:

NSPROFILE=<Firstname>, <Lastname>,<emailaddress>,<data_capture slice size

<override data_capture>,<restrict frame_header>
Firstname, Lastname, emailaddress =IAEN , BRFEIE VA name@domain,
data_capture_slice_size A ARTLARSRLAN ARASRIZHRE 1548, SEE 1-2048, BN

0%
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TP

override_data_capture 2875 E T Network Administrator FEHIEFEEM
BRELD

FAFHBRAGEERE. WA 1 FFEiZI0ee, WA 0 X, (F: MRAFFRHESE Network

Administrator £, nGeniusONE JRE2ERIKIZEE) ;

restrict frame_header SHPRFIFBF REMISL, WA 1 FEI1ZI06E, WA 0 X,

5Ian, PR&IFEF John Doe tK/NA 1512 =¥, override data_capture %7,

restrict_frame_header RS, NG

NSPROFILE=John,Doe,jdoe@mycompany.com,1512,0,1

NSSERVERLIST: EXFFEZEREAY nGeniusONE fR5528
1&%&: NSSERVERLIST=ALL|<ipaddress1[,ipaddress2,ipaddress3,...]>
BANBA—1EZE D nGeniusONE fRSSE8IE, LUES DR, SERAN ALL ERIFRR
BRFFERABIRS R,

f5I40: NSSERVERLIST=ALL/NSSERVERLIST=192.168.143.1,192.168.143.2

=. BIEEAIE:

ACS [RFZ=2EERTIANR—NMERKNAERR D EERNSH, EEEARE+HMN
“NSROLES” . “NSPROFILE" . “NSSERVERLIST" S#K5ehk.

AR REATLARSEES, TARESENCTHEE.

NSROLES: EXEAAFERAY nGeniusONE fRS5MAE

18i%: NSROLES=<user role1>[,<user role2>,<uers role3>, ...], BMIA—1EZ
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nGeniusONE AR
FeEENXIAE, LUESHIE
nGeniusONE fRSZEETNEN B :
B NTWKOPER——Network Operator
m  SYSADMIN——System Administrator
®  NTWLADMIN——Network Administrator
m  APROVR——Approver
m  HELPDSK——Help Desk
Blgn, A—PMESERAE Network Administrator #1 System Administrator, A0
:

NSROLES=NTWKADMIN,SYSADMIN

NSPROFILE: EXHSE, FrETUIYWIE
BEE:

NSPROFILE=<Firstname>, <Lastname>,<emailaddress>,<data_capture slice size

<override data_capture>,<restrict frame_header>
HHI—1EHEN NSPROFILE B, Firstname, Lastname. emailaddress =InthiiE
A, Firstname, Lastname, {BHFFEIET/9 name@domain,
data_capture_slice_size BN THBILARRIAR SRIBRVEIREF T2, SBHE 1-2048, i
A

0 FRERFTHRS;
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override data capture 2715 B v Network Administrator AEREEEMIR

Hith
FAFERAVEERE. WA 1 FEZI08E, WA 0 XM, (F: WMREKRWHE Network
Administrator fats, nGeniusONE fR$38821RiZ540) ;
restrict_frame_header S¥[REIBREIMEL, WA 1 FFEiZ08E, WA 0 X,
plan, BRE—NEPEBKXKINA 64 F75, override data_capture X i,
restrict frame_header 7FZ, WAWT

NSPROFILE=network,admin,netwadmin@mycompany.com,64,0,1

NSSERVERLIST: T&XHRIEMAY nGeniusONE fRS58%
1&%&: NSSERVERLIST=ALL|<ipaddress1[,ipaddress2,ipaddress3,...]>
BANBA—1EZE 1 nGeniusONE fRSSE8E, LUES DR, BRI ALL ER1TE
BERATER ARSER.

f5I40: NSSERVERLIST=ALL/NSSERVERLIST=192.168.143.1,192.168.143.2
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Top 10 Discovered Applications and IP_OTHER Usage Over Time a B v

175000 — Packet Decode

150000 —

125000 —

100000 —

T3000 —

Eit Rate (Kbps)

50000

25000

13:50 14:05

[ uDP:3343 [ UDP:9999 UDP:54845 [ UDP:30230 UDP:a0648 I UDP:G4700 [ UDP:57474
0 UpP19gzo0 B UDP11336 Bl UDPA2696 -8 Discovered Applications

FERIR O AL R T A E LU T E S
® U AR ] A

® JiH Ip ik

o HIRGUAE

| Fitered Packets 30,118 | Processed Pao Mining stapped succes stusit

45 -3.330,801

Packet Absoluts Time Deita Time Length Source Destination Status
1 0MDAI16020501426774530FU  0.000.000.000 18 1921681342 1821681341
2 03OM15020501426774S50PM  0.000.000020 118 1921601342 182.168.134.1
3 0J0416 020501 426778350 PH  0.000003.800 18 192460.134.1 1921981342
4 D046 02:0501 426.778.360 PM 0.000.000.030 118 1921681341 1921681342
030418020501 426780210 PH  0.000.001830 1B 1921581341 1821581342
6 03D41S02DS01426780250PM  0.000.000020 1B 1921881341 182188.1342
7 030418020501426781310PM 0000001080 1e w21681342 1821681341
8 03D41502D501426781340PM 0000000030 18 1921681342 1821681341
9 030A16020501437.942050PU 00161710 18 1721602 1721601
10 00416 020501437 S420T0PU  0.000.000020 18 1721602 1724801
11 00418 020501437944 160PM  0.000.001090 e 7ziE0 1721502
12 OUDAIS0ZDSOLAITALITOPM 0000000010 18 1721801 1721802
13 0NDA1G0ZDS01437AT20PM  0.000.005550 18 721801 1721802
1 0341602050143 HOTHOPH 0000000020 18 1721601 1721602
030415020501 437951950 P 0.000002210 e 1721502 1721501
T a 1 1 Svxzaan
[ MMPACKET: #1 arrived at 2016/03/04 13:03:01.426.774.530(UTC); Length = 118 bytes; Captured = 118 bytes "
w 5 16-69) , Ether 0
® Lyre: 1] LEwe7S, OFfset=0, Proto-Uok;
& Bue
i 3343
Destination port = 3543
|Length -
] checksun - ox0202 (corract)
65 bytes &)
£ 7
000 DO S0 SE AS 16 €3 0 5D 56 AS 43 03 08 00 45 0O 3 EBCDIC =
0010 00 60 12 E2 00 00 80 11 SA 56 CO AB 86 02 CO A8 .2
0020 86 0L 0D OF 0D OF 00 4C D2 DZ 55 55 55 55 10 00 ~LoouLLU. .
0030 00 00 01 00 44 00 10 68 37 00 03 00 10 00 0O 0O DT
0040 00 00 A3 FE 02 6C A3 FE 01 97 00 00 24 00 0O 00 ..&b.ggb. - S

2. ERRESTHEKRI
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ERWHE KIALE B8 T B & &nfe) Tecp/upp N AR, FEHH

JUAT DAELRRAE AL B i R AR, AN N SE

nGenius g}o Gﬁﬂ Global Seftings %
Enterprise  Applications | Traffic Discovery = Locations  Groups
@lLastHnur v Hg”@‘@ @
Port. Defined Short Name Long Name App. Group Volume (KB)+ Packats (K) ME Count
UDP-3343 Undefined Applications 4763740.00 28934.32 3
UDP-57474 Undefined Applications 3093567.75 2485.87 3
UDF-18820 Undefined Applications 3083567.00 2495.96 3
UDP-54848 Undefined Applications 2768098.00 3489.92 3
UDP-52696 Undefined Applications 2718811.50 2436.08 3
UDP-84700 Undefined Applications 2470638.50 3413.22 3
UDP-11336 Undefined Applications 2430142.25 2872.72 3
UDP-9999 Undefined Applications 2222354.00 9256.64 3
TCP-4383 Undefined Applications 2158934.50 8191.83 3
TCP-61001 Undefined Applications 1830416.75 13713.1 3
UDP-19928 Undefined Applications 1674609.25 1950.37 3
UDP-61646 Undefined Applications 1674608.88 1950.37 3
UDP-30230 Undefined Applications 1637523.38 2168.63 3
UDP-60648 Undefined Applications 1637462.88 2168.15 3
UDP-40818 Undefined Applications 1410120.13 3
UDF-46138 Undefined Applications 1183023.75 3586.78 3
UDP-49910 Undefined Applications 1146250.75 1429.88 3
UDP-20546 Undefined Applications 1145687.83 1428.18 3
UDP-1286 Undefined Applications 1090493.38 1534.35 3
UDP-56948 Undefined Applications 952324.13 1485.87 3
UDP-32420 Undefined Applications 934474.75 935.65 3
TCP-1531 Undefined Applications 911038.69 9892.62 3
TCP-1522 Undefined Applications 898955.32 4811.84 3
UDP-45048 Undefined Applications 846920.25 867.45 3
UDP-17654 Undefined Applications 842606.00 1159.5 3
UDP-35684 Undefined Applications 841578.88 787.75 3
UDP-34488 Undefined Applications 817893.13 947.28 3
UDP-34840 Undefined Applications 817893.07 947.28 3
UDF-36338 Undefined Applications 793725.57 1106 3
TCP-2218 Undefined Applications 778399.88 1774.54 3
UDP-40026 Undefined Applications 764491.32 901.49 3
UDP-58382 Undefined Applications 731166.19 606.78 3

Total: 1,000

v ooy | corcel |
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S Data Mining %

% | Packet D When (1)? Who (2)? Where (3)7 What (4)?

1020160113115 | 000 PM- WP ackets 1 11.331,262 | Processe y - 4 Mining stappea successtuly
7 4
Packet Absoclute Time Delta Time. Length Source Destinabon Interpretation
1 VDAV 125257000032 150PM  0.000.000.000 ™ 192.188,143.148 TP 8= SEQ=115703605
2 O3D4NS1Z5257000032200PM  0.000.000.040 ™ 182 188,143 148 TCP:5: SEQ=115
3 030416 125257.000034240FU  0.000.002.040 o8 TCP: 21285 D=8080(HTTF aftemate) LEN=D SEQ=37748 7 ACK
4 7000034260PM  0.000.000020 o8 TeP: 3128
H 000039380PM 0000005120
] 0.000.000.030
7 0.000.000.540 B4
8 OVDA/IE 125257 000040080PM  0.000.000.030 4 TP 5210042 D=442(CVC-hosid) LEN=D SEQ:
3 030416 125257000042 110FM  0.000.002030 132 2123181 RTP: Fayioad=PCHU audo SEQ=334 SR
0 0304118 125257000042 130P  0.000.000.020 132 392123181 RTP: Fagioad=PCHU autio SEC=334 SSRC
11 0304118 125257.000042780P  0,000.000.650 o TCP: 310043 D=442(CVC-n0818) LEN=
12 ONDAG1ZEZST000042810PM  0.000.000.030 54 TCP: 3210043 C-nosta) LEN
13 0045 1Z525T.000062760PM  0.000.000.950 101 DMS: C D=
14 030416 125257 000043770 PM 0.000.000.010 m DNS: C
H 0.000.000.800 82 RTP: Pajlaac
= -~ zaaa

7.000.032.160(UTC); Length = 74 bytes; Castured = 74 bytes -

[00-00-0C-07-AC-4C] ,

& TyRe=0x0600

096, OFFset-0, Prot

= 36740
Sequence number -
Next expected Seq nurber=

Reserved Bits -

FF 08 00 45 00 S 8y LE EBCDIC

0000
o010 4B 40 00 IF 06 AS CB W 15 14 6L €F A8
o020 69 5F B4 44 F4 % <5 80 10
0030 00 FF 39 00 00 01 01 03 OA 41 EO 78 6 & OC

010 F5 EA BD SC 2E 14 1€ OF 44 21



