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5}y

ManageEngine™ NetFlow 21— 1MET web iUEHEIETE, FIBESHA
NetFlow #HEHFITRANRIRESDHT, BE3FF NetFlow™ / Netstream™ /
cflowd™ / J-Flow™ / sFlow™ / IPFIX™&ZEMY,

XL Flow Y BEBREERER MEORNMSREBRINFAGEE. ETXERE
B, NetFlow DB "MBLN REERTER, EEER, LIRANER. iz
HEFRIIREETER SN, FINRSFEIZINIIE.

NetFlow B4
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(EA 1:RRR%E

1. BRINERREK
> 2.4GHz, Pentium 4 4bES8, aE482Y

4GB N=F

50 GB ##2

#UERE PostgreSQL (RE) MSSSQL
> Windows F0 Linux

2. THZIRBAIHE .

Windows:

YV V VYV

https://www.manageengine.cn/products/netflow/download.html
TG, BT NI, AERBRLEEmEER, BIA5EK
NetFlow T {)BILEE,

Linux:

http://www.netflowanalyzer.com/download.html

> T BIN 3%, #47@<: chmod a+x <file name>.bin {&X3244
R

> WiT@<: ./ <file name>.bin -console

> IRIRLERRH TSR

3. MRAIERE: NFA ZERIEREPFEEFRAE, BABE=MAE:
> tnEhR
> PTIUR
> E4BEES 1EE R
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a@ Windows ;:\ Linux

tERR 3241 6441z iR 324 644z

SR 6442 SR 644

EIEEs|E 644 Ettaun |z 64t

4. HERLENEER
ManageEngine NetFlow Analyzer s |
Destination Folder f—«\ |
Select a folder where the application will be installed E )
M

Click Mest to install in this tolder.
To install n a different folder, click Browse and select another folder.

You can choose not to install ManageEngine MetFlow Analyzer by clicking Cancel to exit
the Installation ‘wizard

Destination Folder

C:\ManageE ngine\OpManager Browse. .

Bk [THe0 7] | Comce
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Bex

ManageEngine NetFlow Analyzer

Port Selection Panel
Enter the Web Server and NetFlow Listener port

|
M)

MNetFlow Analyzer uses 8060 as the default web server port and 3396 as the default port to
lizten for NetFlow packets. IF you want to un it on a different port please specify the same here

WebServer I
NetFlow |9996

{ Back Nest >
6. EEERAASETHN Mysql RE2RFIMEFHAI MSSQL FUEE.
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ManageEngine NetFlow Analyzer

Select the backend database for NetFlow Analyzer

Click next to continue

@ POSTGRESAHL Bundied with the Product]
() Mss0L

MetFlow Analyzer supports SOL Server version 2008 and above

< Back MNesit »
7. UL EERMESERE NFA S RENS AT 5 0 2220
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fEF 2: J350 NFA
NFA AT LUBT M T A UE5ED:

¥JF Windows:

KRHEENFSN: WERE LR NFA BiREE;
2. RSBEEN: FIFF windows BIARSS, 7EBRSS%IZRH1XE!] ManageEngine NetFlow
Analyzer fR55, FTHHEEBEUH=E Bl

i€} ManageEngine Desktop Central - Agent Adm...

% RS - o X
XHHE BEA) BBV EEIH)
¢ T Ec= HmE »unwp
o BRSS (ARiE) © . RS(E)
ManageEngine OpManager &R ik RE BR”
G lechost lech.. IEfE.. B&
fedlal:d: kg £ Lenovo Hotkey Client Loader FE. B&
EEFERS £ Lenovo Microphone Mute IEE. BE&
£} Lenovo Platform Service FE. Bs
ik ‘£ Lenovo PM Service EE. Bi&
Network Monitoring Software €} LenovoDRS BeE.. FE. B
i€} LenovoPcManagerService BE. IEE. Bi
1€} LeWindowService LeWi.. IEfE.. Bz
‘£ Link-Layer Topology Discovery Mapper BUEE... Fz
£ Local Session Manager BE. IEE. Bi
Ba

! 5 U‘CF‘EE Activation Senvice MCA...

£ McAfee AP Service McA.. IEfE. Bi
£} McAfee Application Installer Cleanup (020709154329... B
L1 McAfee CSP Service McA.. IFfE. 5
£ McAfee Firewall Core Service Provi... E3
£1 McAfee Module Core Service McA.. IEfE. Bi“
< >

3. HAZ FNA BUZLEBBE R, B bin 30, Wi run.bat EE BTG
RRZE{T run.bat, ERBIN MEEETAEE:
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EC “ManageEngine“ServiceDesk“bin>run

JBoss Bootstrap Environment

JBOSS_HOME: C:“ManageEngine“ServiceDesk“bhin“M..

JAUA: s onJresbinsjava

JAUA_OPTS: -Dserver.dir=C:“-ManageEngine*ServiceDesk+hin>s.. —-Dprogram.name=run.bat -Djbhoss.serv
lg. jbhoss . logging.Log4jService.catchSystemErr=false —Djava.util.logging.manager=com.adventnet.loggin
In~~..%~lib;C:“\ManageEngine “ServiceDesk~bin~~. . ~bhin" —Dtier—type=BE —Dtier—id=BE1 -Dfile.encoding=ut

CLASSPATH: _s._“jreslibstools . jar;CG:“ManageEnginesServiceDesk bins“run. jar;C:\ManageEngine“Servi

[Server iz starting. This may take a minute ...

(Thiz evaluation copy is valid for 16 days

§Unclean shutdown of previous run.

§SePUEPContainer [CREATED]
iAdventNetCC LCREATED ]
ESQLOne Search [CREATED ]
iAdventNetServiceDesk [CREATED ]
ESeruerCuntainer [STARTED]
iNdventMetCC [STARTED]
ESQLOne Search [STARTED1]
iAdventNetServiceDesk [STARTED]

;Seruer Started.
IPlease connect your client at http:-/slocalhost:86888

NERKAB=MAINEH, ZeSEANRSARIRE, MRXEOBXE
BERFER ctrl+c SKAplfT(E, BRA NFA 2Bz1KHE.

¥J9F- Linux:
<NetFlow Home>/bin B3, AG#H1T run.sh 34

RELRAE
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We rvice CREATED

Starting Services
StartupControllerService STARTED
Cact i STARTED
i STARTED
STARTED
STARTED
STARTED
STARTED
ClientFrameworkService STARTED
TplTablePopulator STARTED
Populator STARTED
STARTED
STARTED
NCMTFTPRAServil STARTED
NCMTFTPServ STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED

Server started in :: [487168 ms]

| Connect to: [ http://localhost:86
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{68 3: >XF NFA
NFA RTLUEIS I ™ 5K

1. AERFEEETHI NFA Blfr, ERHAEIPEE “XE"

2. FTFF windows RFHIARSSHIZR, XA NFA RIBRSS

B35 (A1) RS

ManageEngine OpManager

EILIbRS
=il e

ik
Network Monitoring Software

BTk

{;3:. Lenovo Platform Service

£} Lenovo PM Service

€} LenovoDRS

£ LenovoPcManagerService

i€} LeWindowService

‘. Link-Layer Topology Discovery Mapper
'€} Local Session Manager

€} ManageEngine Desktop Central - Agent

i€} ManageEngine Desktop Central - Remote Control

--" ManageEngine OpManager

ik

ECAE...
LeWi...

IEfE...
...
...
IE#E...
IEFE...

BlE...

EE..

IE#...

Adm...

L McAfee Activation Service McA...
£} McAfee AP Service McA... IF7E..
,C( McAfee Application Installer Cleanup (0207091543291014) I
16}, McAfee CSP Service _ McA... IEZE..
5, McAfee Firewall Core Service Provi...
£} McAfee Module Core Service McA... IEFE..
:£). McAfee PEF Service McA... IEfE..
i€}, McAfee Service Controller Man... IEFE..
€1 McAfee Validation Trust Protection Service Provi.. IE{E..
<

XJF Linux E%t:

<NetFlow Home>/bin B3, ?Aig#1T shutdown.sh 324
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{6 4: &R NFA
EERE AP ET LI EE FiRES NFA, NFA EF B/S B A, FrlAsE
FET WEB TUEAYSE), FRLABFELAFIFRNILEES, EHiA= g :

http://server:port

Skip1a) NFA 9P, HPiEza ‘server’ 235 NFA FrEfIiRSS 89
DNS &Rl IP #thlil, IwOsRERRISIEPEER web in[, L7375 FNA
AR$325A0 DNS ZFR0Y sdpserver, P ihiiF/g 192.168.1.12, web ig[{ERANE
8080, BRAFAIAILUEIL A

http://sdpserver:8080

BE

http://192.168.1.12:8080

Sinia) NFA I Fig, 2998, WNSREFE NFA IRSSE8 EiAia) NFA 9= Fis,
LAGEAR:

http://localhost:8080

AT,
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http://server:port
http://sdpserver:8080
http://192.168.1.12:8080
http://localhost:8080

H5 LD FORARA A m lﬂ

([ 5: IREEOSH flow &€
1. wmORE

> Web fg55imA: 80

> NFABOISIRIRO: 9996

> FILIECENX

IE5==s e

EE=RL =l

BO ]

2. WHAIECE:
> FmRELEEE

> {#H Network Configuration Manager

FNERE LERE (LI%EJ9IRE NetStream J9fl) -

ip netstream export host 192.168.0.96 9996

ip netstream export source interface inside

ip netstream sampler fix-packet 100 inbound
ip netstream sampler fix-packet 100 outbound
ip netstream timeout active 1

ip netstream timeout inactive 15

ip netstream export version 9

ip netstream export v9-template rate 60
ip netstream template timeout 1

MFE—EO:
interface Ethernet1/0/12
ip netstream inbound

{88F3 Network Configuration Manager Bc&
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| ffEFANetwork Configuration Manager

WNRE D MASE ) MEEE0 ) Siflow

{EFNetwork Configraton Managerf9Fiat

TRERE LRMNGS
© TENIFHORECE S 1ER
+ HEORTHERE
+ BHNERREEE
+ BERIEIEFTRIECERR

Tel: (010)82637815  Fax: (010) 82637827  Http://www.zohocorp.com.cn 14 /22



S5 b0 HAHRA

20

M 6: X35

LRRIIRPEERES

RERERER EOREREE HREER
e ke, iR, HARNONESE R, iR, FIRRREAREE
B, RATEIE REARFE SBFAORLFBRIM
R RN HET «  #ZDSCPHITOSHIQoSHET DSCP QoSiiZ
QoSHi - B BW. SIS - TR . B BWRISE
. BEASET . FA4EAIDNS
ASHiE - SNMP/FNF NBAE, CBQoS

AR

R - e, RIT. 8F5%
AVC WLCGREEE

{EHISEHRRE, MEFIEA

e - XERYIAIRES (AP
NAGEER QoSHEER o (AP)
EFA - inEFER - DSCP QoSiig

SO | = eSS R =

Devices (14) Interfaces (15) Groups (15) Apps (159) QoS (32)

V Router Name |P Address Type Interface Count Flow Count

»  Data Centre AVC -IPFIX NBAR/HTTP Host 3.3.3.12 i} 68367
DataCenter-IPV4 ASA 3:3.3; &= 1 682441

»  DataCenterAVC-ART Flow 33320 il 271916
DataCenterMAINS-IPv4 ASA 3.3.3.11 o] 1 682685
DataCenterMAINS-IPv6 ASA 333.10 = 1 662443

i »  DataCenterMAINS-VIBASIC 3335 il 683100

DataCenterNewV9-Multicast 3.3.3.14 i} 0

»  DataCenterV9-IPV4 33341 il 683599

»  DatacenterV9-IPvé 3332 il 683371
DataCenterV9-Medianet 3.3.33 1 681630

»  DataCenterV'9-Multicast 3336 il 683082
DataCenterV9-NBAR/CBQoS 3334 2 683458

1. BRERAEEFER
> BENXTIEES/HER
> JRiERCE

> BEXNE
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> BENER

2. IRBEXAIEHILI

iR 30K

REEE

lEizEa

ESNMP

ENEC/RFAA

FEEE

EZENBARFICBQoS HGHEE/MENe & ARIREINCM

IRSsTRIE/ACL

(£ 7: SESE
1. 2HEBR:

> IR

> &0

> p

> MNFH

» DSCP

2 ERER

o

GENREDT
ARSI ER P 72 B R
FHFES SR EFRIET R
AR
ZREIIEERE—RESip A
VLAN fE—0O4A

EEEFRE—ipoH

vV V ¥V WYV VYV

BRI

Newin12

LERkRIRHRSE

New in12

FAR/ P R
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> RISEERET—NASEH

NetFlow Analyzer Owaeam, momnz@un Osx@mes  f D] 0 Q A &

DPI REEE IPSLA = t THER =23 RE

BEEAFER

AFEs

{eFRtE

B
18fER
mPm

AHIAIE

Argr

(EH8: B
1. RESE (SLIRETTT)
> 15 o BEREKE! flow &
> 5OHARIRE snmp IR
2. HEEE

[
[x]

BBiE FH

BN

B
Asia/Shanghai

> BT ip el ip tehtaiies; imOFMSGER; MA; DSCP

R a4 TENEHE N
@ O O O
FELR
@ P4 b me: | jim|
v EEEERIPA (IBH0ERR)
Vi %
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LM FIBER, RE, BE, 2.

BERR: e ENEE
S
pllze= E= i =2
a2 x izl EOOHN - prizES
#
g HiE

> FERF: mE, §E, =
> SEE: B, JEIE, AR snmp FERH

RSESERRE

ManageEngine|
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Bt

NBAR/CBQoS#Eif]

{6 9: HERMEHIS

1. EEFESE

15 RERIE IRInETE L ERETRE

- 4 N\REOREEE . EGERE . FrEREM

« 24NELA ERSEOERE
+ BEAREERE + RiF2/EHROREER

- BENEEXERRE
. XteRE « KR, IRARD. HiE. AVC . aipeE
ZHREER - iRRR
. iREEREXH
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EXIRE

E=

FiERE

Bedrt

HigE
EEEE
NBAR/CBQoS
G

YraIEE
WLCiFr[ &I
A EE
TSRS
ARSI

WAASIZE

2. BN
3. NFAIRZERI+Z

ER/EEXRE

xILeiRER

ZaRE

IPS>4EIRSE

iR

BE (=
= BN I8 mESH EEER Bk IPEE
i
RREEE BAiE —HEEE NBAR/CBQoS =ia

[REEETE I ¥

(RERARTE: 1Nat v

B ARARENTRE ERRAEIERE

i xR
ciscoASA(192.168.0.1)
Errz el vt PN Sty =t MR =

RRBRA. Y. 4. IPEER

HERBRARIRE; HRREFREER.

BERERFENEHERIRE

IPANGSRERS

RIRMSCRERREIRER
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NetFlow Analyzer ISR, AR 28R ) B
{8t HiEs : ] 1 I BE(

MEST [=y=pd DPI Eit

Bl e R EhasiRE 2 BHE & AP

A2  EHER = Ei

[ wtReE B g=iEe

i sraiRE REERERRIES

2 mE 2 saEERs

+ IPELR B gETt

T ST Ry ERIIEITIEE

[ mEEmE = BRETE

® it E mEzroay

G EEEs k4 EOL/EOSIEE

B WAASIZER 1 &HuEs

WAASIgEEZIFE B EEsiRE
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https://www.manageengine.cn/products/netflow/help/index.html
EkiEs: http://demo.netflowanalyzer.com/

AR IEMRfE: mes@zohocorp.com.cn
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