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Change Log

Date Change Description

April 21, 2020 Initial release.

March 29, 2022 Second release with Marketplace support.
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Introduction

Introduction

Alibaba Cloud Elastic Compute Service (ECS) provides fast memory and the latest Intel CPUs to help you power your
cloud applications and achieve faster results with low latency.

This guide describes how to create an ECS instance of FortiADC-VM on Alibaba Cloud Infrastructure, including image
upload to Cloud, instance creation, and console access.
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Deploying the FortiADC-VM in Alibaba Cloud

Deploying the FortiADC-VM in Alibaba Cloud

Follow the workflow below to deploy the FortiADC-VM instance on Alibaba Cloud.

oD

Creating a VPC (Virtual Private Cloud) on page 6
Creating the FortiADC-VM instance on page 9

Configuring the Security Group Rules on page 12
Accessing the FortiADC GUI and CLI on page 14

Creating a VPC (Virtual Private Cloud)

Create a virtual private cloud (VPC) to deploy your Alibaba Cloud resources. In the following steps you will be specifying
the CIDR block and vSwitch required to deploy the FortiADC-VM.

1.
2,

4,

Log in to your Alibaba Cloud Account and log on to the VPC console.

In the top navigation bar, select the region where you want to deploy the VPC.
Note: The VPC and the cloud resources that you want to deploy in the VPC must belong to the same region.
On the VPCs page, click Create VPC.

= (-] Alibaba Cloud £ Workbench = All Resources v @ US (Silicon Valley) v
VPC

VPC / VPCs

VPCs

vSwitch
Create VPC nstance Name % | () Enter an Instance Mame to perform exact match

Route Tables

Instance ID/Name Tags IPv4 CIDR Block
MAT Gateway

Internet NAT Gateway
WPC NAT Gateway -JiET

MAT Gateway Resource Plan

On the Create VPC page, set the following parameters and click OK.

Parameter Description

VPC
Region Displays the region where you want to create the VPC.
Name Enter a name for the VPC.
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Deploying the FortiADC-VM in Alibaba Cloud

Parameter Description

The name must be 2 to 128 characters in length and can contain digits,
underscores (), and hyphens (-). It must start with a letter.

IPv4 CIDR Block Enter an IPv4 CIDR block for the VPC.
You can specify one of the following CIDR blocks or their subsets as the
primary IPv4 CIDR block of the VPC: 192.168.0.0/16, 172.16.0.0/12 and
10.0.0.0/8. These CIDR blocks are standard private CIDR blocks as defined
by Request for Comments (RFC) documents. The subnet mask must be 8 to
28 bits in length. For example, enter 192.168.0.0/24.

Note: After you create a VPC, you cannot change its primary |IPv4 CIDR block.

vSwitch

Name Enter a name for the vSwitch.
The name must be 2 to 128 characters in length and can contain digits,
underscores (_), and hyphens (-). The name must start with a letter.

Zone Select a zone for the vSwitch. In the same VPC, vSwitches in different zones
can communicate with each other.

Zone Resources Displays the cloud resources that can be created in the specified zone.

IPv4 CIDR Block Specify the IPv4 CIDR block of the vSwitch. When you specify an IPv4 CIDR

block for the vSwitch, take note of the following limits:
¢ The CIDR block of a vSwitch must be a subset of the CIDR block of the
VPC to which the vSwitch belongs.
For example, if the CIDR block of a VPC is 192.168.0.0/16, the CIDR
block of a vSwitch in the VPC must be a subset of 192.168.0.0/16. In this
example, the CIDR block of the vSwitch can range from 192.168.0.0/17 to
192.168.0.0/29.

¢ The first IP address and last three IP addresses of a vSwitch CIDR block
are reserved.
For example, if a vSwitch CIDR block is 192.168.1.0/24, the IP addresses
192.168.1.0, 192.168.1.253, 192.168.1.254, and 192.168.1.255 are
reserved.

¢ Ifa vSwitch is required to communicate with vSwitches in other VPCs or
with data centers, make sure that the CIDR block of the vSwitch does not
overlap with the destination CIDR blocks.

Note: After you create a vSwitch, you cannot change its CIDR block.
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Deploying the FortiADC-VM in Alibaba Cloud

(- Alibaba Cloud

VPC

VPCs

vSwitch

Route Tables

NAT Gateway A
Internet NAT Gateway
VPC NAT Gateway
NAT Gateway Resource Plan

Endpoints

Endpoints Service

DHCP Options Sets

= (- Alibaba Cloud
VPC

-

vSwitch

Route Tables
NAT Gateway ~
Internet NAT Gateway
VPC NAT Gateway
NAT Gateway Resource Plan
Endpoints
Endpeints Service
DHCP Cptions Sets
Access to Internet
Elastic IP Addresses
Anycast Elastic IP Addresses
Internet Shared Bandwidth
Data Transfer Plan
IPv6 Gateway

Internet Tool Kit

Next Step:

& Workbench L

VPC / VPC / Create VPC

& Create VPC

VPC

Region

* Name 9

fadc-test-ylliu

* IPv4 CIDR Block

We recommend that you use one of the private RFC CIDR blocks as the VPC CIDR block: 10.0.0.0/8 ,

Suggestions on CIDR Black Configuration

192.168.0.0/16

3 Workbench

vSwitch
' Create vSwitch

* Name @
—

ws-fadc-ylliu

~Zone @

Silicon Valley Zone A v

Zone Resources @

ECS @ RDS @ SLB@

1Pv4 CIDR Block Suggestions on CIDR Block Configuration

192 . 168 . 117 . 0 /2 v

Available IP Addresses

252

Description @

+ Add

- concel

Creating the FortiADC-VM instance on page 9
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Deploying the FortiADC-VM in Alibaba Cloud

Creating the FortiADC-VM instance

Create the FortiADC-VM instance from the Marketplace to automatically deploy the latest FortiADC version. To use
earlier FortiADC versions, you can manually downgrade to the specified version in the FortiADC GUI after deploying the

VM.

1. Goto Alibaba Cloud > Marketplace, and search for FortiADC.
The search will return the Fortinet FortiADC (BYOL) Application Delivery Controller.

(- Alibaba Cloud

Marketp|ace All Products  User Help  Contact Us

Search

Software Infrastructure / Security / Fortinet FortiADC (BYOL) Application Delivery Contraller

A8 I B rortinet FortiADC (BYOL) Application Delivery Controller

E = g
 umy

Fi:ATINET  oolcoron scourity WAR.

Delivery Method: Image  Architecture: 64

S 0 USD/Hour

Choose Your Plan

2. Click Choose Your Plan.

This creates a FortiADC instance using a default image of the latest version.

tern: linux Latest

3. Navigate to Elastic Compute Service > Instances. Click Create Instance.

4. Go tothe Custom Launch tab.
5. Complete the following Basic Configuration settings.

T Shop

My Subscript

Version: 7.0.0

Setting Description

Billing method Select a billing method:

¢ Subscription — Pay for resources before you use them.

¢ Pay-As-You-Go — Use resources first and pay for them afterward. The
billing cycles of pay-as-you-go instances are accurate to the second. You
can purchase and release instances on demand.
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Deploying the FortiADC-VM in Alibaba Cloud

Setting Description

¢ Preemptive Instance — Use resources first and pay for them afterward.
You place a bid for available instance resources to create preemptible
instances at a discount compared with pay-as-you-go instance pricing.
Preemptible instances may be automatically released due to fluctuations
in market price or insufficient resources of instance types.

Region and zone Select a region that is close to your geographical location to reduce latency.
After an instance is created, the region and the zone of the instance cannot be
changed.

Instance type Select the instance type.

Image

Storage

Selected Instance Type

Quantity

Image

Storage

Snapshot

Quantity: 1

We suggest to select an instance type that has a minimum of 4 GB of memory.
Select the Marketplace Image.

Add a Data Disk for the FortiADC log Disk.
We suggest to select a disk with a minimum of 30 GB.

General Purpose Ty
“5” TEPUPosE PR g5 darge 4CPUs  16GiB 25GHZ/27GHz  15Gbps 500000 PPS - Ves  Intel Xeon(Skylske] Platinum 8163 / Intel Xeon[Cascade Lake] Platinum 8268CY
g

General Purpose Type

. ecsg3 Zrlarge 8vCPUs  32GiB 25GH2/27GHz  25Gbps 800,000 PPS - Ves  Intel Xeon(Skylake) Platinum 8163 / Intel Xeon[Cascade Lake) Platinum 8268CY o
a

ecsgllarge (2 vCPU 8 GiB,General Purpose Type g7

1 4 Units You can create the largest number of instances of the selected instance type in Singapore Zone C. T instances have been created. You can create 1279 more instances. To create more instances, go to increase the quota>

Public Image Custom Image Shared Image | Marketplace Image | Community Image

| Selected Image Fortinet FortiADC (BYOL) Application Delivery Controller 7.0.0 |

Reselect 2n image

ECS instances created in this region do not allow the switch of OS between Linux and Windows.

System Disk

Enhanced SSD (ESSD) ¥ 40 Gig 228010PS Performance Level (7): PLO {up to 10,000 IOPS per disk) ¥

Click here for guidelines on how to select an appropriate disk for your scenario.

Data Disk
4 Add Disk
—  Enhanced SSD (ESSD) ¥ 40 GiB 380010PS Performance Level (7): PL1 (up to 50,000 I0PS per gisk) ¥ Quantity: 1 Device Name @ Release with Instance  Create from Snapshot Disk Encryption
You have purchased Enhanced SSD (ESSD) 0 GiB in the region. Remaining quota: 65496 GiB

> NASFile System

Backup Period : v O Create Automatic Snapshot Policy>  Data Source:

You can use automatic snapshot policies to periodically back up disks to prevent risks such as virus attacks and accidental data deletion. Snapshot pricing (pay-as-you-go billing and hourly payment collection) >

=+ Units

Marketplace Image Next

013
ot § 0138 usD pertaur Fees: § 0.000 usp per Hour

6. Click Next to move forward to Networking and configure the following settings:

Setting Description

Network Type Select the VPC and vSwitch that was previously configured in Creating the

FortiADC-VM instance on page 9.

Public IP Address Select the Assign Public IPv4 Address if you want to have the internet access

the FortiADC.

Security Group Select HTTP and HTTPS.
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Deploying the FortiADC-VM in Alibaba Cloud

Setting Description

Take note of the Security Group ID/Name. It will be used in later steps.
@ osic Configurations ———————————— (@) Networking System Configurations (Optional) Grouping (Optional) Preview

Network Type vpC

Leam more
O Frivate P Addresses A

[fad:'tesry\hu / vpe-rjdBadiwotbnq9dd398sy - ] o

o create a nen VPC, o 1o the VPC console

Specify Private IP Address

Public IP Address

k here to learm more about how to attach an EIP >

Bandwidth tean [P address. In addition & a more fiexible EIP sol
Bandwidth Billing Pay-By-Traffic Pay-By-Bandwidth

Bandwidth s billed based on the amount of data used in G . Ensure that your account has sufficient balance.
Peak Bandwidth —0 — 5+ | Mops

Alibaba Clou /s protection against DDoS attacks for free Leam More | Reinforce Protection

The data tran: P/SLB inst

ost generated by your EC <. Buy a data transfer plans.

Security Group Reselect Sect up A security group functions similarly te firewalls and is used to set network access controls for one or more ECS instances. You can go to the e to create a security group.  Learn More
Sec p limits
Leam more Security Group 1), sg-(j9f1zdnolmi7SttSra (contains 14 instances, and 1986 more instances can be added.)
Ensure that your security group has port 22 (Linux) or 3390 (Windows) allowed in the security group rules. Gthenwise, you will not be able to connect to the ECS instance. You can add security group rules to your security group in the ECS console.

Elastic Network Defanlt ENT
Interface h vs-fadeylliu ¥ Auto-assign TP Addresses ¥ Releaze with Instance

+  AddENIYoucanaddupto 1ENI

You can uze FNI< to denlov hinh availahilit chucters imnlement fine-arained network mananement and nerform failovers at low cost. Learn More >

Quantity: T+ Units Totat § 0.132 USD per Hour Merketplace Image Internet Trafc Fees:

Fees: 5 0.000 usD per Hour 077 usppercs

7. Click Preview. Agree to the ECS Terms of Service then click Create Instance.

Elastic Compute Service (ECS) Quick Launch Custom Launch EE SavingsPlan  © Purchase History [ Pricing & BuyDisk @ Console
@ :sic cone @ nervoriing @ sstem configurations Options) —————— (@) Grouping ©ptiona) —————————————— (@) Preview
Note: X

You have ot configured the instance logon credentials. f you need to log on to the instance, you can go back to the System Configurations (Opticnal) step to configure logon credentials. You can also perform the Reset Password operation in the console after the instance is created. For more
information about how to reset the password, see Reset the logon password of an instance.

Configurations Selected
Basic Configurations Billing Method : Pay-as-you-go Region: Silicon Valley Zone A Instance Type : Enhanced General Purpose Type gée / ecs.gbe.large (2vCPU 8GiB)

Quantity: 1 Units Image : Fortinet FortiADC (BYOL) Application Delivery Controller 7.0.0 System Disk: Enhanced SSD (ESSD) 40GiB .PLO (up to 10,000 IOPS per disk)

Data Disk : 1 Unit(s)

Networking & Network Type : VPC VPC: fadc-test-yliu/ vpe-rj96adiwotbngddd3asy VSwitch : vs-fadc-ylliu/ vsw-j997b3tb0wls2srSqau/ 192.168.117.0/24
Network Billing Method : Pay-By-Traffic SMbps Security Group : 1. sg-j9f1zdnolmf79tt5rxa \E’
Save as Launch Template ‘ ‘ View Open API ‘ ‘ Save as ROS Temp\ate‘%!’?#

Automatic Release Automatic Release  The ECS instance will be released at the time you specified. After the instanc

sed, its data and IP addresses will not be retained and cannot be retrieved,

Terms of Service [ ECS Terms of Service and Product Terms of Service | Image Product Terms of Use ]

Quantity: 1+ unis Totat 0132 USD per Hour Marketplace Image Intemet Traffc Fees:
Fees: § 0,000 uSD per Hour ®50.077 usp per 68

The newly created instance will appear on the Instances page (it may take between 1 to 5 minutes for the instance
to generate). The instance is ready when the status changes from Stopped to Running.

Next Step:

Configuring the Security Group Rules on page 12
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Deploying the FortiADC-VM in Alibaba Cloud

Navigate to Elastic Compute Service > Security Groups.

Configuring the Security Group Rules

Configure custom security group rules for your FortiADC-VM instance.

On the Security Groups page, search for your security group using the Security Group ID/Name in previous
steps (for details, see Creating the FortiADC-VM instance on page 9).

For the selected security group, under the Actions column, click Add Rules to configure custom security group

rules.
E (-] Alibaba Cloud £ Workbench & Al Resources v @ US (Silicon Valley) v
Elastic Compute Service Elastic Compute Service

Security Groups

Reserved Instances

Resource Assurance =l

SIS FEm Create Security Group Security Group Name v | sg-rjof1
Network & Security [] security Group ID/Name ~ Tag VPC Related

Instances

Security G

=
9 f%adiwotbnq9dd3%esy 5

ENIs ] sg-1j9f1zdnolmf79ttSrx... |/ fadc-test-ylliu

SSH Key Pairs
Virtual Private Clou

Prefix Lists EEI

Storage & Snapshots
Disks
Snapshots
Storage Capacity Units

Dedicated Block Stor. O

Configure the following Access Rules settings:

Available IP
Addresses

1986

) security

Q

Network
Type(Al) ¥

Tags

Security Group
Type(Al) ¥

Basic Security
Group

Expenses  Tickets ICP  Enterprise  Support A @ = @

Security groups

@ ror information about how to use prefix lists to simplify management of security group rules, see Use prefix lists to simplify management of security group rules, =

Creation Time Description Actions

Modify | Clone | Restore Rules

March 14, 2022, 17:42(Time ~ System created Manage Instances [ Add Rules

Zone: UTC - 7) securit...
Manage ENIs

Parameter Description

Action Select the access action:

¢ Allow — allows access requests on a specific port.

¢ Forbid — drops packets without returning messages.
If two security group rules differ only in their actions, the Forbid rule is used
but the Allow rule is ignored.

Priority A smaller value indicates a higher priority. Valid values: 1 to 100.
Protocol Type Select the protocol type of the security group rule:
o All

¢ Custom TCP

¢ Customized UDP
e AIIICMP (IPv4)
e AllICMP (IPv6)

¢ AlIGRE

Port Range You can specify a custom port range when Protocol Type is set to Custom
TCP or Customized UDP. Enter one or more port ranges. Separate multiple

FortiADC 7.0.0 Alibaba Cloud Deployment Guide
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Parameter Description

port ranges with commas (, ). Forexample, 22/23,443/443.

Authorization Object You can specify an authorization object of the following types:
¢ |P addresses — You can enter individual IP addresses. For example,
192.168.0.1000r2408:4321:180:1701:94c7:bc38:3bfa:.

¢ CIDR blocks — You can enter a CIDR block. For example:
192.168.0.0/24 0or
2408:4321:180:1701:94c7:bc38:3bfa:***/128.

¢ Security groups — This authorization type is valid only for the internal
network. You can specify a security group within the current account or a
different account as the authorization object to allow mutual access
between instances in that security group and instances in the current
security group over the internal network.

¢ Grant permissions to a security group within the current account:
Enter the ID of the security group to which you want to grant
permissions within the current account. If the current security group
is of the VPC type, the security group to which you want to grant
permissions must reside within the same VPC as the current security
group.

¢ Grant permissions to a security group within a different account:
Enter the ID of the different Alibaba Cloud account and the ID of the
security group to which you want to grant permissionsinthe ID of
the Alibaba Cloud account/ID of the security group
format. You can choose Account Management > Basic
Information to view your account ID.

* Prefix lists — A prefix list is a set of network prefixes (CIDR blocks). The
prefix list feature is supported only on security groups of the VPC type.
After you reference a prefix list in a security group rule, the rule applies to
all CIDR blocks in the prefix list.

Note:

¢ You can enter up to 10 authorization objects at a time. Separate multiple
objects with commas (, ).

e Ifyouenter0.0.0.0/0or : : /0 as an authorization object, all IP
addresses are allowed or denied based on the Action parameter.
Evaluate the network risks before you specify 0.0.0.0/0or : : /0.

¢ For security reasons, we recommend that you select a security group for
Authorization Object when you add a public inbound rule to a security
group of the classic network type. If you want to grant permissions to IP
addresses, you must enter individual IP addresses instead of CIDR
blocks.
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5. Under the Actions column, click Save.
In the example below, the inbound access rule is set to allow all ports for all IP addresses.

H (-] Alibaba Cloud & Workbench 0 security Expenses Tickets ICP  Enterprise  Support Ao e

Elastic Compute Service Elastic Compute Service / Security Groups Learn more  Old Ver

© € sg-rj9f1zdnolmf79tt5rX... & taciesty e gomaanomnngsadice

Reserved Instances

Resource Assurance EEll @ For information about how to use prefix lists to simplify management of security group rules, see Use prefix lsts to simplify management of security group rules. =
Savings Plan
g Security Group Rules | Basic Information
Instances Security Group ID/Name : sg-f9f1zdnolmf79ttSrxa/ sg-j9f1zdnolmf79ttSma Network Vpe-rg6adtwotbng9dd3988y

Network & Security
ENIs in Security Group
Security Group Type: Basic Security Group Internal Access Control Policy: Allow Set to Deny
Security Groups

Description System created security group. Tags
ENIs
Resource Group :

SSH Key Pairs

Virtual Private Clou..

Access Rule L, Import Security Group Rule &, Export
Prefix Lists IEQ

Inbound Outbound
Storage & Snapshots

Search by port or authorization object

Disks

- Action Priority ©  Protocol Type Port Range Authorization Object Description Actions

napshots

SermE @y U Allow . Al + Dest | -1/-1 L Sour (0.00.0/0 Preview
Delete

Dedicated Block Stor..

Next Step:

Accessing the FortiADC GUI and CLI on page 14

Accessing the FortiADC GUI and CLI

After deploying the FortiADC-VM instance in Alibaba Cloud, you will need to access FortiADC to configure the instance.
You can access the FortiADC GUI and CLI using either of the following methods:

+ Remote access
+ Console access

To access the FortiADC GUI and CLI remotely:

1. Navigate to Elastic Compute Service > Instances.
2. Take note of the Instance ID/Name of your instance.

E () Alibaba Cloud £ Workbench & Al Resources v @ US (Silicon Valley) v ) security Expenses Tickets ICP  Enterprise  Support A @ = @
Elastic Compute Service Elastic Compute Service Operation reference
Overview Instances

Events
Create Instance Auto  Select an instance attribute or enter a keyword Q | Tags Advanced Searcch | C & @

e
Eep Name FADC2-7.0.0-ylliu € Clear

Troubleshooting Network

[] Instance ID/Name Tag Monitoring Zone ¥ IP Address Status 7 ey Shedfications Billing Method 7 Actions
ECS Cloud Assistant -
sieon 2CPUBGIE (/0 Pay-As-You-Go
Aol — 5
TOahmprzomAgn pherm . y 4725137471 B Optimized) March 15, 2022, Manage | Connect
Oz -yl * 4 =] Valley Zone o, 168.117.104 Oruming vee ecs.g6e.large 15:59(Time Zone: UTC - Change Instance Type | More ~
SMops (Peak Value) 7) Created

Instances & Images

O Morea Total: 1item(s), Per Page: + | item(s) <« < >
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3. Use the Internet IP to access the FortiADC via GUI/SSH/Telnet. The default login ID is admin and the password is

the Instance ID/Name of your instance. After you login for the first time, you may change the password as needed.

To access the FortiADC GUI and CLI through the console:

1. Navigate to Elastic Compute Service > Instances.
2. Foryourinstance, under the Actions column, click Connect.
3. Onthe Connection and Command page, under the Workbench Connection, click Connect.

Connection and Command @ X

Workbench Connection

ECS instances can be remotely managed by using web pages. This feature allows you to copy and paste
text, view system files, and supports simultaneous logons from users on different operating systems to a
single instance.

IN PusLIC PREVIEW

The session management feature allows you to log on to and gain remote control on an instance without
a password o rules that allow inbound access over required ports, regardless of whether the instance has
a public IP address. Learn More

This feature is not supported in the current region.

VNC Connection @

Send Remote Commands (Cloud Assistant)

Cloud Assistant allows you to send remote commands to an instance and run them to perform operations
such as viewing disk capacity, installing software, and starting or stopping services without connecting to
the instance. To send remote commands, you must use the task execution feature provided by Cloud
Assistant. Click here to install or activate the Cloud Assistant client on your instance.

Send Remote Call

Cancel

4. Inthe Instance Login dialog:

a. Enter the Username (the default login ID is admin), and select Password-based.
b. Enter the Password (which is the Instance ID/Name by default).
c. Click OK.
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Important notes

Important notes

1. Because Alibaba Cloud does not allow you to configure secondary IP on any interface, features with multiple IP-
Addresses on one port may not work on Alibaba Cloud FortiADC-VM, such as the following:
o NAT related features
o L4 FullNAT
 |P floating

2. FortiADC does not support High Availability deployment modes (HA-AP, HA-AA, and HA-VRRP) in Alibaba Cloud.
HA-VRRP may be supported on other cloud infrastructure (such as AWS, Azure, or GCP).

3. ForL4 VS DNAT, ensure the FortiADC is the gateway of the RS. If the RS is deployed in the Alibaba Cloud as well,
please ensure there is no external IP address configured on the RS. Otherwise, the RS will not send back the data
to the FortiADC for external traffic, regardless of the routing rules you configure on the RS. Because Alibaba Cloud
always takes the routing rules to public networks as its first priority, all the traffic to Public IP destinations will be sent
back via its default public route settings, instead of the gateway you configured.

4. Currently, the VNC console login is not working. As a workaround, use the Workbench Connection for console login.
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