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* Hif n HRARBARSZEE, n M2 FiA,
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3 BITHIRER

3.1 BEIRIR

® fRSZim: iF x86 ZRHMUAKRET ARM. MIPS. KEBEZRHARSSES o
0 EfiE: YIEFEEHAKRIKFEE, &1F Windows, MacOS. Linux ExE

m PC¥a&a,

3.2 REHIR

o [RZim:
> BEZR%A: CentOS/RHEL/Ubuntu & x5 Linux B1ER %, B

T RSE . BB, BRETRETRIERS



> HUREE: Mysql 8.0.27
> FEf: Redis 6. EMQX 4.2
> JAVA: JDK 8
® = im:
> CentOS/RHEL/Ubuntu FE5 Linux B1ERR, RN XEFSRE.

BB IBREETIRIERS

3.3 MK

AW P RIHB RO . AKX/ ZEEMX, RBI WX, BalinNESE

21 1M2MEE IP, BREFE 1 MZEE, UR—E CAIER,

4, EELHIRORS

4.1 IP BoE

cd /etc/sysconfig/network-scripts/
4 58 0 = A4
TYPE="Ethernet"
PROXY_METHOD="none"
BROWSER_ONLY="no"
BOOTPROTO="static"
DEFROUTE="yes"

IPV4_FAILURE_FATAL="no"



IPV6INIT="yes"

IPV6_AUTOCONF="yes"

IPV6_DEFROUTE="yes"

IPV6_FAILURE_FATAL="no"
IPV6_ADDR_GEN_MODE="stable-privacy"
NAME="enp2s0"
UUID="944788d6-78f3-4599-8b3d-91370c711b33"
DEVICE="enp2s0"

ONBOOT="yes"

IPADDR=192.168.x.x

NETMASK=255.255.255.0

GATEWAY=192.168.x.x

DNS1=8.8.8.8

7E: IPADDR ®287% IP, NETMASK 2 FM##Ef5, GATEWAY Hi=2

M XxEE At BOOTPROTO=static iIgB NS

4.2 I JDK 23

T 1.8-262 19 jdk B9 tar 3244, N0EE tar XH&Z /usr/local/jdk
BEERIREE

vi /etc/profile

export JAVA_HOME=/usr/local/jdk

export



CLASSPATH=.:${JAVA_HOME}/jre/lib/rt.jar:${JAVA_HOME}/lib/dt.jar:
${JAVA_HOME}/lib/tools.jar
export PATH=$PATH:${JAVA_HOME}/bin

source /etc/profile

4.3 &3 Mysql

BEEAN rpm 8%%F, FEUT:

REENRFZENKSER, WRKLE mysql BMKS, RMNESKS

BERAFNEANEFRE:

cat /etc/passwd|grep -v nologin|grep -v halt/grep -v shutdown|awk
-F " ‘fprint $1 " $3 "1" $4}' | more

WMRAEFE, I mysql HEKS

BUE mysql BF4, groupadd mysdl

SIE—MNEFPZ A mysql R, F A mysql R4, useradd -g mysql
mysql

B mysqgl 283, passwd mysql

& B %8 mysql-8.0.27-1.el7.x86_64.rpm-bundle.tar, £ 1& |
/usr/local/

mkdir /usr/local/mysql, #A /usr/local/mysqgl B=, HIE tar X4

tar -xvf mysql-8.0.27-1.el7.x86_64.rpm-bundle.tar

AT T2 %3E mysql &

rpm  -ivh  mysqgl-community-common-8.0.27-1.el7.x86_64.rpm



--nodeps --force

rpm -ivh mysqgl-community-libs-8.0.27-1.el7.x86_64.rpm --nodeps
--force

rpm -ivh mysqgl-community-client-8.0.27-1.el7.x86_64.rpm
--nodeps --force

rpm -ivh mysqgl-community-server-8.0.27-1.el7.x86_64.rpm
--nodeps - force

IR

mysqld --initialize

chown mysql:mysqgl /var/lib/mysqgl -R

systemctl start mysqld.service #/551 mysqgld fRS

systemctl enable mysqgld & MySQL ZRINZEIFA/SE

EBiE cat /var/log/mysqld.log | grep password L EEHIEENZD

B mysqgl -uroot -p EEIEFEHABIEEEERE

BMARRIEZINZE, HTEEENSME

ALTER USER 'root'@'localhost’ IDENTIFIED WITH
mysql_native_password BY ‘'root’,

BHBEIAERFHNERER

mysql -uroot -proot
BELUTHS, #TiEZina N

create user 'zt'@'%' identified with mysql_native_password by 'zt';

grant all privileges on *.* to 'zt'@'%' with grant option;



flush privileges;

BEIRERE

#wig/etc/my.cnf, B TARIBRA G
[mysqld]

datadir=/data/mysdl
socket=/data/mysqgl/mysql.sock
[client]

default-character-set=utf8
socket=/data/mysqgl/mysql.sock
[mysaql]

default-character-set=utf8
socket=/data/mysqgl/mysql.sock
RN EHE Sk

mkdir /data

mv /var/lib/mysql /data

mkdir /data/mysql/log

chown -R mysqgl:mysqgl /data/mysq|l

E/FRSS systemctl restart mysgld

4.4 T3 Redis

yum install epel-release

yum install redis



J25 redis  service redis start

# {=1k redis service redis stop

# BE redis BTIRE service redis status
REFNSE chkconfig redis on

HA redis BRSS redis-cli

IIHBENXHE Vi /etc/redis.conf
HEX—1TER, WITFRE IP

#bind 127.0.0.1

#protected-mode yes

protected-mode yes

#requirpass, RIFEXFENHEEEERBZEE bind ip
requirepass 123456

notify-keyspace-events Ex FF/g redis S Hific &
HENASH, BEHEER

dir /data/redis/data

HENARSY, HERAEER

logfile /data/redis/redis_log.log

BERSS: systemctl start reids && systemctl enable redis

4.5 L& emqgx

LR ENKBE

$ sudo yum install -y yum-utils device-mapper-persistent-data lvm2



FERUTHIIRERERME, L CentOS7 A4

sudo yum-config-manager --add-repo
https://repos.emqgx.io/emqgx-ce/redhat/centos/7/emqgx-ce.repo

RIReHNRAR EMQ X Broker

sudo yum install emqgx

LTEMETERAE EMQ X Broker
=

$ yum list emgx --showduplicates | sort -r
emgx.x86_64 4.0.0-1.el7

RIEE I RRRAF R L RIS ERA, a0 4.0.0
sudo yum install emgx-4.0.0

B8 EMQ X Broker

HiERD

$ emax start

emgx 4.0.0 is started successfully!

$ emax_ctl status

Node 'emgx@127.0.0.1" is started
emgx v4.0.0 is running

systemctl /Zzf

sudo systemctl start emqgx

service Bl



sudo service emqgx start

RIS eqmx BEMNTEE

£ emagx RSB L

sudo vi /etc/emagx/emagx.conf

& allow_anonymous = false

{&2Z acl_nomath = deny

sudo vi /etc/emagx/plugins/emqgx_auth_redis.conf
1&2Z auth.redis.server = 127.0.0.1:6379

{8 auth.redis.password = 123456

E|J/5 emagx sudo systemctl restart emagx

1785 < emax_ctl plugins load emagx_auth_redis

4.6 &3 nginx

sudo rpm -ivh
http://nginx.org/packages/centos/7/noarch/RPMS/nginx-release-centos
-7-0.el7.ngx.noarch.rpm

sudo yum install nginx

systemctl enable nginx

HA nginx BIEE & 34 /etc/nginx/conf.d

vi default.conf

upstream mgt-service {

server 127.0.0.1:8000;



server {
listen 443 ssl;
ssl_certificate /etc/ssl/server.pem;
ssl_certificate_key /etc/ssl/server.key;

access_log /var/log/nginx/host.access.log main;

location / {
root /usr/local/console;
index index.html;
add_header 'Access-Control-Allow-Methods' 'GET, POST,
OPTIONS';
add_header '‘Access-Control-Allow-Headers'
'DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,C
ontent-Type,Range’;
add_header '‘Access-Control-Expose-Headers'
'Content-Length,Content-Range’;
add_header ‘Access-Control-Allow-0Origin’

'https://m-dev.yytek.net’;

}



location /mgt {
if ($request_method = 'OPTIONS') {
add_header ‘Access-Control-Allow-0Origin’
‘https://m-dev.yytek.net' always;
add_header 'Access-Control-Allow-Methods' 'GET,
POST, OPTIONS' always;
add_header 'Access-Control-Allow-Headers' '-- main
local function access () verify_uri()
Authorization,DNT,User-Agent,X-Requested-With,|If-Modified-Since,

Cache-Control,Content-Type,Range' always;

add_header '‘Access-Control-Max-Age' 1728000
always;

add_header 'Content-Type' 'text/plain; charset=utf-8';

add_header 'Content-Length' 0;

return 204;

add_header ‘Access-Control-Allow-0Origin'
'https://m-dev.yytek.net' always;

add_header 'Access-Control-Allow-Methods' 'GET, POST,
OPTIONS' always;

add_header 'Access-Control-Allow-Headers'



tcode,Authorization,DNT,User-Agent,X-Requested-With,If-Modified-Sinc
e,Cache-Control,Content-Type,Range' always;
add_header '‘Access-Control-Expose-Headers'

'Content-Length,Content-Range' always;

proxy_send_timeout 30m;

proxy_pass http://mgt-service$request_uri;

proxy_set_header X-Forwarded-Port $server_port;

proxy_set_header X-Forwarded-Host $host;

proxy_set_header X-real-ip $remote_addr;

proxy_set_header X-Forwarded-For
$proxy_add_x_forwarded_for;

proxy_set_header X-Forwarded-Proto $scheme;

location /iam_watermark_info {
proxy_send_timeout 30m;
proxy_pass http://mgt-service$request_uri;
proxy_set_header X-Forwarded-Port $server_port;
proxy_set_header X-Forwarded-Host $host;
proxy_set_header X-real-ip $remote_addr;

proxy_set_header X-Forwarded-For



$proxy_add_x_forwarded_for;

proxy_set_header X-Forwarded-Proto $scheme;

}

BERSS: systemctl start nginx && systemctl enable nginx

5.7 ZERSMAIEMRSS

#iE/opt/deploy, #ENLZEGFWEET, H1T
tar -zxvf zt.tar.gz

In -s /opt/deploy/zt/ /usr/local/zt

rm -rf zt.tar.gz

KRS | INERX

®iZ systemctl start zt BEARS

application.properties EEZE/ZENN_E proxy BHER

server.port=8000

spring.flyway.enabled=true
spring.flyway.baseline-on-migrate=true
spring.flyway.baseline-version=1
spring.flyway.schemas=zero_trust

#spring.flyway.init-sqls=db/migration/init_structure.sql



spring.flyway.table=zt_mgt_schema_version
#spring.flyway.tablespace=
spring.flyway.validate-on-migrate=false
spring.flyway.clean-on-validation-error=false

spring.flyway.placeholder-replacement=false

#dds config
dds.general.defaultDataBase=yytek
dds.general.multiTenant=true
dds.general.defaultSchema=zero_trust
dds.general.headerSeparator=.
dds.general.tenantHeaderName=tcode
dds.general.filterUrls=/dds-sample/actuator/health,/error,/actuator,/
health
dds.general.filterUrlsSeparator=;
dds.general.activeDataBase=yytek
dds.general.enableGloballnterceptor=false

dds.general.shardingDb=false

#mysql config
#dds.database.yytek.username=zerotrust

#dds.database.yytek.password=zerotrust1 @3



#dds.database.yytek.urlParams=useSSL=false&useUnicode=true&c
haracterEncoding=utf-8&serverTimezone=CTT&allowMultiQueries=true
#dds.database.yytek.jdbcUrl=jdbc:mysql://localhost:3306

#dds.database.yytek.driverClassName=com.mysql.cj.jdbc.Driver

#dds.database.yytek.jdbcUrl=jdbc:p6spy:mysql://localhost:3306
#dds.database.yytek.driverClassName=com.p6spy.engine.spy.P6Sp

yDriver

# postgreSg\u914D\u7F6E
dds.database.yytek.username=postgres
dds.database.yytek.password=123456
dds.database.yytek.jdbcUrl=jdbc:postgresql://localhost:5432
dds.database.yytek.driverClassName=org.postgresql.Driver

dds.database.yytek.urlParams=currentSchema=zero_trust

spring.redis.host=localhost
spring.redis.port=6379
spring.redis.database=0
spring.redis.password=123456
#spring.redis.jedis.pool.max-wait=

#spring.redis.jedis.pool.max-active=



mybatis-plus.global-config.db-config.logic-delete-field=deleted
mybatis-plus.global-config.db-config.logic-delete-value=1
mybatis-plus.global-config.db-config.logic-not-delete-value=0
aliyun.sms.ak=LTAI4GJ2rzydYVqubg9XcMTo
aliyun.sms.sk=o0cPTa6jgvWYxoxZNzCRqgznyBLPQVwm
aliyun.sms.signName=\u4E91\u6D8C\u96F6\u4FE1\u4EFB
aliyun.sms.tempPwdTemplate=SMS_204277571
aliyun.sms.oneTimePwdTemplate=SMS_206539350

# one time password validity time interval

aliyun.sms.oneTimePwdValidity=300

maqtt.url=tcp://localhost:1883
mgqtt.clientld=mgt
mgqtt.username=mgt
mgqtt.password=mgt

mqtt.topics=biz,gateway

# send otp rate limit, 60 seconds default
api.rate.limit.otpDuration=60
proxy.url=https://m-ga.yytek.net
proxy.ak=LTAI4GJ2rzydYVqubg9XcMToy

proxy.sk=ocPTa6jgvWYxoxZNzCRqgznyBLPQVwmy



proxy.salt=vKgADfZyY9uUBUk4J2seZg==

# mail ic&

spring.mail.host=smtp.yytek.com

spring.mail.port=465

spring.mail.username=zerotrust@yytek.com

spring.mail.password=Yytek123qwe!@#

spring.mail.properties.mail.smtp.auth=true

spring.mail.properties.mail.smtp.socketFactory.class=javax.net.ssl.S
SLSocketFactory

spring.mail.properties.mail.smtp.socketFactory.port=465

spring.mail.test-connection=true

# RIEPERE

ca.country=CN
ca.street=Haidian
ca.organization=Yytek
ca.organizationUnit=Security
ca.commandName=RootCA
ca.duration=20

BaRSS: systemctl start zt && systemctl enable zt



4.8 RIEHIiKE

tar -zxvf console.tar.gz
In -s /opt/deploy/dist/ /usr/local/console

rm -rf /root/deploy/console.tar.gz

4.9 RERZ2IHRIEHRS

mkdir -p /root/deploy/sdp

tar -zxvf sdp.tgz -C /opt/deploy/sdp/
rm -rf sdp.tgz

In -s /opt/deploy/sdp/ /usr/local/sdp
=1

redisAddr=127.0.0.1:6379

redisDB=0

redisAuth=123456

redisMaxidle=2

redisMaxActive=200

udpAddr=0.0.0.0:8111
httpAddr=:8000

httpsAddr=:443



maxHttpConn=5000
maxRoutine=1000
myiplist=127.0.0.1,192.168.1.110
openPort=22,8111
protectedPort=443
trustedIpList=192.168.0.62
trustedlpPort=8000,1883,6379,5432
iamAddr=http://127.0.0.1:8000
mgqttEnabled=true
mqttBroker=tcp://127.0.0.1:1883
mqttUsername=mgt
mqgttPassword=mgt
mqttClientld=sdp
sdpExpireTime=3600
ipExpireTime=36000
isController=true

isDebug=false
isKnockProxy=false
proxylP=192.168.0.110 ) B ip AEZEZ
synclPinterval=60
performanceTest=false

BERSS: systemctl start sdp && systemctl enable sdp



5. EPEZARIX

5.1 IPBE

cd /etc/sysconfig/network-scripts/

4 ) R A

TYPE="Ethernet"
PROXY_METHOD="none"
BROWSER_ONLY="no"
BOOTPROTO="static"

DEFROUTE="yes"
IPV4_FAILURE_FATAL="no"
IPV6INIT="yes"

IPV6_AUTOCONF="yes"
IPV6_DEFROUTE="yes"
IPV6_FAILURE_FATAL="no"
IPV6_ADDR_GEN_MODE="stable-privacy"
NAME="enp2s0"
UUID="944788d6-78f3-4599-8b3d-91370c711b33"
DEVICE="enp2s0"

ONBOOT="yes"

IPADDR=192.168.x.X



NETMASK=255.255.255.0

GATEWAY=192.168.x.x

DNS1=8.8.8.8

7*: IPADDR #2873 IP, NETMASK 2 FM#EfS, GATEWAY B2

X ZF Rt BOOTPROTO=static & & NS

5.2 REEHRS

mkdir -p /root/deploy/sdp

tar -zxvf sdp.tgz -C /opt/deploy/sdp/
rm -rf sdp.tgz

In -s /opt/deploy/sdp/ /usr/local/sdp
=1

redisAddr=127.0.0.1:6379

redisDB=0

redisAuth=123456

redisMaxidle=2

redisMaxActive=200

udpAddr=0.0.0.0:8111
httpAddr=:8000
httpsAddr=:443

maxHttpConn=5000



maxRoutine=1000
myiplist=127.0.0.1,192.168.1.110
openPort=22,8111
protectedPort=443
trustedIpList=192.168.0.62
trustedlpPort=8000,1883,6379,5432
iamAddr=http://127.0.0.1:8000
mqttEnabled=true
mqttBroker=tcp://127.0.0.1:1883
mqgttUsername=mgt
mqgttPassword=mgt
mqttClientld=sdp
sdpExpireTime=3600
ipExpireTime=36000
isController=false

isDebug=false

isKnockProxy=false
proxylP=192.168.0.110 ) B ip AEZEZ
synclPinterval=60
performanceTest=false

BERSS: systemctl start sdp && systemctl enable sdp



5.3 RERZEIHRS

mkdir /opt/deploy/traefik
cd /opt/build, tar -zxvf traefik.tar.gz -C /opt/deploy/traefik
REFEXH
entryPoints:
web:
address: ":80"
websecure:
address: ":443"
providers:
http:
endpoint:
# Miam BRES[HNSIKNIHEE, SPRIYI—IX
- "http://192.168.0.110:8000/mgt/traefik/dynamic_config"
pollinterval: "1s"
log:
level: INFO
filePath: "/usr/local/traefik/traefik.log"
api:

dashboard: true



mqtt:
broker: tcp://192.168.0.110:1883
username: mgt
password: mgt
clientld: traefik
M deploy Z%#2F (./install.sh)
fE/usr/local/traefik TEIFE cert XX, & url IEREHEA , BEF
{EAK traefik.pem traefik.key
B EHKENFEEFZE nginx, 7 default.conf FFIIMTES : HeEEESRE
MET traefik BIBRE X4
server {
listen 81;
#charset koi8-r;
access_log /var/log/nginx/host.access.log main;
location / {
root  /usr/local/traefik/deploy/nginx;

index index.html index.htm;

}

BaRS: systemctl start traefik && systemctl enable traefik



5.4 RERFEAMXKIRS

= H# W2 /opt/deploy/zt-gateway/
#£/opt/deploy/zt-gateway/config B R &K gateway.yml 344
BB B X
# Tunnel
tunnel:

protocol: relay

transport: tls

host: 0.0.0.0

port: 12345

sso: true

inter: true

cert:

certFile: cert/cert.pem

keyFile: cert/private/key.pem

# |dentity and Access Management (IAM) Center
iam:
address: http://192.168.0.110

port: 8000



# The Standard for loT Messaging
mqtt:
broker: mqtts://yytek.yytek.net:28083
tisinsecure: false
clientld: gateway
username: mgt
# username: tenant_yytek
# password:
awb6edssjm2vccisyifpf3o07dg22v8oktcy3Ix3f7avvwngubsb7u3c4nbp5
P51y
password: mgt
keepAlive: 60
pingTimeout: 1
tls: false
tenantld: yytek
sdp:
certPath: /opt/deploy/sdp/config/gm-udp.cer

keyPath: /opt/deploy/sdp/config/gm-udp.key

gmtls:
load: true

rootCert: /opt/deploy/zt-gateway/cert/CA.pem



signCert: /opt/deploy/zt-gateway/cert/SS.cert.pem
signKey: /opt/deploy/zt-gateway/cert/SS.key.pem
encryptCert: /opt/deploy/zt-gateway/cert/SE.cert.pem
encryptKey: /opt/deploy/zt-gateway/cert/SE.key.pem
log:
fleName: "logs/zt-gateway.log"
maxSize: 100
maxBackups: 5
maxAge: 30
level: INFO
console: true
httpServer:
httpAddr: :8000
BshA=, HITH<E /opt/deploy/zt-gateway/zt-gateway

BaRSS: systemctl start zt-gateway && systemctl enable zt-gateway
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