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Windows

MACOSX

“
SHAwithRSA1024V1.0.bat”* WINDOWS

“SHAwithRSA1024*V1.0.command” MACOSX “ RSA
” “ ”

OpenSSL **

OpenSSL

OpenSSL
rsa_private_key.pem RSA .NET PHP
pkcs8 rsa_private_key_pkcs8.pem pkcs8 RSA

Java pkcs8 console

OpenSSL> genrsa -out rsa_private_key.pem   1024  #⽣生成私钥

OpenSSL> pkcs8 -topk8 -inform PEM -in 

rsa_private_key.pem -outform PEM -nocrypt -out 

rsa_private_key_pkcs8.pem #Java开发者需要将私钥转换成PKCS8格

式

OpenSSL> rsa -in rsa_private_key.pem -pubout -out 

rsa_public_key.pem #⽣生成公钥

OpenSSL> exit #退出OpenSSL程序
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app_id Long 290504603875856

id_type String imei/idfa imei, idfa

id_value String EC3B219D-881C-4E6C-
BF58-1A51D3B37D36

imei/idfa
 

 

 

Finplus https ID
tags

tag_name: model_value tag_name
model_value

 

ur_apiKey apiKey apiKey
apiSecurity

 

app_id id_type id_value req_id sign _aop_signature
url query urlencode

https请求⽅方式:GET 

https://gateway.open.umeng.com/param2/1/com.umeng.finplu

s/umeng.cplus.creditTrace/ur_apiKey?

app_id=ur_app_id&req_id=idfa&id_value=EC3B219D-881C-

4E6C-BF58-

1A51D3B37D36&req_id=20190304211111&sign=LwbybbFpO3jNFd%2

FSoxzW%2BDthDXkqs%2B6OPSVCaKxFvmKsBb05NUXkheMq3tOCyRn9GE

vaTjDCnr23%0D%0ADEalDnmnRtWdq7xmUaJM7%2BfbubvJLMMLJweBry

L6RwQZv83im6%2Bg3jQ%2BdCMvU9uZK9ghuxd%2FgNtx%0D%0A0xd9sQ

k33QH8W6Kngxg%3D%0D%0A&_aop_signature=58F12888265C5779B0

A1CDCF240C1270C35A9E48

https://gateway.open.umeng.com/param2/1/com.umeng.finplu

s/umeng.cplus.creditTrace/ur_apiKey



860529038487085
EC3B219D-881C-4E6C-
BF58-1A51D3B37D36

req_id String 14913216151305305011

uuid

sign String  1024bit RSA

querystring
Base64

_aop_signature String  
OpenAPI

apiSecurity
URL
API

app_id  

 app_id

id_type id_value  

id_type imei/idfa
id(imei 60529038487085 IDFA:EC3B219D-881C-4E6C-BF58-
1A51D3B37D36)

imei/meid  

imei meid -
imei meid

imei GSM WCDMA /
15-17 (TAC,Type Allocation Code) 8

( 6 )
(FAC,Final Assembly Code) 2 FAC

(SNR,Serial Number)
9 6
1
meid CDMA 15

(RC,Regional Code) 2 imei



TAC,Type Allocation
Code 3 6

SNR,Serial Number 9 6
1

a A

idfa  

idfa 36 32
16  ABCDEF0123456789 4 "-"

8-4-4-4-12
EC3B219D-881C-4E6C-BF58-1A51D3B37D36 

req_id  

req_id uuid
v1

sign  

key app_id id_type id_value req_id sign
sign

_aop_signature  

_aop_signature OpenAPI apiSecurity URL

1. urlPath param2 “?”
urlPath=param2/1/com.umeng.finplus/umeng.cplus.creditTrace/ur_
apiKey

2. (app_id id_type id_value req_id sign)
key value( “=” )

3. urlPath

param2/1/com.umeng.finplus/umeng.cplus.creditTrace/ur_apiKeyap
p_idur_app_idreq_ididfaid_valueEC3B219D-881C-4E6C-BF58-
1A51D3B37D36req_id20190304211111signLwbybbFpO3jNFd%2FSox
zW%2BDthDXkqs%2B6OPSVCaKxFvmKsBb05NUXkheMq3tOCyRn9
GEvaTjDCnr23%0D%0ADEalDnmnRtWdq7xmUaJM7%2BfbubvJLMM
LJweBryL6RwQZv83im6%2Bg3jQ%2BdCMvU9uZK9ghuxd%2FgNtx%
0D%0A0xd9sQk33QH8W6Kngxg%3D%0D%0A

4. _aop_signature hmac_sha1 uppercase
(hex (hmac_sha1 (s, apiSecurity))



58F12888265C5779B0A1CDCF240C1270C35A9E48

apiSecurity OpenAPI apiKey apiSecurity
sign 1024bit RSA key

querystring Base64 sign
key app_id id_type id_value req_id

hmac_sha1 hmac_sha1
hex
uppercase

 

Finplus java
HTML java

java  

//package com.wayne;

import org.apache.commons.codec.binary.Base64;

import javax.crypto.Cipher;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.BufferedReader;

import java.io.FileInputStream;

import java.io.InputStreamReader;

import java.net.URLEncoder;

import java.nio.charset.Charset;

import java.security.*;

import java.security.interfaces.RSAPrivateKey;

import java.security.interfaces.RSAPublicKey;

import java.security.spec.PKCS8EncodedKeySpec;

import java.security.spec.X509EncodedKeySpec;

import java.util.*;

public class UmApiUtil {



    // 字节流转字段串串，此函数直接使⽤用即可

    public static final String 

openApiHead="https://gateway.open.umeng.com/openapi/";//

这个是finplus固定的url头，不不需要修改

    public static final char[] digital = 

"0123456789ABCDEF".toCharArray();

    //读取公私钥⽂文件，此函数直接使⽤用即可

    public static String readKeyFile(String keyFile)

            throws Exception {

        BufferedReader br = new BufferedReader(new

                InputStreamReader(new 

FileInputStream(keyFile)));

        String readLine = null;

        StringBuilder sb = new StringBuilder();

        while ((readLine = br.readLine()) != null) {

            if (readLine.charAt(0) != '-') {

                sb.append(readLine);

               

 sb.append(System.getProperty("line.separator"));

            }

        }

        return sb.toString();

    }

    //，此函数直接使⽤用即可

    public static String readKeyStr(String keyStr)

            throws Exception {

        String[] lines = keyStr.trim().split("\n");

        StringBuilder sb = new StringBuilder();

        for (String line : lines) {

            String readLine = line.trim();

            if (readLine.charAt(0) != '-') {

                sb.append(readLine);

               

 sb.append(System.getProperty("line.separator"));

            }

        }

        return sb.toString();

    }

    //构造私钥对象，此函数直接使⽤用即可

    public static PrivateKey loadPrivateKey(String

                                                   

 privateKey) throws Exception {

        // 解密由base64编码的私钥

        byte[] keyBytes =



               

 Base64.decodeBase64(privateKey.getBytes());

        // 构造PKCS8EncodedKeySpec对象

        PKCS8EncodedKeySpec pkcs8KeySpec = new

                PKCS8EncodedKeySpec(keyBytes);

        // KEY_ALGORITHM 指定的加密算法

        KeyFactory keyFactory =

                KeyFactory.getInstance("RSA");

        // 取私钥匙对象

        return keyFactory.generatePrivate(pkcs8KeySpec);

    }

    //构造公钥对象，此函数直接使⽤用即可

    public static PublicKey loadPublicKey(String

                                                 

 publicKey) throws Exception {

        byte[] buffer = 

Base64.decodeBase64(publicKey.getBytes());

        KeyFactory keyFactory =

                KeyFactory.getInstance("RSA");

        X509EncodedKeySpec keySpec = new

                X509EncodedKeySpec(buffer);

        return keyFactory.generatePublic(keySpec);

    }

    //rsa加密，此函数直接使⽤用即可

    public static byte[] rsaEncrypt(RSAPublicKey

                                            publicKey, 

byte[] plainTextData)

            throws Exception {

        Cipher cipher = Cipher.getInstance("RSA");

        cipher.init(Cipher.ENCRYPT_MODE, publicKey);

        return cipher.doFinal(plainTextData);

    }

    //rsa解密，此函数直接使⽤用即可

    public static byte[] rsaDecrypt(RSAPrivateKey

                                            privateKey, 

byte[] cipherData)

            throws Exception {

        Cipher cipher = Cipher.getInstance("RSA");

        cipher.init(Cipher.DECRYPT_MODE, privateKey);

        return cipher.doFinal(cipherData);

    }

    //此函数直接使⽤用即可

    public static String rsaSign(PrivateKey privateKey,



                                 String plainText) 

throws Exception {

        Signature sig =

                Signature.getInstance("SHA1WithRSA");

        sig.initSign(privateKey);

        byte[] plainTextData = plainText.getBytes("UTF-

8");

        sig.update(plainTextData);

        byte[] signature = sig.sign();

        return new 

String(Base64.encodeBase64Chunked(signature));

        //return Base64.encodeBase64String(signature);

    }

    //检查公私钥是否配对，输出true代表配对，否则请与友盟+⼀一起检查

公私钥是否给错或者配错，此函数直接使⽤用即可

    public static boolean rsaSignCheck(PublicKey

                                               

publicKey, String plainText, String sign) {

        try {

            //sign = URLDecoder.decode(sign, "UTF-8");

            Signature sig =

                   

 Signature.getInstance("SHA1WithRSA");

            sig.initVerify(publicKey);

            byte[] plainTextData =

                    plainText.getBytes("UTF-8");

            sig.update(plainTextData);

            byte[] signature =

                   

 Base64.decodeBase64(sign.getBytes());

            return sig.verify(signature);

        } catch (Exception e) {

            e.printStackTrace();

        }

        return false;

    }

    /**

     * hmacSha1加密

     * @param datas 参与加密的数据

     * @param key 参与加密的密钥

     * @return

     * 此函数直接使⽤用即可

     */

    public static byte[] hmacSha1(String[] datas, byte[] 

key) {



        SecretKeySpec signingKey = new 

SecretKeySpec(key, "HmacSHA1");

        Mac mac = null;

        try {

            mac = Mac.getInstance("HmacSHA1");

            mac.init(signingKey);

        } catch (NoSuchAlgorithmException e) {

            throw new RuntimeException(e.getMessage(), 

e);

        } catch (InvalidKeyException e) {

            throw new RuntimeException(e.getMessage(), 

e);

        }

        try {

            for (String data : datas) {

               

 mac.update(data.getBytes(Charset.forName("utf-8")));

            }

        } catch (Exception e) {

            throw new RuntimeException(e.getMessage(), 

e);

        }

        return mac.doFinal();

    }

    /**

     * HmacSHA1 加密

     * @param urlPath 参与加密的url部分，从协议（param2）开始

截取，到“?”为⽌止

     * @param params 请求的参数列列表

     * @param apiSecurity ⽹网关平台提供的 apiSecurity

     * @return

     * 此函数直接使⽤用即可

     */

    public static String encodeWithHmacSha1(String 

urlPath, Map<String,String> params, String apiSecurity) 

{

        List<String> paramValueList = new 

ArrayList<String>();

        for (Map.Entry<String, String> entry : 

params.entrySet()) {

            paramValueList.add(entry.getKey() + 

entry.getValue());

        }

        final String[] datas = new String[1 + 

paramValueList.size()];

        datas[0] = urlPath;



        //key按字典序排序

        Collections.sort(paramValueList);

        for (int i = 0; i < paramValueList.size(); i++) 

{

            datas[i+1] = paramValueList.get(i);

        }

        final byte[] signature = hmacSha1(datas, 

apiSecurity.getBytes());

        return encodeHexStr(signature);

    }

    /**

     * 字节流转⼗十六进制字符串串

     * @param bytes

     * @return

     * 此函数直接使⽤用即可

     */

    public static String encodeHexStr(final byte[] 

bytes){

        if(bytes == null){

            return null;

        }

        char[] result = new char[bytes.length * 2];

        for (int i = 0; i < bytes.length; i++) {

            result[i*2] = digital[(bytes[i] & 0xf0) >> 

4];

            result[i*2 + 1] = digital[bytes[i] & 0x0f];

        }

        return new String(result);

    }

    public static String GetUrlNew(String app_id, String 

id_type,String id_value,String req_id,String 

publicKeyPath,String privateKeyPath,String apiKey,String 

apiSecurity)

            throws Exception

    {

        //【1】 注意！paramstr的所有【key】需要按字典序拼接，

app_id,id_type,id_value,req_id

        String paramStr = 

"app_id="+app_id+"&id_type="+id_type+"&id_value="+id_val

ue+"&req_id="+req_id;

        String signStr = 

rsaSign(loadPrivateKey(readKeyFile(privateKeyPath)), 

paramStr);



        if(

               

 rsaSignCheck(loadPublicKey(readKeyFile(publicKeyPath)), 

paramStr, signStr)//⽣生产使⽤用时，此公私钥检验配对的代码可以去掉

        ){

            String signRes = URLEncoder.encode(signStr, 

"UTF-8");

            //【3】 注意！最终的sign结果,必须要做URLEncoder!

            //System.out.println("signRes\t"+signRes);

            //【4】 注意！sigh签名完后⻓长这样，如果⻓长度与以下示例例

不不是⼀一个格式，请重新检查签名过程，以下为示例例

            // signRes  

LwbybbFpO3jNFd%2FSoxzW%2BDthDXkqs%2B6OPSVCaKxFvmKsBb05NU

XkheMq3tOCyRn9GEvaTjDCnr23%0D%0ADEalDnmnRtWdq7xmUaJM7%2B

fbubvJLMMLJweBryL6RwQZv83im6%2Bg3jQ%2BdCMvU9uZK9ghuxd%2F

gNtx%0D%0A0xd9sQk33QH8W6Kngxg%3D%0D%0A

            //OpenAPI签名需要的参数

            Map<String, String> params = new 

HashMap<String, String>();

            params.put("app_id", app_id);

            params.put("req_id", req_id);

            params.put("id_value", id_value);

            params.put("id_type", id_type);

            //【6】 注意！在api签名的时候还需要加⼊入sigh，参与签

名的是UrlEncoder之前的原始值signStr

            params.put("sign", signStr);

            String 

apiUrlPath="param2/1/com.umeng.finplus/umeng.cplus.credi

tTrace/"+apiKey;//注意这个头的固定的，apiKey是根据在友盟+后台申

请的

            //encodeWithHmacSha1⾥里里已经实现对params的key按字

典序排序

            String aopSignature = 

encodeWithHmacSha1(apiUrlPath, params,apiSecurity);

           

 //System.out.println("aopSignature\t"+aopSignature);

            //【7】 注意！aopSignature示例例⻓长这样，

58F12888265C5779B0A1CDCF240C1270C35A9E48，如果不不是这样的格

式，请重新检查aopSignature⽣生成逻辑

            String newApiFinalUrl =

                    openApiHead+apiUrlPath+"?"



                            +paramStr

                            + "&sign="

                            + signRes

                            + "&_aop_signature="

                            + aopSignature;

            return newApiFinalUrl;

            //【8】 注意！最终可以放到浏览器器⾥里里访问的url⻓长这样

           

 //https://gateway.open.umeng.com/openapi/param2/1/com.u

meng.finplus/umeng.cplus.creditTrace/ur_apiKey?

app_id=ur_app_id&id_type=imei&id_value=860529038487085&r

eq_id=20190304211111&sign=LwbybbFpO3jNFd%2FSoxzW%2BDthDX

kqs%2B6OPSVCaKxFvmKsBb05NUXkheMq3tOCyRn9GEvaTjDCnr23%0D%

0ADEalDnmnRtWdq7xmUaJM7%2BfbubvJLMMLJweBryL6RwQZv83im6%2

Bg3jQ%2BdCMvU9uZK9ghuxd%2FgNtx%0D%0A0xd9sQk33QH8W6Kngxg%

3D%0D%0A&_aop_signature=58F12888265C5779B0A1CDCF240C1270

C35A9E48

            //【9】 注意！若以上url可以访问，但返回不不是code0，

请根据⽂文档中的【http状态码】和【业务状态码】章节排查问题

        }else{

            String errMsg="请确认公钥是否给错，或者公私钥配对

关系出现错误";

            return errMsg;

        }

    }

    //需要您详细调的main函数

    public static void main(String[] args) throws

            Exception {

        //需要您配置的参数---------------------------------

-----

        String app_id="ur_app_id";  //请在此填新开通的

app_id

        String apiKey="ur_apiKey"; //OPENAPI apiKey

        String apiSecurity="ur_apiSecurity";//OPENAPI 

apiSecurity



        //apiKey和apiSecurity需授权开通，⾸首次开通需登录友盟+账

号，前往https://developer.umeng.com/open-api/state点击“获取

身份认证信息”，不不需提交其他信息，友盟+开放平台将给您分配apiKey和

apiSecurity；已开通账户也可通过该⽹网址查看apiKey和apiSecurity。

        String req_id = UUID.randomUUID().toString();// 

客户请求流⽔水号

        //req_id是客户指定的查询流⽔水号， 返回结果biz_id是友盟

+返回的查询流⽔水号

        // req_id与biz_id⽤用于对账或问题追查。

        // 建议req_id推荐⽣生成⽅方式为uuid v1，或者与时间有关的全

局唯⼀一字符串串

        //公钥⽂文件与私钥⽂文件的位置，请注意修改这⾥里里

        String publicKeyPath="ur_publicKeyPath";

        String privateKeyPath="ur_privateKeyPath";

        //String id_type="idfa";

        //String id_value="EC3B219D-881C-4E6C-BF58-

1A51D3B37D36";// 示例例idfa号，此idfa号能拿到code 0的结果

        String id_type="imei";//"imei";

        String 

id_value="860529038487085";//"351637012970806370";// 示例例

imei号，此imei号能拿到code 0的结果

        //需要您配置的参数---------------------------------

-----

        System.out.println("newApiFinalUrl是finplus接⼝口的

访问⽅方式，将以下url贴到浏览器器⾥里里即可访问");

        String newApiFinalUrl=GetUrlNew( app_id, 

 id_type, id_value, req_id, publicKeyPath, 

privateKeyPath, apiKey, apiSecurity);

        System.out.println(newApiFinalUrl);

    }

}



NAME TYPE SAMPLE COMMENT

code Integer 0/108/109/...

 

 

HTTP  

OpenAPI Finplus 4 HTTP

1. status code=200 API

ERROR_CODE REASON RESOLUTION

IPAPPWLDecline Request IP 
IP

+ IP
IP

APIACLDecline apiKey + apiKey

SignatureMissing
 

ParamMissing API

ParamIllegal API

apiKey
apiSecurity

OpenAPI

2. status code=400 API

3. status code=403

4. status code=500

socket

 

 

0



 success
message

success Boolean true/false

message String OK

response Object {tags: null,biz_id:
"57901bd3-b699-
40a4-92f6-
f7778aa8afb9",req_id:
"your unique request
id"}

tags
key value

null biz_id finplus
req_id

CODE MESSAGE REASON SOLUTION
SUCCESS

0 OK response tags true

CODE MESSAGE REASON SOLUTION SUCCESS

108 Credit.id_unconverted ID 108
10%

false

109 Credit.empty_content 180 false

 

1. 
2. 
3. Finplus

Finplus

 

 

”108” ”109”
code:0 20% ”108” ”109”
”108” ”109” binary



app_id

109 109
20%

 

code=0  

code 0 success true response

tags tag.name: model.value tag.id:
model.value id

id tag key
value null

tag credit_score
[300,850] int

credit_score [0,1] float

app_id
tag

req_id: req_id

biz_id: finplus ID uuid

code=108  

{

code: 0,

success: true,

message: "OK",

response: {

tags: {

credit_score: 697

},

biz_id: "80e249e4-3198-4fdb-9ad9-0aec4aa11e75",

req_id: "your unique request id"

}

}



code=109  

code=22  

 

 

{

code: 108,

success: false,

message: "credit.id_unconverted",

response: {

tags: null,

biz_id: "b560b107-5e6a-40c3-a9e6-f7695ea63744",

req_id: "your unique request id"

}

}

{

code: 109,

success: false,

message: "credit.empty_content",

response: {

tags: null,

biz_id: "57901bd3-b699-40a4-92f6-f7778aa8afb9",

req_id: "your unique request id"

}

}

{

code: 22,

success: false,

message: "cplus.invalid_id_type",

response: {

tags: null,

biz_id: "d7e3d0d5-a82d-4f94-9cab-e044ccff56f6",

req_id: "your unique request id"

}

}



CODE MESSAGE REASON SOLUTION SUCCESS

10 cplus.invalid_parameters

urlencode

false

18 Cplus.verification_failed

key
urlencode

false

19 Cplus.insufficient.quota false

22 Cplus.invalid.id.type id id_type
idfa,imei

false

105 Credit.invalid.id.type id type id_type false

CODE MESSAGE REASON SOLUTION SUCCESS

1 Cplus.error Finplus +
app_id

false

3 code1 3s
3s id req_id biz_id

 

 

 

Reason solution
finplus-support@service.umeng.com

Finplus  

Finplus
1 3

finplus-support@service.umeng.com**

mailto:finplus-support@service.umeng.com
mailto:finplus-support@service.umeng.com


code1
code1

id req_id

 

IMEI/IDFA  

imei idfa IMEI_MEID_IDFA V1.0
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